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ABSTRACT

Recently, A Security service in Internet environments has been more important and the use of SSL & TLS is
increasing for the personel homepage as well as administrative institutions. Also, IETF suggests using DTLS,
which can provide a security service to constrained devices with lower CPU power and limited memory space
under IoT environments. In this paper, we implement LEA(Lightweight Encryption Algorithm) algorithm and
apply it to OpenSSL. The implemented algorithm is compared with other symmetric encryption algorithms such

as AES etc, and it shows the superior performance in calculation speed.
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LB ol g I AW (‘u8’S unsigned charg 2]7)

E2
Table 2. Description of Implemented Functions in this paper

5

int LEA_set_key(const u8* userKey, const int bits,
LEA_KEY* lea_key);

void LEA_encrypt(const u8* in, u8* out, const
LEA_KEY* lea_key);

void LEA_decrypt(const u8 *in, u8* out, const
LEA_KEY* lea_key);

void LEA_ecb_encrypt(const u8* in, u8* out, const
LEA_KEY *lea_key, const int enc);

void LEA_cbc_encrypt(const u8* in, u8* out, size_t len,
const LEA_KEY™* lea_key, u8* ivec, int enc);

void LEA_cfb128_encrypt(const u8* in, u8* out, size_t
len, const LEA_KEY* lea_key, u8* ivec, int *num, int
enc);

void LEA_ofb128_encrypt(const u8* in, u8* out, size_t
len, const LEA_KEY* lea_key, u8* ivec, int* num);
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castb-che castb-cfb castb-ech castb-ofb
des-cbc des-cfb des-ecb
des-ede-cbc des-ede-cfb des-ede-ofb
des-ede3-cbc des-ede3-cfb des-ede3-ofb
des3 desx idea
ea lea- ggfcbc lea- Eg-ecb lea- gé*cbc I
|ea-192-ech |ea-256-cbc | ea-256-ech rc2
y FeEr— e—
rc2-ecb rc2-ofb rcd rc4-40
seed seed-cbe seed-cfb seed-ecb
seed-ofb
Open3sL>
OpenSSL>

T2 12. OpenSSLell LEA &x|&o] 7)1 Ax} g
Fig. 12. Screen of result OpenSSL added LEA algorithm

4.5 Speed HHOIE 0|Sct M= TIt

OpenSSL ZZ 720 W€ speed W& o1& o]85}e,
AES¢} DES, SEED"*, CAMELLIA" IDEA"® -
2|3 LEAY] )5 Ae] 55 247} v|as] Mok
t}. speed 2o OpenSSLell 3 A7) b5
dare]Fe] e vlaaly] 913 HEel R, did o
ol = o]-gaH 16/64/256/1024/8192 Hlo]E w2
E5 dlolel & vlEke R ARAL A9l ks o
2% o] 83t 3% B9t GBIt F ksl o
olg] of& |t} 2Eg) =g 2 A A llA
R AlRfe] Hgkew A= ¥ 1339 2tk

a8 1394 & 5 gl=e] LEA?] stss)Ees)
A £27) o2 dare]se s 453 whE S
Hejo] 7|Ee R
dve]E2l AES

3}al & = glr}. 53] openssl speed
LEA ¥ae]$o] o] AME|oA]+=
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(=9lk)

Type 16bytes 64bytes 256bytes | 1024bytes | 8192bytes
des cbc 7787816 78,375.21 7,667.24 7,03552 6,838.78
des ede3 | 2771049 [ 2776480 || 2774895 27,795.80 27,866.45
idea cbc 3,996.41 76,482.17 '7,880.49 8,147.58 78,03084
seed cbe 59,854.05 60,722.15 60,934.06 60,677.95 61,005.82
aes-128 che 113,316.70 124954385 127,739.31 129,538.39 129,869.06
2es-192 cbe ,007.15 105,273.17 107,039.98 108,622.85 108,904.45
2e5-256 che 84,246.09 9069734 9220514 92,566.88 9309389
lea-128 cbc ,816. ,482. ,809. 31307537 ||| 314,126.46
lea-192 cbe I 249,927.86 lﬁoaas 18 @06040@12431278,216.70
lea-256 chc 22440475 |W22424149 122525815
camellia-128 cbc 11871533 [I 150490.17 1618 4.60 164880 89 |1 16527428
camellia-192 cbe ~ 422152 11615561 |l 12325352 12454673 [I1125,119.15
camellia-256 coc || 9500369 || 11620969 | 12343132 [ 12404858 || 12527206

T2 13, 252 #elx vl At ( hEs) oF Wla)
Fig. 13. Result of comparison of each algorithms on
Linux ( comparison of encryption amount )

Hrke 2] &%) glo] 24~2.6MAES] 53R
HelE #al & 5 olrk

4.6 LEAZ 0|28t Hol E4l M= ZAn}

44743} 4.5 o] Ao, & =e] 7o) A
7} 9l #eldld e OpenSSLollA s_servere}t
s_client o] & o|83}o] LEAS o]-83F WelEAl
a3 5jek Avle} Fololn: olziaf

¢ 7b7] the flx] Al shelch Aele] A%
“.cipher” S42 ©|83}], Server Hello®] cipher
suite”} SAF “LEA256-SHA™7} A9 === slich

%) 14+ WireShark!''& ©]43}¢] Client Hello
HAIX] 1S 7T A2 A, cipher suite?] 2~ Ed]|
LEA256-SHA S 9|7|8h= “0x00ae”7} E3+ 952
gl & < glrk

1% 15% Server Hello HWA|A]| S 743} 7o 2,
cipher suite® LEA256-SHA 2] “0x00ae”7} E3&F= 3]
S 2l & 5 9l o]‘— Au]7F AAFA o 2 LEA
%lﬂ&"] T UFS evidich

a3 143 15404 Clpher Suite®] byteFto]
“0x00ae” %2 Fo] 9Jo1}, WireShark®] 3pH 3 ol|4]
+ “TLS_PSK_WITH_AES_128_CBC_SHA256” 2.

l—ﬂ Nlo |

= TLSv1.2 Record Layer: Handshake Protocol: client Hello
content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 326
= Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 322
version: TLS 1.2 (0x0303)
# Random

session ID Length: 0

cipher suites Length: 172
= Cipher suites (86 suites)
Cipher sSuite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
Cipher suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (0xc024)

Cipher Suite: TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0x0084)
Cipher Suite: TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (0xc012)
Cipher suite: TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA (0xc008)
Cipher suite: TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA (0xc0Olc)

T2 14. client_hello J7& 7AAg &=
Fig. 14. Captured screen of client_hello packet
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B TLSvl. 2 Record Layer: Handshake Protocol: Server Hello
content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 58
= Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 54
version: TLS 1.2 (0x0303)
& Random

session ID Length: 0
Compression Methad: null (0)
Extensions Length: 14

B Extension: renegotiation_info

T2 15. ServerHello =71 7Axgt 3pad
Fig. 15. Captured screen of ServerHello packet

New, TLSw1/SSLv3, Cipher is LEAZ56-SHA
Server public key is 1024 bit

Secure Renegotiation IS supported
Compression: NONE

Expansion: NONE

SSL-Session:
Protocol @ TLSv1.2
Cipher : LEAZ56-8HA

Session-10: F272CC4B3C05A4B532DBESEBC1B40A6ED ABBEOESEOEBAG 2398558885348 AAE7

Session-1D-ctx:

Master-Key: 229D60EA3D1F3071B0D83660C87A304D4F6048920BAS7BZ8886E3D56900E6914
19EAGD47F 1517FFEOEBS28 1AD59CHCB7

Key-Arg  : None

PSK identity: None

PSK identity hint: Nore

SRP username: None

TLS session ticket lifetime hint: 300 (seconds)

TLS session ticket:

1% 16. Client®] OpenSSL &4k A} 3had
Fig. 16. Result screen of Cllent s OpenSSL console

2 o] gl AA| RFC4279" Aol x]2] vt 3k
2 “0x00BD”°|t}. wl2kA] WireSharkel A& 2 &
33} ¢IA|%E Client Hello2} Server Hello =5
“0x00ae”7} Z3E 71 oF Wol FAllA %= FA|gle]
LEA die|go] A8=515-5 &l & 5 slck
a3 162 AA| Client®] OpenSSL &% 3} o 2
LEA256-SHA”} €4}27] Cipher Suite® A& ¥o]
Handshake *

v.d B

o] =¥o4] $2]= LEA oe|&S T3l =
gk 3%l dwe]ES- OpenSSLol| A-4-31%t}. LEA
?—l’.LE]ZO] Q_u]_r—_l 71] Exla—h;].__ 74 i]_o]—g]_o:lg_u%
w3k 3% LEA ¢72]50] OpenSSL AlollA] 5=+
s S F]lslsdey. 7% LEA 2ae]ES TLS
FARE oluz} DTLS SAleA = Snt2A 5318}
= Z& o] FlEsich LEA 8|52 AES ¢
ofare]|Fell wlsle] 4 24wl o]ike] whE &L= gk
337} o]FolxA AESHTU} 53 A5S
3)om gk U2 CPU A5} A2 vnz] %75} oA

= A 4 9l7] wltell Al 3RS Al A4l
W AR A Tk 4 il akFell= LEA &
aelEE F o] e 5 5 e s fsk

H3} 2 sl=gofdtel] Wit A7E AET Aotk
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