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ABSTRACT

The attacker can access the RFID systems illegally because authentication operation on the RFID systems are
performed in wireless communication. Authentication methods based on the PUF were presented to defend
attacks. Because of Hash and AES, the cost is expensive for the low-cost RFID tag. In this paper, the
PUF-based encryption processor and the mutual authentication protocol are proposed for low-cost RFID
authentication. The challenge-response pairs (PUF’s input and output) are utilized as the authentication key and
encrypted by the PUF’s characteristics. The encryption method is changed each session and XOR operation with
random number is utilized. Therefore, it is difficult for the attacker to analyze challenge-response pairs and attack
the systems. In addition, the proposed method with PUF is strong against physical attacks. And the method
protects the tag cloning attack by physical attacks because there is no authentication data in the tag. Proposed

processor is implemented at low cost with small footprint and low power.
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C Challenge

R Response

E(Q Encryption

D() Decryption

ISZ | Instruction size

RS Random number generated by server

RD | Random number generated by reader

RT | Random number generated by tag
52 XOR operator

I Concatenation operator

4.2 =7|5} oA

7} PUF 7]HP 53} ZZAA= RFID ©jzel] -
e 72 758 Al ZREF ARE ¢ 9lEE
sbElt), Aol instruction =7] 3k} ‘d'—r°ﬂ
w}E challenge-response #-5<] dlo|EjHo] 2ol 2%}
=] 9lek ZE]lx 2ol el gk Challenge-
response %52 7}X]aL ¢t} Challenge-response %
olgste] 7t wlE QlFsly] wiEel shiel
challenge®l] W3}e] EE response= A& th=r} A
W= dlo]ejmo] 2ol A= challenge-response %5

5 o] 83} olF =]S 4=33lc}. A¥7} challenge
= Hl22 A3 wmlc) challenge= F2HIZ A=
R

43 Mot Z2&F

SECURE INSECURE,

SERVER READER| . TAG

Eneryption
Processor

é:l RD || RD'
St

(E(RD) @ E(RD")) || (RT @ E(RD')) [et]

Identifying E(RD)

E(RD) || RT

E(C) |[1SZ | (ERD)DRT)

(1) Identifying RT
[n(e]

E(R) @ RT

ER) @ RT (57

(1) Searching for E(R)
(2) Decision for
Authentication

Approval or
Disapproval message

Approval or
Disapproval for Tag

. Al RFID 435 Q% Z2EF
. Proposed mutual authentication protocol

a2
Fig.
4.3.1 Step 1
2]t]& oAl 3 RD, RD'& A3l A%
Eiz=1

4.3.2 Step 2

e 1= 2]t] 24 5419 RD, RDE $15.3}3)
o] ERD)®} ERD)E A4 ¥, W RTE A3
tl. ERD)®} RT|| 3t 742+ E(RD °©
XOR A4k g ¥, <4kl E(RD)<} RTE <43}
22 AEgick

4.3.3 Step 3

2|t]: )22 %E] E(RD)E XOR <14H=l E(RD)
9} RTE 418k} 8= ERDY)E olv] 72 9l
oug o] 7k o] g3le] E(RD)S} RTE E53)3hc}
B2 2Jri7t 4153 RDell tigk ERD)E A53}9d
v grs A R A5t o] F AW
2 E(RD)$} RTE 14s}e] A53ic)

4.3.4 Step 4
A= BO)9} ool T3} instruction size, ISZ, 7L
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]2 RT¢} XOR <14ksl E(RD)=
el =

st =tz

4.3.5 Step b
glt]= AWM EHE 4418 E(C), ISZ, 2122 RT
¢} XOR ¢4+= ERD)E Hl1E A3}

4.3.6 Step 6

23 Step 225 ERD)S 7K aL 9loB & o]
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4.3.7 Step 7
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ER)S AR A53h),

4.1.8 Step 8
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challenge-response 55 4&slgic}. A Wi 54
< PUF?9| =] 5Alo|th. Aljks NHM|E PUF=
PUF?| &e|# SA R HAEA o] S o]83l]
response & &35l F WAl 541 challenge-
response *4E°lth 5Ugt challengefell B3k
7k PUF= -3t response.j_ AAE) 237 it
o|| challenge-response 5% A2 tl2A] ¢53l=l
t} 3k A3 JdE ©]-83}e] challenge-response
HE-2 k53l 7] HEuixlel AL i].t]—é—hﬂr
RFID o = xl—o%a] _,_75119 uﬂ g«ﬁ;q__@]
Al el AT 4= gl &gt dolele 24 ‘?:LE
315l Challenge-response #E3°|t}l. RFID E|Z+=
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Hlo] 2 jel] ez H w7} AAp= o] glck whebA] el
of Bl i3k FAo] AFl} sirizke ¥4
A= ougt Hlo ARE HES 4 9ok
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5.1.3 7t 34
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gk o) Aldviet s gho] WA 7] wiitel dlol]
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At TReFI} A=F RFID AEUSF ZREF
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TR R AT QFS FYBtEE o] w3l Qg 4
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Table 3. Security analysis of proposed protocol and
M2 AP protocols

Proposed MAP
Physical attack Safe Unsafe
Man-in-the-middle .
Safe Partially safe
attack
Reply attack Safe Safe
Eavesdropping Safe Safe
Location tracking Safe Safe
Mutual i
. Safe Partially safe
Authentication

52 &5 H|W

Arbiter 7]HF] PUF+= NH]E challenge 24-€] 1¥]
E response S A3t} NH|E response S A1 517]
Qe #A 2~E17} Z 235}k w8k challenge S W73
A|A Folo T, B =ellxE Nu|E HE gl
W F3 AZE YA2EE AREssich AE 1]
E response s HX|AE|o]] A|ZES|= v O Z NH]
E challenges 1732 &2 NH|E responses Al
Adstalet o] WS ulg- SHollA] ZgAolck 14
E response 4 3}7] wlitell NH]E response gt
1ol
4 314, AESS} Al el shesle] 4
o< sl ez itk MDS, SHA-I,
SHA-2562 Feldhofer 5'7o] Aqkslelar AESHE
Mangard 5”0] zletalgict Q15 T2 oA AL
== Hash, AES 7|HE2| Alo|Ee} 29 Alol&s
H| 8IS ], Aok LA o] Alo] 9} = Ale]
2 71 =2717) 22 SHA-2562] Alo|E 42} MD5

o] 29 Aleld H} 255 el 5 ik
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o |
n=
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e

E 4.31=90] As vl
Table 4. Hardware performance comparison

Function Gates Clock cycles
MD5™ 8,400 612
SHA-1" 8,120 1,274
SHA-256!" 10,868 1,128
AES" 10,799 -
Ak Z2A4 2,369 263

V.2 B

RFID ®lL:= 3%l 218 7131 E3liEe)7] vt
of| A8 21 Wile] a7EInk Q15 7ol AR
= 5] g AESE I A, slege] v]go]
AR7] wtel] An]-E-& 27-8= RFID ®iLef] 7+
3}7] ofgic}. B =)A= 8|4 RFID Q1525 ¢
3} PUF 7]4ke] ¢}53} Z2Ax|2} RFID A5 4l
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