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ABSTRACT

Widespread use of smart devices accompanies increase of use of access point (AP), which enables the
connection to the wireless network. If the appropriate security is not served when a user tries to connect the
wireless network through an AP, various security problems can arise due to the rogue APs. In this paper, we are
going to examine the threat by evil-twin, which is a kind of rogue APs. Most of recent researches for detecting
rogue APs utilize the measured time difference, such as round trip time (RTT), between the evil-twin and
authorized APs. These methods, however, suffer from the low detection rate in the network congestion. Due to
these reasons, in this paper, we suggest a new factor, packet inter-arrival time (PIAT), in order to detect
evil-twins. By using both RTT and PIAT as the learning factors for the support vector machine (SVM), we
determine the non-linear metric to classify evil-twins and authorized APs. As a result, we can detect evil-twins

with the probability of up to 96.5% and at least 89.75% even when the network is congested.
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Algorithm1. RTT Record
1. Connect and Associate with AP
2. fori=1 to 300do
3. Send unicast JCMPrequest to AP
Record Round Trip Time RTTprobe[300]
Record Packet Inter-Arrival Time PIA Tprobe[300]
4: Send DNSguery to Local DNS server
Record Round Trip Time RTTdns[300]
Record Packet Inter-Arrival Time PIA Tdns[300]
5: endfor
6: Except the top 10% abnormal RTT value
7t Except the top 5% & bottom 5% abnormal PIAT value
8: RTTprobe|270] = 270 values of the rest of the RTTprobe
9 RTTidns[270] = 270 values of the rest of the RTTdns
100 PIATprobe[270] = 270 values of the rest of the PI4Tprobe
11: PIATdns[270]= 270 values of the rest of the PI4ATdns
12: Featureof AP = (RTTprobel270], RTTdns (2701, PI4 Tprobe [270]. PI4 Tdns[270])
13: if data— set is a training— set then
Insert “Feature of AP” into SVM training— set as Factor
14: elseif dato—set 1s a predict —set then
Insert “Featureof AP" into SVM predict— set as Factor
15t endif
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Fig. 5. Evil-Twin Detection Scheme Algorithm using
SVM with Multi-Factor
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Table 1. Hardwares in Experiment
Computer
oS CPU RAM Protocol
Station Windows 7 Ultimate 64bit Intel i3-2100(3.1Ghz) 8G 802.11b,g,n
Traffic Generatorl Windows 7 Ultimate 64bit Intel i5 460m(2.5Ghz) 8G 802.11b,g,n
Traffic Generator2 Windows 7 Ultimate 32bit Intel Core 2 Duo L7100(1.2 Ghz) 4G 802.11b,g
Rogue AP Windows 7 Ultimate 64bit Intel i5 3317U(1.7Ghz) 8G 802.11b,g,n
Access Point
Device Name Protocol
Legitimate AP D-Link DIR-655 802.11b,g,n
Traffic AP D-Link DIR-655 802.11b,g,n
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Table 2. Evil-Twin Detection Rate using SVM in Idle Congestion
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N““Tﬂ;:: ofl 2th 3th 4th 5th 6th 7th 8th 9th 10th
Detection | 100% | 100% | 100% 99% 100% | 100% 99% 100% | 100% | 100%
Rate | 400/400 | 400/400 | 400/400 | 396/400 | 400/400 | 400/400 | 399/400 | 400/400 | 400/400 | 400/400
False 0% 0% 0% 0.5% 0% 0% 0% 0% 0% 0%
Positive
False 0% 0% 0% 1.5% 0% 0% 0.5% 0% 0% 0%
Negative
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Table 3. Evil-Twin Detection Rate using SVM in Full Congestion

Number 1th 2th 3th 4th 5th 6th 7th 8th 9th 10th
of Test
Detection | 96.50% | 91.25% | 9225% | 92% | 93.00% | 93.50% | 9425% | 89.75% | 94.50% | 95.75%
Rate 386/400 | 365/400 | 369/400 | 368/400 | 372/400 | 374/400 | 377/400 | 359/400 | 378/400 | 383/400
False 5% 9.5% 0% 5% 3.5% 6.5% 6.5% 8.5% 2% 1.5%
Positive
False
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