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ABSTRACT

Recently RFID not only is widely utilized in various fields such as inventory management, merchandize
logistics, etc., but also, has evolved as an important component of the Internet of Things (IoT). According to
increasing the utilization field of RIFD, studies for security and privacy for RFID system have been made
diverse. Among them, the ownership transfer protocols for RFID tags have also been proposed in connection
with the purchase of products embedded with RFID tag. Recently, Kapoor and Piramuthu proposed a RFID
ownership transfer protocol to solve the problems of security weakness of the previous RFID ownership transfer
protocols. In this paper, we show that Kapoor-Piramuthu’s protocol also has security problems and provide a new

protocol to resolve them. Security analysis of newly proposed protocol shows the security concerns are resolved.
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Table. 1. Parameters for RFID Ownership Transfer
Protocol ﬂOTP) with Trusted Third Part of Kapoor and
Piramuthu™” and new proposed one

Meaning of parameters

T Secret key between TTP and £,

Ty Secret key between TTP and /72,

R Secret key between R, and 1’

Sy Secret key between R, and T’

t; Secret key between TTP and 7’

£ () Encryption of message = using secret key
k between 7" and R,, R,, or TTP
Encryption of message = using secret key

9:(x) k between R, or R, and TTP

H, (z) Message authentication code (MAC) for

message T using secret key k
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