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ABSTRACT

The importance of application traffic analysis for efficient network management has been emphasized
continuously. Snort is a popular traffic analysis system which detects traffic matched to pre-defined signatures
and perform various actions based on the rules. However, it is very difficult to get highly accurate signatures to
meet various analysis purpose because it is very tedious and time-consuming work to search the entire traffic
data manually or semi-automatically. In this paper, we propose a novel method to generate signatures in a fully
automatic manner in the form of sort rule from raw packet data captured from network link or end-host. We use
a sequence pattern algorithm to generate common substring satisfying the minimum support from traffic flow
data. Also, we extract the location and header information of the signature which are the components of snort
content rule. When we analyzed the proposed method to several application traffic data, the generated rule could

detect more than 97 percentage of the traffic data.
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Fig. 1. Snort Rule and example
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S = {host_id, (a,a5az ... an)} 6)
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E ARReE AHolg: 14 EHr EE ZHeld
contents FE3}e] 21| o] content HF Lol
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ContentSet = {Cl,Cz, -y CC} @
C; = {(axaxﬂ oMl =x<y< ?1,} 8)
Support = Number of support hosts ©)

Total number of hosts
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Input : SequenceSet =

Output : ContentSet =

{8,5,..,5,}, minsupp
{1, Gy G}

contentExtractor(SequenceSet, minsupp)

1:

2
3
4:
5:
6
7
8

19:
20:
21:
22:
23:

foreach sequence S in the SequenceSet do
foreach character a in the sequence S do
L, =L, Ua;
end
end
k=2;
while L, | =& do

foreach content ¢ in the L, | do // delete

under minsupp

for i=1 to s do

if(Si include ¢) then
count = count + 1;
end
end

if ( (count/s)< minsupp) then

Lk’*l = Lk’*l - a
end
end
L, =candidate_gen(L;_ ) [[extract length-k
content
k++;
end

ContentSet =V L,

deleteSunset(ContentSet);
return ContentSet

*Notation : L, : lengh k content set

2&T13|E. 1. Content 5 U|ZH
Algorithm.1. The content extract Algorithm

Input : 72, ,
Output : L,

candidate_gen(L,,_ )

1:
2:

w

® NNk

foreach content p in Z; ; do
foreach content q in Z; , do

if ((p-ay=qa,)&& (pa;=qa,)..

&& (p'ak—l :q.ak,Z) ) then
Ly = LU {p-ay,p-gyeesp-ty1,G-05, 1 )
end
end
end
return L,

*Notation : L, : lengh k content set

2412|152, FH Content F= Le]&
Algorithm.2. The subcontent extract Algorithm
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g} “bed”7} 727] kel A% L9 content “abcde”
= Y3 5= 9lrk

Aot AL e R HolE 14 F7F Al7HA ¢
o)A} A 22 content”} FEEHA] 932 wj7}A] content
FZ3} A= 7|5k content AHA| S HIESC) 5]
upx| 2t A 24 25 BE Z 10] content &+
AE galslky, gref 3 FAol| = content”} 7]
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H 1. Content 3% dae|F 8 24 oA

Table 1. The example that process to content extract algorithm

SeqeunceSet = {9,,5,,5,5,} minsupp
S, :{hostl.,<.‘.. oo OMD....... ... ... >}
S, = {hostl., <CY)>}
0.6
Sy = {hosty, (e ... CMD..... ... ... >}
S, = {host:g., {OM..... ... >}
L, L, L,
Length 1 Length 2 Length 3
content Support content Support content Support

C» 1.00 oo 0.00 {CMD > 0.67

(M 1.00 {CM > 1.00

(D> 0.67 {CD> 0.34
(Mey 0.00
MM 0.00
{MD > 0.67
{DC>» 0.00
{DM> 0.00
{DD > 0.00

o2 HAE ZAsEA si% content”} 5—111'3}3— BAGok sk},
A& ARt} A6k O3 4= TCP TR EZ-S A} Algorithm 3 - content ¢} packetSet®] F-1%&

S3lx, 543 1P7} 111.222.333.0/24, £ E tﬂ}i"
80 Al-83le] A%l AR = % content”}
olz=2] 4ulA) ulo] EHE 201 A ulo]E Afo]el] &

sz 215 AARICE contento] $][ARo} #HA

BE Ao A0 o7 Ve U

oz} Aoz TE‘E onjEl=rt 2 4

AArde Edomsm AlzE A dtel=

O_ HH
S Wl

]
AR
°]

Yﬁ
°

7

23k co ntent-J 92 ARE A3l 94 B
I 3 "l A 7 dlelelE ARSI
Snort= 7 =22 £2}s)7] wfiel] contentd] $13]
+ sequence”} ofd AlA| FF] Ho]=E o] fx|=

ke
5

alert any any any —> any any (content: “ CA/D”;) ‘

a2l 3. Snort 7+* ©ll(content HHRF E3hH
Fig. 3. The example of Snort rule (only
information)

content

alert tcp any any — 111.222.333.0/24 80 (content:
“CMDr; offset:4; depth:20;)

a2l 4. Snort 73 ell(content, $1|, e AH F3h
Fig. 4. The example of Snort rule (include content,
location and header information)

672

], content®] Hzl ARE A5 IS ek
B oodye]=e] FH3al offset> 3% content”}
packetSet®] Il wiA = o, i A2} 9]x]9] F
2= Bl E 91X 9|v]lal depth= "IA $E $14]9]

3e) jo] = 91218 SJuldeh. %, 91 content7h 3

Zlol| Wi = uf, Fo]2 =9 offseer depthAlo] ol 4]
7k A Elch= 2jv]e]d.
Input : content, packetSet = {P,, Py, ..., P,}

Output : offset, depth
analysisContentLocation(content, packetSet)
offset = MAX_PACKET_SIZE;
depth = 0;

1
2
3:  foreach packet t in packetSet do

4 if(t.isMatchContent(content))then

5: offset=min(offset, t.getStartMatch(content));
6 depth=max(depth, t.getEndMatch(content));
7 end

8: end

9: return offset, depth;

*Notation : offset: min byte point beginning match,

depth: max byte point ending match

oI-_Ty_E|7< 3 —r]Z] ;(4_1;]_ == o]——/
Algorithm. 3. The locate 1nformat10n extract Algorithm
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Table 2. The number of Generated rules, completeness and example
Completeness
Name Rules Rule Example
Flow Pkt Byte
alert tcp any 443 —  163.xxx.xxx.0/24 any (sid:  1005195;
conten:"|16]|03]|01]|00]1]02]|00]|00]-|03|[01]"; offset:0; depth:11; )
dropbo 16 91.75 98.92 99.96
poox % % % alert tcp  163.152.219.0/24 any — any 443  (sid:  1005681;
conten:"|16]|03]|01]|00]A|01]|00]|00]=[03||01|T"; offset:0; depth:12; )
alert tecp any 443 —  163.xxx.xxx.xxx any (sid:  1009836;
conten:"|16]|03]/03]|00[*02]/00]|00|Z|03]|03]"; offset:0; depth:11; )
alert tcp 31.13.0.0/16 443 — 163.xxx.xxx.xxx any (sid: 1197426;
conten:"|00]|c0[+00]|00/2]00]|00]|00]|00]|ff]|01]|00]|01]|00]|00]|0b]|00]|04/03]/00]|01]|0
facebook 46 82.73% 97.61% 98.68% | 2/|00[#/00]|00|3t/00]/19]|08|spdy/3.1|06|spdy/3|08|http/1.1|16]|03]/03]|0b]|01]|0b]|00]|0
b||0b||00]|0b||08]|00]|04|[a6|0|82(|04||a2|0|82((03||8al[a0[|03]|02(|01|02(|02(|10]|09][15||f
f]Py|bal[a0||ee||01|Z6*|96]|e7|T|f]0]0d||06||09|*|86|H|86||£7]|0d||01]|01]|05]|05]|00|0f1]|
0b|0[09]|06]]03]|U|04(|06][13][02|US1|15]0]13]|06]|03|U|04]|0a||13]|0c|DigiCert
Incl|19]"; offset:43; depth:200; )
alert tcp  163.xxx.xxx.0/24 any — any 443 (sid:  1004993;
conten:"|c0||13||c0]|14]|c0|"; offset:54; depth:97; )
k; 112 52.06 51.82 63.86
Skype % % %l et tep  163xcxcc024  any  —  any 443 (sid 1004996
conten:"|c0]|09]|c0]|0a]|00]|"; offset:58; depth:109; )
alert udp any any — any any (sid: 1033594; conten:"d1:ad2:id20:"; offset:0;
depth:12;
torrent | 391 | 89.16% 97.94% 96.90% | ‘P!1%) 4
alert udp any any — any any (sid: 1183071; conten:"|00[/00]/00]/10]/00]";
offset:10; depth:119
alert tcp any 80 — 163.xxx.xxx.xxx any (sid: 1161279; conten:"HTTP/1.1 206
Partial Content|0d||0a|Cache-Control: max-age=1800|0d||0alEtag: "; offset:0;
tvpot 276 97.96% 99.57%  99.54% | depth:65; )
alert tecp any any —  163.xxx.xxx.xxx any (sid:  1011360;
conten:"9|00]|00|T|00][b0|"; offset:0; depth:6; )
alert tep  163.xxx.xxx.xxx any — any 80 (sid:  1359554;
conten:"&fexp=3300113%2C3300133%2C3300137%2C3300161%2C3310366%
youtube 349 95.44% 99.76%  99.82% | 2C3310705%2C900245%2C908580%2C924613%2C9"; offset:61; depth:190; )
alert tcp any 80 — 163.xxx.xxx.xxx any (sid: 1190861; conten:"3
GMT|0d||0a|Cache-Control: private, max-age=21"; offset:133; depth:200; )
A7l EAEE 100%, HIO|E AE% 100% 2 Hebd 242 HaAA s ks SlE, 1+ A Al
o 7} moldiz oA wsle] 4] sk ofrlehzibl bW RS vmaloRith HaAAEE A
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Table 3. The number of rules and completeness according to minimum support

minsupp = 1 minsupp = 0.8 minsupp = 0.6
Rule Completeness Rule Completeness Rule Completeness

Dropbox 16 99.96% 17 99.96% 24 99.96%
Facebook 46 98.68% 68 99.96% 118 99.96%
Skype 112 63.86% 213 69.00% 298 70.36%
Torrent(1) 555 96.90% 1,582 96.95% 3,801 99.94%
Torrent(2) 391 98.33% 1,131 98.36% 2,399 98.36%
Tvpot 276 99.54% 668 99.54% 1,429 99.54%
Youtube 349 99.82% 923 99.98% 2,075 99.98%

F 4. AF el w2 g 2 E4E (minsupp=0.8)

Table 4. The number of Rules and Completeness according to the number of packets

packet = 1 packet = 2 packet = 3 packet=unlimited
Rule Complete Rule Complete Rule Complete Rule Complete

ness ness ness ness
Dropbox 16 99.96% 19 99.96% 20 99.96% 21 99.96%
Facebook 46 98.68% 58 99.97% 67 99.97% 98 99.97%
Skype 112 63.86% 148 65.09% 168 65.18% 188 65.26%
Torrent(1) 555 96.90% 595 96.90% 620 96.90% 758 99.87%
Torrent(2) 391 98.31% 433 98.31% 452 98.31% 488 98.33%
Tvpot 276 99.16% 367 99.54% 527 99.54% 1,530 99.54%
Youtube 349 99.82% 614 99.82% 830 99.98% 1,271 99.98%
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