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ABSTRACT

This paper introduces a proper renaming service using variable action and security services against the analysis
techniques in Java code. The renaming service that is introduced is separated into API pattern and loop
condition. We present our scheme algorithm with known Java obfuscation techniques and tools in order to help
readers understanding, and implement prototype to prove practicality in this paper. Test result using prototype
shows 73% successful variable renaming rate. Using our scheme, cooperators can intuitionally understand all of
code. Also, It helps malware analysts to predict malware action by variable name. But application source code
that is developed by Java is exposed to hackers easily using our scheme. So we introduce Java application code

protection methods, too.
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import java. lang.»)
public class Threacdlemo {
public static void main(Strinal] args) {
Thread t = Thread.currentThread();
t setMame("Adnin Thread"
/ set thread priority to 1
tosetPriority(1);

// prints the current thread
System.out.printin("Thread = " + t):

int ¢ = Thread.activeCount();
System.out.printint"currently active threads = " + c);

Thread thl] = new Thread[cl;
// returns the number of threads put into the array
Thread. enumerate(th);
/7 prints active threads
for Cint i =0; i <ci i+ {
System.out printinCi + "o " + th[i]);

¥
i

import java. lang. |
public class Threadlemo {
public static void main ( String [ ] args ) {
Thread thread= Thread.currentThread ( ) ;
thread.setMame (" Admin Thread " ) |
/7 set thread priority to 1
thread.setPriority ( 1)

// prints the current thread
Svstem.cut.printin (" Thread= "+ thread ) :

int boundary= Thread.activeCount ( ) ;
System.cut.printin (" currently active threads= "+ boundary ) |

Thread th [ ]= new Thread [ boundary ] ;

#/ returns the number of threads put mto the array
Thread . enumerate ( th

/4 prints active threads

for (int step= 0 ; step< boundary ; step++ ) {

System.out.printin ( step+ " @ "+ th [step ] ) ;

}

a8 4. AP el A
Fig. 4. Identifier renaming before and after
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E 2. A7A ojzs 3 AP eels) Azt detocted
Table 2. Identifier renammg result by signature detected pattern
. number
comparison
f.createNewFile —
detected pattern detecged file.createNewFile
number . f.getPath — file.getPath
iterator ihasNext = 2 file f.isHidd file.isHidd !
—
itemIter1.hasNext JsHidden rie.istidden
f.floatToIntBits — f:setWritaF)le -
num.floatToIntBits file.setWritable
a.intValue — a.getHostAddress —
num.intValue inetaddr.getHostAddress
. .. inetaddress 2
a.isInfinite — a.getHostName —
number e 7 .
num.isInfinite inetaddr.getHostName
f.parseFloat — s.getlnetAddress —
num.parseFloat sock.getInetAddress
d.toHexString —
s.getRemoteSocketAddress
num.toHexString socket j 2
char c.charValue — 1 sock.getRemoteSocketAddres
chl.charValue s
a.CfmpareTO;grioreCaée e w.getProtocol —
strl.compareTolgnoreCase urlconn. getProtocol
s.substring — str3.substring
. ) . strlreol 13 u2.getHost —
string a.replace strl.replace urlconn2. getHost
b.replaceFirst — DefaultP
N
str2.replaceFirst url u3.getDefaultPort 6
. . urlconn3.getDefaultPort
a.split — strS.split )
is.available — u.openConnection ﬁ.
localinputstream1.available urlConn.openConnection
input inreadUTF — 4 u.openStream —
stream localinputstream1.readUTF urlConn.openStream
is.mark — p.getErrorStream —
locallnputStream.mark process process.getErrorStream 2
os.write — p-waitfor — process.waitfor
output localtiutputstreaml.wnte ) ¢ checkAccess —
stream ou.writeUTF — thread.checkAccess
localoutputstream1.writeUTF — .
tisAlive — thread.isAlive
a.parse —
sysTime.parse thread t.setName — thread.setName 6
a.setTime — t.setPriority —
sysTime.setTime thread.setPriority
fime b.roll — 6 t.getContextClassLoader —
sysTimel.roll thread.getContextClassLoader
a.before —
sysTime.befor o 71&3kick
a.getTime — Ag Ag BA A3} o] AavAsel Fd
sysTime.getTime a1 ; -
3 = x]sls 3lo] o
a.schedule — pal o“l‘oﬂ‘_ E]—L Rilhel ] ] 1 E]- j—iqbl' Uﬂ-l—
: timer.schedule p 5 AR o WUt ol oAl AanF=E ol
imer .
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Fig. B. Identifier renaming precision of each representation
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