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ABSTRACT

The number of phishing/pharming attacks occurring has increased and consequently, the number of studies on
anti-phishing/pharming has also increased. The target sites of phishing/pharming are financial sites, and these have
a low connection rate compared to those of portal sites. In this paper, we propose an anti-phishing/pharming
method that uses a portal site as a stopover. The proposed method is based on the reliability of portal sites.
This method is intended for general users rather than for professional users or developers. We also analyze the

safety of the proposed method by separating the method into sub components of module safety assumption.
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D Portal site should have bank site list (bank name and
its web site).

@ Portal site should provide bank site registration menu
on a user account window.

) Portal site should provide customized user account
window for each user (For example, a user who
registered I bank has his/her customized user account
window with I bank connection menu and a user
who registered J shopping mall has his/her
customized user account window with J shopping
mall connection menu).

@ Portal site should provide secure authentication
mechanism when users login to portal site (Portal
site. may use Section 2.5 Authentication Safety
Strengthening Mechanism).
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Fig. 2. Protal Site’s To-Do list that supports secure
connection to banking web sites
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Table 1. Safety analysis of the proposed method

safety of the proposed method
Attack against the attack
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and router/DNS server safety)
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Table 2. Safety Comparison analysis of the proposed
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23 Cogmtlve (we don’t need user’s judgement

91
approach! based on the cognitive methods)
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