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In this paper, a functional m-redundant system, which is m-fault tolerant, is defined based on the

graph-theory. This system is designed to be ! (! =m) fauit-diagnesable by comparing its unit's outcomes without ad-

ditive test functions, so, the system down for diagnosis is not needed. The diagnostic model for this system is pre-

sented. It is to avail the redundancy of the system effectively. It is shown that this model can be converted into

Preparata'’s model, Thus, the diagnostic characteristics of a functional m-redundant system is analyzed by the me-

thod originated by Preparata et al..

1. Introduction

Nowadays, owing to the increasing necessity
and extensive application of computer system, the
importance of system reliability and availability
also increases,

A system which has the capability of finding out
all the faulty subsystems in itself is called a self-
diagnosable system and is highly available.

According to Preparata’s model™, a self-dia-
gnosable system is divided into several units and each
unit has the function of testing any other one or

more units, so each unit is tested by one or more
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other units. Therefore, every unit should have the
function of testing other units besides its own ma-
in function,

If one or more faulty units are found, they
should be immediately repaired or replaced with
fault-free units. But in some special cases, the
down time for repairing the faulty unit is not al-
lowed (in real-time applications), or manual access
and replacement is impossible (e, g. space-ship, sa-
tellite etc.). And in the case of a very large
computer system, the lost time cost is too high.
For all these cases, the high reliability and availa-
bility are required. The system should be designed
to perform its function normally against some fa-
ults (that is, it should be fault-tolerant), and fa-
ult diagnostic processing should be done on-line.

The concept of fault-tolerant system, which has

been being studied since the computer was origina-
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Fig.1

A diagnostic model of system with 5 units.

ted, is using the redundancy and the study based

on the graph-theory was firstly introduced by J. P.
Hayes",

In this paper, a functional m-redundant system,
which is a m-fault tolerant system, is defined ba-
sed on the graph-theory. This system is designed
to be ¢ (t=m) fault-diagnosable by comparing its
outcomes without additive test functions, and since
the diagnostic method of this system is comparing
each outcome, the system down for diagnosis is
not needed. These are achieved by using the re-
dundancy effectively.

In chapter 2, the diagnostic model given by Pre-
parata et al. is described, and in chapter 3, the
structure of a functional m-redundant system is
presented. In chapter 4, a method which can be
used to analyze the diagnostic characteristics of
this system is presented and it is analyzed by this
method,

2. Fault Diagnosis in a Digital System

A system of n units is one-step t-fault diagno-
sable if all faulty units within the system can be
identified without replacement provided the number
of faulty units present does not exceed t. For one
-step diagnosability, the characteristics of fault-
diagnosable system was prescribed? and optimal sy-
stem design was presented’. To build up new lo-

gic, these are reviewed in this chapter.

2-1. A Graph-theoretical Model for Diagnosis
The fault diagnosable syvstem is composed of se-
and each unit can test one or

veral units, more

units and can be tested by one or more other units.
[f each unit is denoted by a node, and each test
link by an edge, the fault diagnosable system S can
be represented as digraph G (V, F), and (u, uw,) €
I if and only if unit u, tests unit u, in S. V is
a set of all units and /7 is a set of all tests. The
outcome of a test in which u, tests u, is denoted
by a,, where a,,=1 if unit u; finds unit u, to be
faulty and a,,=0 if unit u, finds unit u, to be
nonfaulty. If wu, is faulty, then the outcome «;, is
unreliable, The set of test outcomes a,; repre-
sents the syndrome of the system.

Fig. 1 shows a diagnostic model of system com-
posed of 5 units, when u, is assumed to be faul-
ty. There are two possible syndromes.

2-2. One-step Fault Diagnosis

For a given digraph (; (V, I2) of system S and
(us, u,) € K with
u, u, € V, implies a;,=0, and 2) (u., u,) € £ wi-
th v, €V,, u, €V, implies a,, =1, then V, is
called Consistent Fault Set (CFS) of a system S,
If such V, which |V,| =t can be identified by sy-
stem’s syndrome o obtained from test outcomes,

syndrome o, if, for V,CV, 1)

the system S is t-diagnosable.

For a given digraph G (V, 1) and u€ V, let [u
={u| (Wu)eL} and I'kK={UuwexTu—X}, X
C V. Then necessary and sufficient conditions for
a system S to be one-step t-fault diagnosableare
given by Hakimi and Amin'® as follow.

Theorem 2 of (Ref.2): Let (i (V,E) be the di
graph of a system S of n units. Then S is t-dia-
gnosable if and only if;

1) n22t+1;

2) di(uwy=t, for all €V, and

3) for each integer p with 0= p<{, and each

ACV with |X|=n—2t+p, |'X|>p.

Proof: By the proof of theorem 2 of (Ref.2)

Optimal one-step t-fault diagnosable system de-
sign was Presented by Preparata et al,

Definition 5 of (Ref. 1): A one-step t-fault dia-
gnosable system is said to be optimal if n=2¢+1

and each unit is tested by exactly t units,

*d,(t) . “Indegree of t". the numbher of edges direted to-

word ¢ in (.
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For given integer 0 and ¢, a system S is said
to belong to a design [);, when a test link fromewu,
to u, exists if and only if j— (= &m (modulo n)
and m assumes the values 1, 2, -t Then, it
can be proved (Ref. 1, theorem 3) that a svstem is
onestep t-fault diagnosable if it emplovs a design
Dsr with (8, n)=1, i.e. 8 and n are relatively pri-
me.

Fig. 2 shows Dy system when {=when (=2 and
=1, 2. In These systems, it is always possi-
ble to find a set of all faulty units from possible
synd rome when the number of faulty units is assu

sumed not to exceed 2,

3. Fault Tolerant System

The problem of reliable computing has been stu-
died since the computer was originated. A fault-
tolerant computing system is that it is a system
which has the built-in capability (without external
assistance) to preserve the continued correct exe-
cution of its programs and functions in the presen-
ce of a certain set of operational faults®™. An ope-
rational fault is an unspecified(failureinduced) chan-
ge in the value of one or more logic variables in
the hardware of the system.

The fault tolerance can be achieved bydiagnostic
procedure and redundancy of system’s structure
or operation. For fault tolerance, a system can
diagnose the presence and locations of faults. To
achieve high reliability and availability, the diagnos-
tic procedure have to be done on-line. And it s

desirable to use the redundancv most effectively.

72

Uo

U,

Uy

U3 U,

{h)

thy JJ, svstem .

3-1. t-FT System Model

J. P Hayes” represented computing system  as
facility graph (i,, in which each node x; denotes
system’ s facility and each edge denotes access link
between facilities.

In this paper, t-FT system is defined based on
this model. When the function of system S is A,
let A be divided into its subfunctions f,. Then we
can write A={f/i=0,1,- k Kk is any integer
greater than zero}. Assume that unit u, can per-
form any subset of A, When unit u, performs
subfunctions f, and f;, we write u, (i, j). Thep a
system S can be denoted by graph G, in which
each node is leveled with any subset of A, and it
is interpreted as a unit which can perform several
subfunctions,

The t-FT system can be defined as follow.

Definition 1. A system of n units is -FT sys-
tem if, when t({<n) unit(s) is(are} removed, the
union of all subfunctions which can be performed

by remaining 71— unit (s) is A.

3-2. Design of t-FT System

If any subfunction is executed by several units,
a {-FT system can be implemented. To be effec-
tive {~FT system, it should be designed to bhe
minimum {-fault diagnosable and diagnostic proces-
sing to be done on-line.

Since a system should be composed of minimum
2141 units to be t-diagnosable when the unit wi-
th no self-diagnosing capability is used, /-FT svs-

tem should be composed of minimum 2¢+4 1 units,

www.dbpia.co.kr
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Fig.3 A Ky, system.

For optimal design, a function A of the svstem
S is assumed to be divided into 2¢+1
tions. If each subfunction is denoted by f; (=0,
1, n—1),

Definition 2 1 A system is a R, system if itis

subfunc-
a R, system is defined as follow.

composed of n=2¢-+1 units, if each unit u, can
perform ¢+ 1 subfunctions f;, f(i+ &)mod n, -,
S i+ 6t)mod n and is connected with other t units
uli+dmod n, u(i+28mod n, -, uli+35t)mod
n.

Fig. 3 shows an example of R,; svstem. Each
node denotes a unit which can perform anvsubset
of A and each edge denotes an access link be tween
units.

Theorem 1. A R, system is always t-FT.

Proof . Since a subfunction f:€ A is distributed
if t unit (s)
there is always one fault-free unit which canper-
form f.. Thus a R t-fault

tolerant.

in t+1 units, even is (are) faulty,

system is always

Because each subfunction f; is executed by -+
1 units, a R,: system is t-redundant. A general
functional m-redundant system can be defined from
the Ks, system as follow,

Definition 3. When a system S of n units per-
forms a function A, assume that A can be divided
nto n subfunctions f.({=0, 1, -, n—1). Then,for
m=(n—1)/2,
redundant system if each unit u; can perform m
+1 subfunctions f;, f(i+1)mod n, -, f{i+ m)

mod n and is connected with other m units u(/+1

the system S is a functional m-

u, (4,5,6)

Us (3, 4, 5)

Fig.4 A functional 2-redundant system with n=7

u({+2)mod n, =, u{i+m)mod n.
When m=0, the system is irredundant, and when
nis odd and m= (n—1)/2,

Corollary 1. A functional m-redundant

1) mod n,

it is a R, system.
system
is alwavs m-fault tolerant.
Proof It is apparent from the theorem 1.
Therefore, a t-F7T system can be constructed
with the structure of functional m-redundant sys-
tem, Fig. 4 shows a functional 2-redundant system

with n=7. 1t is a 2-FT system,

4. Fault Diagnosis in a Redundant
System

Digital

In the Preparata’s diagnostic model, the syndro-
me of a system is obtained by test results. Butin
a redundant system, since a subfunction is execu-
ted by several units, the faults can be

Thus,

diagnosed
by comparing their outcomes. diagnostic
processing can be done on-line.

It is assumed that when unit u, (i, j) is faulty,
none of two subfunctions f; and f, can be executed
by wu;({, j). That is, when u;({, ) is faulty, the
outcomes of u,({, j) for f, and f, are all incor-
rect. For diagnosis, there should be a comparing
link between any two units which have one or mo-
re common subfunctions. Comparing result c,, is
0 if unit u,; agrees with unit u, for any subfunc-
tion fx, and is 1 otherwise. It is apparent that
¢, = ¢,;.. The set of comparing results ¢;, re-
presents the syndrome of the system.

For given graph (:(}, [)) of a svstem S  and
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Fig. 5 An example of fault diagnosis in a functional

1-redundant system with n=5.
syndrome o, if, for V,CV, 1) wu, u, € V,implies
ci, =0, and 2) u, €V, and u, € V', implies ¢,, =
1, then V', is called Consistent Fault Set (CFS)
of a system S for syndrome . If such 1, which
[V,I=t can be identified by svstem’s syndrome o
obtained from comparing, the syvstem S is t-diag-
nosable.

Fig. 5 shows a diagnostic model for a functional
1-redundant system with n=05. The weight of
each edge denotes comparing result when u, (0, 1)
is assumed to be faulty. Since u, (0, 1) is faulty,
Coy and ¢, become 1. If it is assumed that the
number of faulty unit does not exceed 2, it is al-
ways possible to find V', which [\, ]1=2 that is,
it is 2-diagnosable. This can be proved by the
theorem (theorem 2 ) presented lately.

The diagnostic characteristics of a general re-
dundant svstem can be analyzed by theorem 2 of
(Ref.2) if its diagnostic model can be converted
into Preparata’s modal.

[.emma 1: It is always possible to interpret a
comparing result c,, of diagnostic model of a re-
dundant system using two identical values a,, = «a,,
of Preparata’s model by the weight of c¢,,.

Proof 1 a) When u, and u, are both fault free,
¢y, =0 and a,, =a,;=0.

b} When any one unit (u;) is faulty, c,, =1 and
a;,=x, a,;=1. Since a;, is don’t care term, it
can be assumed to be 1.

¢) When u, and u, are both faulty, ¢, = x and
a;,, a,, are both x. Therefore, these can be as-

aimed to be any one of 1 and 0.
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Fig.6 An equivalent preparata’s diagnostic model of

figure 5.

Therefore, in all cases, ¢,, can be interpreted
using two identical values a=,, = a,; by theweight
of ¢, .

An equivalent Preparata’s model of Fig. 5 is ob-
tained as Fig 6 using lemma 1.

From lemma 1, the following theorem is obtai-
ned.

Theorem 2 :1f n=2i+1 and m= ({/2)*%, a
functional m-redundant system composed of n units
is always f{-fault diagnosable.

Proof | By the lemma 1, the diagnostic model G
of a functional m-redundant system S can becon-
verted into an equivalent Preparata’s model G, so
it is sufficient to show that ' satisfies theorem
2 of (Ref. 2)

a) Since n=2t+1, it satisfies theorem 2, 1)
of (Ref.2)

b) By the definition of a functional m-redundant
system, for all uCV, din{u)=2m. Since m=
(t/2), 2m=1t. Thus, dip(u)y=2m=1t and it sa-
tisfies theorem 2, 2) of (Ref.2)

¢} ¥ which makes | I'X| minimum is a set of
adjacent units. l.et X be a set of A(0<Ai<n— i)
adjacent units, then X={wu;, u(/+1)mod n, -,
u(i-+ k= 1)mod n}. Since Sis a functional m-re-
dundant system, u(i{-+ k—1)mod n has m+1 sub-
functions f{(i+k—Dmod n, S{i+ k)mod n, -
SU+k+m—1mod n. Thus, u(i+k—1)mod n
of G’ has test links to a set of m units A={wu, |
wE N, Jj=(i+k)mod n, ({+A+1)mod n, -, (¢

*[X] D “Ceiling of X": the least integer =0
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u, (0)
U,
o, (i—m)mod n
, N
. 3
N
‘o Hli—1) mod n
U
'
1
)
'
X
U(i+k~1) mod n
» Ui+ Bmod n
~ o . A

Ui+ k+m—1) mod n

Fig.7 Proof of theorem 2,

+ k+m—1)mod n}, And since m units u(i—1)
mod 7, u(i—2)mod n,-, and u(i—m)mod n
have fi, u; has test links to a set of m units B=
{u,lu, €X, j=(—m)mod n, (i—m+1)mod n,
wo, (i—1)mod n}.

Then, XCV, ACV, BCV, I'XCV and I'X=
AUB And |V]=n, |XI<n—1t and |Al=|8]|= ] .
=m. 1, (4,5) 1y (3,4)

i) When t is even, m=1/2. Thus, |X|+ Al
+IBi<n—it+2m=n—t+t=n. Then, we have
AN DB=¢ from Fig. 7. Therefore, |I'X|=|AU 3|
=1Al+IBl=1ANDB|=2m=t. and since p=t—
1, we have |T'X|>p for all X,

ii) When t is odd, m= f2-+1 Thus, | X|+|A] g u (1,2,3)
+IBl<n—t+2m=n—t+t+1=n+1Then, we
have AN 3=¢ from Fig. 7. Therefore, |I'X|= A
UBl=1Al+1Bl—{ANB|=2m=t+1, and since
p=t—1 we have |I'X|>p for all X.

In both cases, we have |I'X|>p, so, it satis-
fies theorem 2, 3) of (2).

Since G’ satisfies theorem 2 of (Ref. 2), it is
always !-fault diagnosable.

U, (2.
3,4

w 4,56 (345
From above theorem, it is shown that a R, {¢)
system is always f-fault diagnosable. According
to theorem 2, it is possible to construct a fault- Fig.8 Examples of 3-fault diagnosable system
75
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diagnosable system using only comparing links.

When a high reliable and available system is ne-
eded, it is necessary to use some redundancies. In
this case, these redundancies can be effectively
used to improve the diagnosahility of a system by
adapting the strategy presented in this paper.

Fig. 8 shows examples of various 3-fault diagno-
sable system with n=7. a) indicates a /), system
with no redundancy. b) shows a system with m=
1, that is, 1-FT. The diagnosability of this sys-
tem achieved by comparing links is 2. With m=1,
additive test links are required to obtain the diag-
nosability of more then 2, ¢} shows a 2-FT sys-
tem with m=2, and this has no test link since it

is 3-fault diagnosable only with comparing links.
5. Conclusions

Up to now, we considered the method of imple-

menting a high reliable and available digital svstem.

The main concept of fault-tolerant system js to
avail the redundancy, In this paper, using the re-
dundancy effectively, a m-fault tolerant systemis
implemented to be (!> m)-diagnosable without
additive fault diagnostic functions. And such a sy-
stem could be analyzed by the diagnostic model
proposed by P’reparata et al..

Since the diagnostic method using redundancy is
finding out the fault by comparing each outcome,
there is no need of system down for diagnosis. In
the functional m-redundant system, the fault can
be immediately diagnosed and this system can per-
form its functions correctly without degradation

until the number of faulty units does not exceed
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m . And it is possible to improve the diagnosabili-
ty of the system up to 2m provided the number of
units and subfunctions is greater then 4m-+1.
When the redundancy is inevitable, the redun-
dancy can be most effectively used by adapting the

strategy presented in this paper.
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