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ABSTRACT

Recently, the performance of smart devices is almost similar to that of the existing PCs, thus the users of
smart devices can perform similar works such as messengers, SNSs(Social Network Services), smart banking, etc.
originally performed in PC environment using smart devices. Although the development of smart devices has led
to positive impacts, it has caused negative changes such as an increase in security threat aimed at mobile
environment. Specifically, the threats of mobile devices, such as leaking private information, generating unfair
billing and performing DDoS(Distributed Denial of Service) attacks has continuously increased. Over 80% of the
mobile devices use android platform, thus, the number of damage caused by mobile malware in android platform
is also increasing. In this paper, we propose android based malware detection mechanism using time-series
analysis, which is one of statistical-based detection methods.We use auto-regressive moving-average model which
is extracting accurate predictive values based on existing data among time-series model. We also use fast and
exact malware detection method by extracting possible malware data through Z-Score. We validate the proposed

methods through the experiment results.
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Fig. 1. Quarterly new malware families according to
mobile platform
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Table 1. Resource information for android malware
detection

Category Resource information

Network Rxbytes, Txbytes
Memory Usage_memory
CPU Total_CPU, User_CPU
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Procedure Parameter_estimate()
Input Data : The time-series data of normal status
Output R : The set of estimated parameter
(AR, MA, Integrated)
(1) min_AIC=100;
(2) for p:=0 to 8 do
3) for q:=0 to 2 do

()] for d:=0 to 2 do

5) TEMP=sarima(Data, p, d, q);
©6) if(TEMP$AIC < min_AIC) do
(@) min_AIC=TEMPS$AIC;

®) AR=p; MA=q; Integrated=d;
9) end-if

(10) end-for

(11)  end-for

(12) end-for

(13) R=(AR, Integrated, MA)

Fig. 3. Algorithm of calculating optimal para meters of
auto-regressive moving average model
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Procedure ZScore_extracting()

Input Data : The time-series data of normal status
and performed malware

Output R : The set of judged by malware through
Z-Score

(1) SCs=scores(Data, type=z’);

(2) count=0;

(3) for i:=1 to length(SC) do

4) if(SC[i] > 2) do

® R[i]=i;

6) count=count+1;
7 end-if

(8) end-for

(9) R=(The vector of Z-Score bigger than 2)

Fig. 4. Data extraction algorithm using Z-Score
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Procedure Malware_detection()
Input ND : The time-series data of normal status
ZD : The extracted data using Z-Score from
all time-series data
P : Auto-regressive parameter
D : Integrated parameter
Q : Moving-average parameter
Lamda : The constant is used by threshold.
Output R : The set of judged by malware
(1) forecast_value=5;
(2) for i:=1 to length(ZD) do
3) if(ZD[i]+forecast_value > length(ND)) finish;
4) start=ZD[i]-100; end=ZD[i]-1;
®) fit=arima(ND[start:end-1], P, D, Q, method="ML");
6) prediction=predict(fit, n.ahead=forecast_value+1);
(@) for j:=1 to forecast_value do
8) difference[j]=abs(prediction$pred[j]-ND[end+j=1];

(@) threshold[j]=(1-Lamda)*difference[j] +
Lamda*prediction$pred([j+1];

8) if(ND[end+j] > threshold[j]) do

(O} R[count++]=end+j;

(10) end-if

(11)  end-for
(12) end-for
(13) R = (The set of judged by malware)

Fig. 5. Malware detection algorithm
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Table 2.

moving-average

Modeling  results using auto-regressive

Feature information The result of modeling

Total_CPU ARIMA(7, 1, 2)
User_CPU ARIMAG, 1, 2)
Rxbytes ARIMAG, 1, 2)
Txbytes ARIMAG, 1, 1)

ARIMA(1, 1, 0)

Usage_Memory

L

5 10 15 20 25 30
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Total CPU Usage

T T T T T
0 2000 4000 6000 8000

Time(Index)

Fig. 6. Total CPU use rate of Anserver’s implemented
data
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Table 3. Malware detection result

Malware | 60U | ypp | FPR | Pre. | Acc
information

Total_CPU 88.4% | 00% |100.0% | 88.5%
User_CPU 90.3% | 00% | 100.0% | 90.3%
Anserver Rxbytes 992% | 1000% | 99.3% | 98.5%

Txbytes 99.2% | 100.0% | 99.3% | 98.5%
Usage_Memory | 97.8% | 0.0% | 100.0% | 97.8%

Total_CPU 729% | 333% | 99.6% | 729%

Angry User CPU | 774% | 300% | 9.7% | T74%
Bfg‘;s Rxbytes 998% | 33% | 99% | 99.8%
Unlocker Txbytes 99.8% 33% 99.9% | 99.8%

Usage_Memory | 99.6% | 0.0% | 100.0% | 99.6%

Total_CPU 87.1% | 0.0% |100.0% | 87.2%
User_CPU 80.3% | 00% |100.0% | 89.4%

Droi
roid Rxbytes 99.2% | 1000% | 99.3% | 98.5%
KungFu
Txbytes 99.2% | 1000% | 93% | 98.5%
Usage_Memory | 97.2% | 0.0% | 100.0% | 97.2%
Total_ CPU | 86.1% | 00% |1000% | 862%
User_CPU | 89.0% | 00% |1000% | 89.1%
Gold
© Rxbytes 9%9.3% | 1000% | 99.3% | 98.6%
Dream
Txbytes 993% | 1000% | 99.3% | 98.6%
Usage_Memory | 98.8% | 0.0% | 100.0% | 98.8%
Total_CPU | 96.8% | 00% |1000% | 96.9%
User_ CPU | 96.8% | 00% |1000% | 96.9%
Droi
roid Rxbytes | 1000% | 00% | 100.0% | 100.0%
Deluxe

Txbytes 100.0% | 0.0% | 100.0% | 100.0%
Usage_Memory | 99.7% | 100.0% | 992% | 99.0%
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