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9= 9l 7] W3t TZ EF(Password Authenticated Key Exchange: PAKE)-> AWe} Z=jo|dEr} A=
AS3t 715 wdksle daE|Folth A =E ofE] Y AW vre] AAbEIA, e AL EARER] o
o a9t 7Pt FEERA e daElES o AW PAKECE 4 7| olss) uielA e kast e
FAZE s 495 BT UESlodof Hasprl 7last Bl glth £ =rellAe 4 71HE hws) wie &
A 3 =R Bol, INTIINRIZIE MER AR @ 7] 71N skws) 7Hsst v A1H PAKE
ZR s ARk Al ZREZe AW o g wle) wXx] wde] Fesle] AM(dictionary) Al P
stk mgk AR FAel Wik 913 RS AA Sl Hek #4E F3le] Q 75’\ < T3, AN ks o
FEEe] TR SAL Fall AljleE T2 EZe] AdrsA(feasibility) S A EIE
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ABSTRACT

Password authenticated key exchange (PAKE) is a protocol that a client stores its password to a server,
authenticates itself using its password and shares a session key with the server. In multi-server PAKE, a client
splits its password and stores them to several servers separately. Unless all the servers are compromised, client’s
password will not be disclosed in the multi-server setting. In attribute-based encryption (ABE), a sender encrypts
a message M using a set of attributes and then a receiver decrypts it using the same set of attributes. In this
paper, we introduce multi-server PAKE protocol that utilizes a set of attributes of ABE as a client’s password.
In the protocol, the client and servers do not need to create additional public/private key pairs because the
password is used as a set of public keys. Also, the client and the servers exchange only one round-trip message
per server. The protocol is secure against dictionary attacks. We prove our system is secure in a proposed threat

model. Finally we show feasibility through evaluating the execution time of the protocol.
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II. Background & Definition
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I. Proposed protocol

ol AellA= Aldshs PAKE Z2EZo| o)
Ardgich ol Aol dFgshs EslyHEshe
ABEE ©]43} gty Hssich

ZaEFo] AlztEy] o] F9j=e} ABE®]
public parameters WHI3= THHo] D a3l Fet
ol ce AR = pwoEZE AEITH
pwe=pw; + ...+ pwyel 22l ZA Y 5
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Public: e, G, G, q, 9, H, g% k € {1,...,N}
Client Server k
(pwe) (tr, pwy)

1. x,8, 1, <R
2.M, =x||lg", W, = H(M,)
3.ABE1, = < g%, M,e(g, g)*" ¥ >

4.msgl, = <C Serverk, W, ABE1; >

5.Using ABD, get M, (= x||g"*)
6. if check H(M,) = W,

7.r' <R
8.M', = H(M,, C, Serverk)
9.W', = g™

10.ABE2, =< M'.e(g, g)*P": >
11.sky o = g"+""®
12.else returnt
13.msg2, =< Serverk C W', ,ABE2, >

14.Using ABD, get M', , e(g, g)**P"«

15. M, = HM,., C, Server k)

16.if e(glg)x(pw,-f—.&pwl\.') =e(g, g)xxpwr
17.ske = sk = g™«

18.else return.t

J8 1. Z2eZe| 53 3
Fig. 1. An execution of the protocol
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O
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=
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Hol|Al Q153i) FelolddEs p gkt A 7] A
< %131 Diffie-Hellman #k(g' )& t&3h 2
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7b eZHA] Ferh AL WA S B35} sl
gk dolof qlek o ghe g e ol g
ARBIEZR, s, 3k0] 2EF=A] %ol M5 25 5 9l
thad 19] 59). FefoldE=rt A W9 @
B3tz 42 wAA M0 @A ghel A =
W A eR Hespl | Zlew Igstal, Felo]
AE <lFo] vl

Sl E QlFo] B, A A[lS Sl
QECNA k). FeoldEx wAA] Mol ZE
A7) Fso 2 AR B gk xo) Al TE U E
of Ulizdl AHgshs ¢ ke ddel® A AE3)
ok vl gk xE ol8sl A S ARle] A=
pwE 7HAL tE8E sto] FeleldEelA HE7t
thad 19 7-13%). ZeleldEr Aw= e

elg, g)" "= bl Rok o]=lA] wke gk

T

o
&

Fa =9 elg, g)" P2 oA Hk o]2 A3t
s EZa) uld ZeloldlEx Ay} e da

=E 7 Q- Bl Q1% 4 Qlek o

alFoe] AwshH FefoldEst 7 Aul= AR FF

A A 71g" 5 2 Fek

3
oft

IV. Security analysis

T eFo| Al FA HAElchs S o2
7ro] A2z}, [2,10,11]

Definition 1. AF4e] =7|& Dicol2ka 2L (pw,
7} AdE = sl FelH G o =279k 2
Q,= AL 2=kl AHEAS A=T S5l
o FAE Axg 2k ot} PPT 44 A7} 3
o Qo] 22kl AT AE ke & ), ZeE
Z Pell dis

Advﬁ < Qp/Dic—l-a (6)
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EHlEe R FHFOoR Ajbhs R EFo| S-S
Bl

Z2EF Pl: AlEHCIEE POolA F 7K A3
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msg2,)w= SEFEENE 5 AdE ook 5
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i
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A
Akt T A sk A 271004 A el
E 35 TAY YR A4 HER Yol /b
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Ak,

ZREZ P2 AlEHelE= P13t & 7] A
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i(Sp 11)7 ey (SM ZN) hE A& |, corrupt(S;,)
7} Ae] =7 e S o] Adshs HE M= ool
71 Hek

HAA M= v o2 FeloldERNE A
o, A e o g 27 gick e Z2E
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1353} 3 4 g)tol] E EAlo|ck ABECA] 3
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Diffie-Hellman +A1E & 5 Ql=A]ell 315 £Alo]
kol ofthhard)  dHA  glemE, |
Adv'P — Adv'P 1= A8 AER A,

X2 eZ P4 AEHCIEZ} send(S), j, msgl,)
9} send(C,i,msg2,)7F Ao=& we] 55 v}
3} zho] niprh

msgl;, 7t FAA efsl] AAAE 7322kl 9
3 A B2 79, send(Sy, §, msgly) Hel=
accgk=TRUE°—J vt msgl,7F &3k msg2,
= v R gL oe AAE - send(C, i,
msg2,)E acc,=TRUEY Wit msg2, 7} f-is}
k. msgl (3~ msg2,)7F 34Akel 2] ABAE
3z, acc@k(i{— acclr)7t TRUEZHH, accgk=v
(acc=V )k 312} P4olA= ARk A Suc)
< th=A Aol Zlolek wlek FAAE A7} send = Al
A3 Ae] Qlz'ls GjellA Aejge o, acc=V
olAY, FAXATL send(S).j,msg2,) S AT F
ZoldE Qlrkls CollA AojHe W, acck =V
o] adversary= “d-g3ichal ZHgicth $lellA] v
gt AF3lo] obd 73-9-9] Suc®] Aol P39} #rh we)
A Adv'P < Adv'{*7} e

IZREZF PS5 AlEHoJEl= F 71| A Al
aL Fzbe] FARRI)L FAAPL send(Sy,, j, msgly)E
ZoJst ujl, corrupt(S,)7F AeE Aol gli= AW 5
o4l A He M= dele] gt " =8k
Sy oA WA= send(C, i, msg2,)2] Hi- M=
g qlele] 47t He

HAA] M= vl el Ste|d ERNE YA
Ha, AR o gk 2 "ok =3 M=
M= AXRE A3so]7] wite] v ZREF $25)4]
vio} depzich p2et v AR ABEE 533} 3
ol TFsAel Bt BAR, |Adv’ — Adv’) 1=
AR AR 2

Z2eF P54, msgl b msg2, = pwoot
Aotk weba] exzelel Al FAE AAFEA
St wf il ok seb x & A W o=t AM N
el rrelA Sl7] wiitell pw b THE ARSE=
7= ok 22l 3AE e $A A 2RE
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FAAY &g msg2,E AASEe] send(C, i,
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Table 1. The average time for running RSA and ABE

Encryption Decryption
ABE 35,076 us 7,126 us
RSA 203 us 1,035 us

1) JPBC library 2.0.0 (http://gas.dia.unisa.it/projects/jpbc)
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Fig. 2. Comparison of the protocol execution time
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