DEBEris

+ 15-40-09-15 The Journal of Korean Institute of Communications and Information Sciences 15-09 Vol.40 No.09
http://dx.doi.org/10.7840/kics.2015.40.9.1754

P
2
P
zlm

i
il
do
r (
N
%
I
m
1)
m
i)
L

-

2-Dimensional Bitmap Tries for Fast Packet Classification

Ji-hee Seo’, Hye-sook Lim’
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ABSTRACT

Packet classification carried out in Internet routers is one of the challenging tasks, because it has to be
performed at wire-speed using five header fields at the same time. In this paper, we propose a leaf-pushed AQT
bitmap trie. The proposed architecture applies the leaf-pushing to an area-based quad-trie (AQT) to reduce
unnecessary off-chip memory accesses. The proposed architecture also applies a bitmap trie, which is a kind of
multi-bit tries, to improve search performance and scalability. For performance evaluation, simulations are
conducted by using rule sets ACL, FW, and IPC, with the sizes of 1k, 5k, and 10k. Simulation results show
that the number of off-chip memory accesses is less than one regardless of set types or set sizes. Additionally,
since the proposed architecture applies a bitmap trie, the required number of on-chip memory accesses is the
50% of the leaf-pushed AQT trie. In addition, our proposed architecture shows good scalability in the required
on-chip memory size, where the scalability is identified by the stable change in the required memory sizes, as

the size of rule sets increases.
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Fig. 1. The example of ‘range of rule’(left) and
‘AQT’(right) in case of source IP prefix ‘0% and
destination IP prefix ‘10*’
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Fig. 2. The example of Leaf-pushing in a Binary Trie
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Fig. 3. The example of Internal Bitmap at subtrie[0]
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Fig. 4. The example of ‘External Bitmap’ at subtrie[0]
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Fig. 5. The memory structure of "Leaf-pushed AQT Bitmap trie’
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22l 6. W) o
Fig. 6. The example of Search procedure
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wreee] B WA s0~3)e7kE veie) FEA]
HEglo]= B Eelo]e] upx|ut el st =
E ool EAlshs ABER}ele] g7t AAE o
olet. elpnlER) <lEe]e] 3 A vl ES Ale3t v
HA] 2] B} AR el AN vk
ABEzlele] WEE Fahe dlel AHHxt.

3.3 ZAinH(Search)

2L FA 5 g R AMEERle] 7]HE v ERE
glolo] AL gl B Egfo]o|x]2] mpx|t
el 4] e] WHe| B o Ha|Ene| uebi gt
2, 21 6]ell 7ol 745 vehlisl e, (23
71 AT | g QJAFZ =(pseudo code)S LIE}
Wsdek o] wl, [1¥ 6] Alsh= 732 7AX%14)
<= A Al S1ste] BlZpA) Bl dodEd AR
Ezfolo] e & ehiIRIRE, AA| Fxell A= vl
He R o] Folx] glrh

7Z32-c)) WHFRIEY 18] A,
2| Z-FA)(Leaf-pushing) ©] 5422 <lsl, o] A
AE Rl 2T sofnt ERfRle) ] ), 740

A el|A Bz e AHTHrke S I k=
o] AreldMol]= & X Z(rule node)”} EA3}A] 2

a2 |

H, A 220 gl ) EXEA] Y
o8 Slolgie) Teinw, o] A9, A2 ¥ e
$-5H= & E3lE|(Rule_pointer)2] $1x|el #1%4%

2

Faell  sldske A-efeinele]  E HelE
(Rule_table) = 7}4, 915 FHzl5} E3te] v]as 3

A8 F AN FRikh

ofN

74$(2-2)) UHFBIE 0,2 F¥]ER 1 73,

va) Exje] 03] 739 AR <ld o) sgs)
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wgl}. o] A= o Hn|Exe] jo]BE g 7]

& AP MuEelo|r} 2Age- ovu|di). a3
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{

Iv_subtrie++:

i
}

if{ 1w == stride}
{

}

i
SEARCH EMD:
}
else // HFHIEY=-0E7F

i

AHSHEY=0, 2/ SHEY=1ZEF,

{

break to access to next subtries

{
H
'

H
SEARCH END

Nochild = 45 //8tLbel w=o e o Aaes
Mostride = 20 // StLb2l MEE2t0] W2l stride!

lv_subtrie = -1; /A EEzt0] SR A 2 28

subtrie_num = 0; A/ EERtD HE

cons = 1 + H_child: 7/ MEEO[1HHAM Ot 2EE Hzl# HAHEH EWsise S =5
while()

fFor(int 1w = stride ; v =0 i--) // H2% MEE
node_num = 0; // &tLke] M EEE0] WHH A2
farli =0: i < v i+) //EZSs D EHE H

node_num = (node_num * N_child} + Cinput[{v_subtriel+{N_stride+1)+ Iv] + 1%

lagt_node_num = node_num; //E 2E HdEEet0]e] obE U Eod B25te =M I3

if{subtrie(subtrie_nun]. Internal_bitnaplnode_numl==1) //HSEIEY=1 2= [2"-HE]2 FF(2-c)

hocess to Rule_Table in OFf-chip memory for rule search:

if{subtrie[subtrie_num] .External_bitmap[ last_node_numl[input(( lv_stride+! J+(N_stride+1]]1[1]==1)

subtrie_num = subtrielsubtrie_numl.Cumulate_subriellast_node_num - cons]
+ subtrielsubtrie_num].External_bitmarllast_node_numl[2]

else // HRHIEW=-0, 2| RFH|EU=-0 T2 [J-E]2 ZR(2-0)

cantinue to accee upper level in the same subtrie:

BF(2-a]

Fig. 7. pseudo code of search procedure
Tzl 7. ZA3A el gt pseudo code

74 30)m2 3 AuEzlolz s AL A
sgict.
=1

v. Al

ok

0x

s Wt

o7l A viRe S viRre] A 3]
T2 o] Al Egitl AAR Al ERT dolu=
3737} Ak B o2 AlelS Alalsly] SlEl, AdA
e A A= gl & Al(rule set)I F-AFsH
EAXS 2= Z92 WA (class bench)ellA] #|3sh=
% Algl ACL(Access Control Lists), FW(Firewalls),
IPC(IP Chain)E AH&-3l3ck ACL2] 7%, 3] +
APl FUA] Faoh FAA] FAR o] Folz]l Ze]
Lo o FAE] 9lowm, FWe| Z-foll= sk
A FASE EAR] Fiet oldEriem 39E
LA FAR o] FoR] Zyjga o] tiitolt.
IPC= ZE|Ha A48 o] 2¢UA| Faet 527

27} ACL# FWel= g v|wA clekst
Bxglo] oJrhP B mRo] AR o)
FW, IPCel| 3] =7|= 1k, 5k, 10kZ =7|
A71, 2 sl wsleRite Av g

il

4.1 o222 272

AAA Q] A e = A B Ee}o]ef gk wx
2] 2= Rule_pointer] w|x2] Q7802 o|F
o124 9lom, [ 3]0l Al H-uj¥ri| m2] 2} Rule_
pointer?] #|®a] Q7S vl HH, A BEzlo]e]
v me] gske] A-uHeme]e] oini-g 2|8l
Mo B g olrh AHER ]S o] F= 84 F, W
HH|Ewl(Internal  bitmap)¥}  £]-8] E9(External
bitmap)-> £ 7Rt = Aol daRe W] oo,
B Ege] oldll Q)= strided] 3gS wroern=z E
Aol Z7 Y Fiell Aligle] 2tk

gl e 4B Ezle]e] 849l Cumulate_subtrie
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E 2 Asipoluele) 2 2 ving] a7e
Table 2. Off-chip memory structure and required amount of memory
Field No. of bits
Rule number " log, NV, !
Source prefix length 6
Source prefix 32
Destination prefix length 6
Destination prefix 32
Each Source port wild 1
Off-chip rule entry | Source port start 16
Memory in Source port end 16
rule table | Destination port wild 1
Destination port start 16
Destination port end 16
Protocol wild 1
Protocol type 3
Next rule pointer " log, Ny
*Np o TEHRANA 28] B AN | Ny @ & Ele]Edl EAlsle &9 A5
E 3 peluels) 22 2 vng a9
Table 3. On-chip memory structure and required amount of memory
ACLI1k [ ACL5k [ ACLI10k FW1k FW5k FW10k IPClk IPC5k IPC10k
No. of rules 957 4659 9732 869 3064 4349 988 4463 8108
No. of nodes in
leaf-pushed AQT 8466 30001 82299 733 7537 477 5951 4437 2581
No. of stored rules 7356 39360 120944 9202 195777 39469 11134 43054 56500
No. of subtrie 2660 9159 24387 237 2449 149 1990 1441 837
. No. of cases | 550g 21421 54049 551 5654 359 3412 1108 1937
internal bitmap=1
Ib“.‘emal 21 21 21 21 21 21 21 21 21
itmap
External 192 192 192 192 192 192 192 192 192
Each itmap
sub-
trie C”{ﬁ:‘;‘f—s 192 224 240 128 192 128 176 176 160
(bit)
Start 13 15 16 10 13 9 12 11 11
_pointer
bits for each subtrie| 418 452 469 351 418 350 401 400 384
Rmfg;’t‘;i)mer 10963 40165 114855 965 12722 719 5972 2216 3874
Total required
on-chip memory in
Leaf-pushed AQT 149948 557648 1544542 11363 140682 7237 105720 74266 44050
Bitmap (byte)

9} Start_pointer®] 73-¢, #-o|Fumz]e] A A}z]o]
= Y i s wol vtk T, [ 3]
sl HeS- ul, Cumulate_subtrie®] 73-$-oll=

2 128H]EofA] F | 2408]E, Start_pointer2] 73
-ﬁi 9H| EojlA] FH 160 ER A HEZ}e] 742
e Bks wl, & A FRe} =27)6l A

alsd A Aolrl Wt & 4 olel A

B Ez}o]o] 7|42] 73-%-olli= FW10k®] 7% 14970

]w% ACL10k®] 79 24387712, x| BE=}0]2] 74
Fxe F A SR =719 odEks wol uhes
o]— /\ 11;} /qﬂ Ea}o]/] H H]Euﬂ E,:q,o]g_ ]
£317] %19 Bl=-=A] 1 oJedrd} AlElold] &
A= 28] e d3ks Wel W=tk ACL®| 7
Foll= A IPZE]E e} B4%] [Pz r) B

L
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=/ 2% AF BRE 13 22 B Ege]
E 4 Qe sxeel 4255
Table 4. The number of accesses to on-chip memory elements
ACL1k | ACL5k | ACL10k | FWIk FW5k FW10k IPClk IPC5k IPC10k
Avg
Ib“.temal 11228 | 10.673 | 11.026 | 4109 | 5120 | 4529 | 8251 | 10.123 | 7.763
itmap
acc
Leaf
-pushed Avg
AQT External
Bitmap bitmap 9.699 9.274 9.566 2.749 3.760 3271 6.930 8.376 6.219
acc
Avg 10.629 10.169 10.409 3.178 4.248 3.739 7.399 8.690 6.555
subtrie acc
5. A-oene]Re g4I
Table 5. The number of accesses to off-chip memory
ACL1k ACLS5k ACL10k FWl1k FW5k FW10k IPClk IPC5k IPC10k
Avg
on-chip to 0.9998 0.9999 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
off-chip acc
Avg 1.883 3.394 1.715 55.248 109.812 172.844 2.125 4.426 37.583
rule acc
i A7) e, tiF-Ee] E =rt 8ke] el A 3 A3 AJHER e]e] iR el A o] WiiE]E
AwBR o] i) weolxlch vk, Fwe| -9 el 18] 75l tisixe o A BEefo]Ro] A

ol £ Ao 544 it 294 Pze|gv)
efdegled Fofgly] wjitol] @3t ARER}e]
£ Pk dlell slolA, diite] E et AR
gllol] EA5L7] wjitell, AHE=0]O] sl gle
ACL®| 7397} FWe] 7399 F 4 3.7ulfelA]
163.70131L 13 4= glgick IPC| 79, 217
1Pz2] =) 20} 4] paa]= A7} ACL} FWE)
el 2 vl o)zt vlekelAl HaEEe] 917l
oll, 2B E=}e]e] 747} ACLS] 757} IPC2]
$-9] 4 1390004 2 29.19 2 FwWel| vlsix=
ACLe| vla= 255 13 5= 9lglrh

=

=

Ne

2

\

==
=
o
%

wa,
4.2 ojzE| M2 315
- el oo HTo s Wyu| e o3
n|ER] FExHER| 2] ZTo] glowm .o
v zglexe] HEorE i ne Zre F-9

Horg]2e] AT} F HolBolAe & 7ML 9
3} o] gith ACL, FW, IPC 2% FExow o
T WHREY AESlees A HERe] HISle
o vlsl oF 1 W, S U ER AI3lg= 3
T A HEzle] T35l vla] oF 1Y A5 Rl
& 4= qlsich AlBEzle] A 3l 714e] zlekl
RE ABEZe]ld ] gE Aol whiE, o
BIER AT 3159 7foll= 2z A2 A 9

o] olFoixA] e7] wle, o) pu]=mel] el

. olefat o) %, slyHlER AR 4
BA o2 AuEele] AE35urt o Ak )
e 2350 A, A2g AnEelels] v
u o] hpalEde] 1o]aL $)3H] Exo] 02
75l e AEele] AEslSae) 1564 2
3] e uppElEy A2e] doful] wiel, Hw
o2 HIEY AIGE AnEele] A5G
o} oF 18] vl e 2 Alo] e 2 Ale] =]
sl Aiglo] W VBT W o) H] =

o)L
Ve

A2 B AuEele] Fo Hld B
Ao} v siske SR, B Aol S5 2

of w2t i ABEle] HE 3gvF AAl= of
14794, BA= oF 74519 B3-S e = girk

214] [ 51914 ‘Avg on-chip to off-chip acc’=
- Rl F-o|5ume] 2 sk P13l
= ovlsketl, Alkehe TRl = BERA e R
e, el Wk S Aeehs A 2ol4] =
g dhlss Sl 1Hle]sle]7] witel|, Huae

2 A-weleeleld A-ofere]e sk 3
= FHd 1otk

‘Avg rule acc’ = F-WF-wl| mefell 2] Z3 A o

A 2 weg ) o elie] A2 o, 4
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Tab

able

=
6

7o) e Agsh Ffelee] Heke

. The change rate of the number of nodes and required on-chip memory according to

changes in rule set sizes

ACL

FW IPC

1k — 5k \ 5k — 10k

1k — 5k \ Sk — 10k

1k — 5k \ Sk — 10k

num of nodes(1k/5k/10k) 8466/ 30001/ 82299

733/ 7537/ 477 5951/ 4437/ 2581

change rate of nodes 3.544 ‘ 2.743

10.282 ‘ 0.063 0.746 ‘ 0.582

required on-chip memory
in ‘LP_AQT’ (byte)
(1k/5k/10k)

62437/ 262509/ 812703

4307/ 57470/ 1250873 43889/ 34387/ 18713

required on-chip memory
in ‘LP_AQT_B’(byte)
(ik/5k/10K)

149948/ 557648/ 1544542

11363/ 140682/ 7237 105720/ 74266/ 44050

change Tate LP_AQT 4.204 3.096 13.34 21.77 0.783 0.544
of required
on-chip
memory LP_AQT_B 3.719 2.770 12.381 0.051 0.702 0.593
E 7. & Al mE 3 Wiy vlxe] A 35 v
Table 7. The comparison of the on-chip memory access
ACL1k | ACL5k | ACL10k FW1k FW5k FW10k IPC1k IPC5k IPC10k
LP_ 30.878 29.552 30.172 8.586 11.825 10.408 21.314 24.624 18.433
Ave AQT
on-chip acc | jp
- 10.629 10.169 10.409 3.178 4.248 3.739 7.399 8.690 6.555
AQT_B
(LP_AQT) /
(LP_AQT_B) 2.905 2.906 2.899 2.702 2.784 2.784 2.881 2.834 2.812

AL A Psh= it B2 Ao} 2rom, os) ot
z\j\:}?ﬂ’“’i A3l BF = AT 550 Ao
el weh w2 2le]E Helrh ACLe] 7
SGA Pz 9f A7) Pt

6T

Zeo v 248 EE5°] AA=e] 9la, o= <3
P E A 357F HA 1715904 Hof 3.3949

= ohS Ak Jeiap Eoold WAsh el

A 1Pzl ek S47] PR g § W] EA
At shte] =S E(codeword) S BAdSh=T),

ol F 1P| F B Lolo] ukeld] #AlE)
B, e 294 1pzeleart elleskeg)
FW«I At e 2E=E ARl 48T
AREEZl]E sk Hel b e, FWel 75
o] 217 1Pz shlesee|y B
A Pz 27wt aejEojoldt Hx4)
1Pz 7} B ® Eakar $8] e EA] &
g AR weol Bo] AgElrh 2ejng, shiel
et qhell B Bo] AR, E AN Ak

dlell 9ol ACLel| vl A 16284 o)
100.849] AH=olt}. IPC2] 7d-F-oll& IPEE| ol A

1764

X7} ACLY} FWol| B34 Zo|7} 124 &=
A7) Wl E A A4 ACLel WA
Fwel ulalA Ao,

1.
= WA

EZlo]E ‘LP_AQT,
Ry AFELEM 7|9k v B EEle]
‘LP_AQT_B’E Zojx] 222 s} (£ 6]
VA2l A= vieker, 7 & Ao 37|71 1kellA
5k, 5kollA 10k= wiskglol| ule} LP_AQTS] X 7|
o] Wiskgol W ZAE vehd Zlolth [XE 6]l
A, BlEWEglo]7} H4%] LP_AQT_B”} LP_AQT
off wla] WiF- wlEe] ekl wokth AT,
LP_AQT®] 73-9, F-wiivlme]ayefe] wshso]
LP_AQT_Bel vl&|l Zlom, x= 2] Wslaie
2fo]7} 7tk ¥bA, LP_AQT_Bell4]e] - 5w 2z
WSS dle] 79ollA LP_AQTY k= 75
Wsha3 AR ©]5 F3l, LP_AQT_Bei|A12] =
Re] Hslgo] o] Wkl nldsle], A
L7 Wslghe oF & qlsdek doly Ao St o
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