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ABSTRACT

Voice over IP (VoIP) is a technology for the delivery of voice communications and multimedia sessions over
Internet Protocol (IP) networks. Instead of being transmitted over a circuit-switched network, however, the digital
information is packetized, and transmission occurs in the form of IP packets over a packet-switched network
which consist of several layers of computers. VoIP Service that used the various techniques has many advantages
such as a voice Service, multimedia and additional service with cheap cost and so on. But the various frauds

arises using VoIP because VoIP has the existing vulnerabilities at the Internet and based on complex
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technologies, which in turn, involve different components, protocols, and interfaces. According to research results,
during in 2012, 46 % of fraud calls being made in VoIP. The revenue loss is considerable by fraud call.
Among we will analyze for Toll Bypass Fraud by the SIM Box that occurs mainly on the international call, and
propose the measures that can detect. Typically, proposed solutions to detect Toll Bypass fraud used DPI(Deep
Packet Inspection) based on a variety of detection methods that using the Signature or statistical information, but
Fraudster has used a number of countermeasures to avoid it as well. Particularly a Fraudster used countermeasure
that encrypt VoIP Call Setup/Termination of SIP Signal or voice and both. This paper proposes the solution that
is identifying equipment of Toll Bypass fraud using those countermeasures. Through feature of Voice traffic
analysis, to detect involved equipment, and those behavior analysis to identifying SIM Box or Service Sever of

VoIP Service Providers.
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745 48l met 2 {3, 248 SIM Box
= A AR Sick luBshE, VoIP 53k $
o] 2 2438 o554l ol ZA Wt AjAcs}
ot} wgk AAA Au|aE Al 75
o} FA3F olfre} Zh=e] FAlAkAL 7] A
Foks w8l Fashl =7] wlwel At A
25 8] 54 SSWE &3 ‘%‘:L“:} w
2}4] SIM Boxell #J&} Toll Bypass FraudE #&3}7]
Hee IXFAL ddsle 93]l Xﬂ?}lﬂ M Eakcl
< 31 AAk gk} a9 5= 2 =iollA] Aljksl=
A28 Fxo|th

3 A8l ZA A 7] AR AR 94
IX77H] -85 Ees A glo] 3] 913l
NPU(Network Process Unit)7 |52 o718 43135}
a1, ©]& 7|4k 2 FlowE A&} 222 7t Flow

fol 2 N, pob pfp
Xioﬁl‘ﬂ:@_&
do e

r>~
o

T2 4. SIM Boxell 2|§}+ Toll Bypass Fraud®] Call Flow
Fig 4. Call Flow of Toll Bypass Fraud Using SIM Box
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a2l 5. A|qksk= SIM Box 7[HF Toll Bypass Fraud 7%
i

Fig. 5. Proposed Toll Bypass Fraud Detection Method

o

7lvte g2 Exj¥ BAS E3) Voice Flows S
). Y ARE vlElo 2 VoIPAH|AE Al TLe= &
H]E2] IP Pairs A3k} a8y A% IP PairZt
o] P9 AHE EA3] AAAQ AR|AE AlFsE
Zalel gl Ai |25 A3k 4812 1P Pair
Set 2|l~EZ &3,

32 #d& 1™

3.2.1 Flow A4

-geke] EEE AEE] Sl AR
Flow 7|8Fe. 2 Ezjjg] A8 =303t} Flowd A<
£ FY3 5 FZ(source address, source port,
destination address, destination port, transport
protocol)& 7 3L o]Hle] A7l 2} A 2E- Al
ARBAZET A7k olfal sizl5e) Asteleh. 441 13
o] 4] el Flow 7Pke] ek 243 9l
Flow<2] Packet Count, Size, Inter-arrival-time ©l] ©i

gk 4, 2L FRIg 55 A 2 A gk
F={By PP 1P}

|7 -Tl<1,

P P t 1
where P, is Sequence Arrived Packets. (
7;) isarrival time of Packet ith € Flow(f).

1,,, isthreshholdoftime.

3.2.2 Flow ZI2t VolP Traffic Detection

B ozko QAR Flow % Voice Flowe] 542 7}
%l Flow $-H1-& F=3th 542 AIE=]o] 54
o]tk Yo]7|~E(Nyquist) 92]Z 4Khze| 314}
o 5732 299l 831 W AEH 3= 22 64kbps
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= “L-E 34 n].u]. 2oz} glort Eealgl 7 U
F71eh 717 SA Bl AFd
c}. -7—_5.{ -‘l}il-‘:' E|:= Inter-arrival-time, Packet Size
Averagei?v]‘ Packet Size Variant(Flow <] Packet
size " 9o 1e. A 23t 2 w1 24 Aol
ol3l F 29} 7Fo] Voice Flow2] EA1S- AAE) )
EQ = A8l 9 zule] AA i 3144 ule} W%
wkbAgsk 4= glr) w2l Inter-arrival-time$} Packet
Size Average™ L i< 7|F22 54 JAA U
2 W3l 79 Voice Flow®z #eiglicl

E 2. Voice Traffic Flow 8 54 deju]g]
Table 2. Feature Parameters of Voice Traffic Flow

CODEC Size Ave In.ter—amval Packe% Size
-time Avg: Variant
G.711 214 byte 20msec 1(2)
G.723 74/78byte 30 msec 1(2)
G.729 74 byte 20 msec 12)

3.2.3 VolP Traffic session d&

VoIP Traffic Session 735 #}Aol|4]+= Flow 7|8}
VoIP Traffic Detection %HAlel4] 71ZE%  Voice
Traffic Flow $X3-° 23E| A4 Voice Flow= 7]
Z3laL o5 Fauk= IP Pairg 7E3c) VoIP 53}
24 B = F o S48 ke 3

2 oflek o F FlowZ} FAIZ el U3t IP pair

o AEle] Famierk - HAE $4ol7] B
o] op}8F Flow2] Total packet size ¥]&°] 5:5, 6:4,

S 7Ac} wlebA IP Pair® 7155 Flowel ois
A 29k o] PR Flowe Ml
Bidriection p,,;, & 7313, WAX 3t BDR,,_ <
4, BDR,,, 6 ol 2700] 03 739 HEA 0
2 VoIP Traffic session. 2 Ieiglc]

BIG(FTS(f,), FTS(f;))

FIS(f,)+ FIS(F,)
where f; ;is flowset of voice session,
FTSis Eow stotal packet size.

Bidriectiong,,, = > 100,

Didirection,
if if BDEOUY h = B]‘direct()infimin = BD}Zhi,qh —th
Non Bidirecti L()IL, Othrewise

where BDE,
BDR,

high —th

s Bidirea‘ionﬂ,mu/s lower threshold,
is Bidirectionﬁauo/s higherthreshold

@

ow — th

2.3.4 Behavior Pattern Analysis
VoIP Traffic sessiong 71& % 3% IP Paird
Traffic®] 9] #4-5 F3 A3l VoIP Au|E
AlZslE Al A1s1Ate] Au]elx], SIM BoxE A}
_9_-6]— HuJ;do] VoIP /1.]]:)]}\ o)X ] ,4.1:]——5],7] O]gﬂ Zg
A4 VoIP Au| <5 Algehs Ea=e] 54 4
oJghe}. A8l VoIP AlM) 2 AlFs1E An] 2 A}
slzte] ] 7ol AR Eehe BAS vhet 2
o}, XA 7P F83F EX o2 7F VoIP AR~ Ak
Aje] Aulosts 24417 ot gk 7 ol Al
%3kl w2} VoIP Call Volume?] 3E]7} <7k xfo]
Ph S QAR AR R B SR E,
24217k 3 oF 22171014 FATITE F A F7bY
2 Call Volume-&- §15- o&lel] we} o}, 44, 24,
83 AlokE 7|10 ® 4W wWEE b %
SfRlel] we} f54e) S glont B fAa o)
85 7Rxlck 18] 62 =] VoIP AR|2~E Algshe
A AA 24A17F Call Volumes Hepdc). 18 6
o mEw Qlwl AatEl 8-94] Aol ie] F23)
Call Volumeo] 57}317] A=tstar, 124]e A=
71238k} 2] AAAITE 7kl 12~144] §43]
2SI SF AL 1847 A SFE

FASEP 2 ol A Atk
S L I R ERE
AReEic), 12} v]Ee o) xg]ollA] XS AEsl=
H 2 A8 TTEA, Y 7] Zto](Intensity) 3%t
& ol 1 ghel 0% FIsk FAsk W)
#hol 7Kt wii= 2 ghe] oode] e sk
7] Fhol Aad A5 0o} e FAlshs A4S 7
A 73] 6o] A T == Call Volume L=

£ 14 vag AnE ehdck

a2 6. =] 24417) Call Volume 3} 5 &l £4] oA
Fig. 6. Call Volume of operations around the clock &
Analysis of working pattern
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Working Pattern(T,) = if:f(.?:-‘- 1)—f(z)

wherexis call Volume of time T,

{ Working On Time, L)
if

1f\W0rk:quattern( l)| > Wi,
Working Of f Time, otherwise

T of|A] Feldt 5= ¢J%o] Call Volumeo] ¥-50]
gl el A9 0ol 774 3hS 44 @)
e} o] 2 defoldle 17} vliak edelo] 54
IAIX(Call Volume®] ZHdjx|e} vl#|gholA} W5=
TS 9lAEE 4= 9lr) o] = 7|ukoE Call Volume
o] w3} el dAlsle] 9% RS AR

v. & &

B =oll4] Algkel SIM Box Fraud Detection
System?] 7]% A13E- 9]six]E 2| A BolE L
o Agekaich. A IXTFAk] Thaed Ef Aol
st 4 9J&= NPU(Network Processing Unit) 7|1}
=3 A|~elo g siHkE SIM Box Fraud Detection
System®] 10G+ E2i2 3] 2 2] 7)s, F WA
2 VoIP ,%4 EEHSJ‘J _\’I,]—ﬂﬂ 7]_‘3’ U]—X]U]—_(li 74/\]—24
Q] VoIP AMH|2ZE A|33)= A1])9} SIM Box Fraud
= sk AR 3 7lsolrh A Al AES
TTA®] A o215 g3l Flslsick 13 72 7
A2l e 34 A FAEe:

Egg A 2 ASE $Isl Spiren AR
‘SPT-2U’ 5 AH&3lolch s Eeid A& Ak
SIM Box Fraud Detection System 2.2 173} =)
3 S dAsle] o] ASVE Ad & 5 ASH
7é1P9} Akl A *L"ﬂ/‘i g5l A¥E v|asis]
oh AL A A A 2 M) sl oig A
H& zssioick A3 3 2 A A= & 33

4

;’:

1% 7. SIM Box Detection System 2] 10GH EzHE 3
2 A]2] Test Bed 37

Fig. 7. Test Bed of 10Gbps traffic collection &
processing of SIM Box Detection System
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E 3. 17 el dia A9 9 2 A
Table 3. Test Environment & Summary of Packet

Collection

Packet Pa(.:ket Traffic Load Test Duration
Type Size
300~500
UDP 2,400,000 pps 60 sec
Byte
SIM Box Fraud Detection
Tester
System
# of Packets # of Packets Processing
Rate(pps)

144,000,0001 144,000,0001 | 2,400,002.373

7o) 500byte®] HHE °F 9.6Gbpse] Ao R &
Al 9le] 2,400,000 PPSE- A E]sh= 7S Falslich

= ajs} A WAl 7158 Blsh] gia a3 8
s} o] HlAE Wmg PASIc, el £
TEST pcap 52 EY 272} VoIP AZS7]E
Algste] EdlgS- AAStw, SIM Box  Fraud
Detection SystemZ3l] AZ7] Aol AW =
WireShark 2 291 pcap 2] W83} v|wste] &}
37| Voice Flows &3S 753} 28] E9)
= 7)o A48 VoI Al AlIAb Al
2she Aale] B e S poap A4S A}
a1, SIM Box$} IP-PBXE AM-3}¢] SIM Box Fraud
Egs YA} AAE Exgs B A A~
AR fsdstar o] vl=lE 3l¢ SIM Box Fraud
Detection System .2 Hullt},

VoIP EzHe] AAE  $]8]  Shenick’ A}
‘diversifEye 8400’ AH]E AFE331t) diversifEye+
S HE IPTVRES 934iK(video) EF <] AAJ%at
ohzl, IP7IME A wHele] HEmr]ele] s
Testing/Monitoring®] 7}53F AL E ]S A|F3lch
I WA Voice Traffic Flow 914 7|55 #4lsl7] ¢
3] % 49} 7Fo] DiversifEye 8400 A3 Egofol|x]=
1702] UAS(User Agent Server)2} 1000711€] UAZFe]]

72| 8. SIM Box Detection System Test Bed 37
Fig. 8. Test Bed of SIM Box Detection System
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E 4. 39 M2 YA Traffic Q4 A Az
Table 4. ldentified Experiment Results Of The Generated
Traffic By Each Voice CODEC

The number of
Identified Voice Flow
at SIM Box Fraud
Detection System

CODEC VoIP Tester

1000 call/sec
g.711 (BHCA:360000,
AHTime:5sec)
1000 call/sec
2.723 (BHCA:360000,
AHTime:5sec)
1000 call/sec
2.729 (BHCA:360000,
AHTime:5sec)

2000 flows

2000 flows

2000 flows

A7k & 360,000712] F3l7} AR E B, E3
7 282 5200 FAH S ARk 29
© 2 1000call / 10sec ©l| 3]=3= VoIP EZE0]
SIM Box Fraud Detection System 2.2 -§-3]%]|%=
273}tk SIM Box Fraud Detection Systemol|A]
¢121% Voice Flow = 10 Sec 7|2 &gl A3}
A=A 2000 flow® A1 QlAlEr 4= g)gich
Al ¥4l 224431 VoIP AMu|2~E Al-g-sk= A<
SIM Box FraudS WHAsH= AH]e] IP Pair AKX 7
= 71%eS Felal] flsl 11 89| Hl~E A
Eefe) AT Volp Al Akzke] gu]o]
Fambs =S 71Asle] 10.51.0.2<->10.51.0.14}
olef] k= Ee¥E 44435157, SIM Box Fraud &
WA= Zo® SIM - Box(192.168.0.16)9}

12l 9. SIM Box Fraud Detection System2] GUI &4
Fig. 9. SIM Box Fraud Detection System GUI

IP-PBX(192.168.17)= IP-PBXS £3l] F7|8°o=
E3}= A A7t} o] SIM Box Fraud Detection
System 2.2 F-31A]A AHAFHQl Plain Traffic} SIM
Box Fraud®] Gray Traffic®.2 H-Fsl= 721e &kl
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o] GUI 3MoE A5 Ak muEE] Ex, sl
79 B 5ERIE HojEr) aga 952

Ayshete 2UEE =2 Ak] Flow, Session 52| %
v 2ol 2 T sEeo] ek 18] 9ol A
gkel A|~Ele] SIM Box#% ZA3Z Gray TrafficS

A1
r(r
ni

lm rﬂ

23 SIM Box(192.168.0.16)} IP-PBX(192.168.17)
o] ARE 318k 4= 9} wsl ARl VoIP AH|~S
A5ElF ARl 10.51.0.2<->10.51.0.1%= Plain Traffic

m

o2 yRE AT B 5 ek 23] 09] 7 o]
o]Eox 4, 5 WA 353 ‘Incoming/Outgoing
Percentage of B1d1rect10n Ratio’ £ 42 22 doix]

= A 7] 558 A5 AS & 5 ok %
20] 2715} ol ol sl AEe] &4 B
< I 5 Qe z2a Al S el

6, 794 3=l ‘Incoming/Outgomg Voice Session
Count’ ¢l|41+= Plain Traffice] 7-$- & ©} v]$3F 3l
2 WA ]9E, Gray Trafficdl 7-9- Outgoing Voice
session®]| & 7L Feld = glrh 11HA] =9l

>.
il

‘Session Activity Time’3] 73-$- Voice session®] %+
A= A)7ke] F3hE Jebdck Plain Traffic’l 73-%-
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