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ABSTRACT

We propose a HTTP cookie-based identification of
the public keys of Web sites for the case of failure
to validate certificates. The proposed scheme
effectively protects users from the phishing attacks of
inducing them to access bogus sites. It incurs little
performance overhead on the browser and the server
of Web sites. It requires to implement the input
processing of user credentials and the encryption and

verification of cookie values, though.
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Fig. 1. (@) HTTPS Cookie Set after Alice’s being
Authenticated, (b) Cookie-based  Identification of
example.com’s public key
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