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ABSTRACT

Despite the extant quantum communication technology that does not allow copying, wiretapping, and/or
monitoring, cyber-terror-attempts from hackers with unconscientious purposes and motives are prospected to
persist. Hence, it is imperative and necessary to invest in studies geared toward understanding the psychology of
hackers. The current study referred to Beebe & Clark (2006) and sought out the psychological variables in
hackers involved in deviant hacking activities, measured the purpose of hacking and actual hacking experiences,

and constructed a predictive model that can categorize hacker types based on their intentions.
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Table 1. List of research variables
Variables Measurements Properties
Demographics Individual’s demographical information (Gender/Age/Education/Profession)
Ethics Implemented to distinguish individual’s ethical values. “Idealistic” types
Position Questionnaire tend to strive for the righteous actions and believe such actions to be fair
and noble, while “relativistic” types tend to believe there exists no
(Forsyth, 1980) . .
comprehensive ethical measurement.
Implemented to measure the “optimal experience” that can be achieved
Flow Index contingent on individual’s efficacy and the level of a given challenge.
(Jackson & Marsh, 1996) | Higher score implies the higher level of optimal experience was achieved
during the hacking activity.
Independent Implemented to measure one’s hostility. This scale was used based on the
Variables Angry Temperament and | terror management theory which states that when one’s cultural values are
Angry reaction threatened, one tends to react more angrily toward the origin of the
(Spielberger et al., 1983) | threat. Higher score implies the higher angry temperament and aggressive
reaction tendency.
Risk Scale that measures one’s willingness in pursuing or avoiding risky
Taking Questionnaire situations. Higher score implies that individual’s risk-taking tendency is
(Dahlback, 1990) higher.
Scale that is used to explain individual differences through five distinctive
Big-5 Personality factors. The five factors are openness to experience, conscientiousness,
(Goldberg, 1992) extraversion, agreeableness, and neuroticism. Higher score in each factor
implies individual’s stronger tendency in a given factor.
Attitude: Ethicality Scale used to measure hackers’ attitude toward deviar}t hackit‘lg activities
Mediator of Hacking (e.g. 1. I feel it is okay for a person to access information systems
without authorization, with 4 items). Higher score means one is more
(Beebe & Clark, 2006) . . . .
tolerating of deviant hacking activities.
Hacking Measlures hackers’ .hacking frequencies using the .number of actual
Frequency 1n.vas10n or d.eStI’l%CtIOt‘l of' other’s computer syste'ms mv;?avst one month.
Hacking Higher score implies the higher frequency of hacking activities.
Experience Utilized to distinguish types of hacking activities. Can be divided into
(Woo, Categories three types: goal—or.ie.nted .(taligeted toward spec.ific OrganiZétions such as
2004) of Hacking governmental or religious institutes), non-goal oriented (hacking for fun or
Dependent Activity personal pleasure) and personally motivated (hacking is done for a
Variables personal gain). The total score can categorize a hacker into one of the
three aforementioned types.
Survey designed to find one’s willingness to attempt hacking (e.g. 1. I
am willing to use my knowledge and skills to gain unauthorized access to
Willingness to Hack information systems to serve my own goals, with 3 items). Subject is
(Beebe & Clark, 2006) requested to select the most matching statement to one’s own opinion,
and depending on the selected statements one can be distinguished as one
of the following types: Blackhat, Ex-blackhat, Whitehat, Nohat.
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Table 2. Sample Descriptive Statistics

Total Percentage

Male 83 91.2)
Gender

Female 8 (8.8)
Under 19 13 (14.3)
20-25 67 (73.6)
Age 26-30 6 (6.6)
31-35 3 (3.3)
36-40 2 2.2)

Not Completed High
School ¢ 2 @2
EL;YS;UZi Completed High School 9 (9.9
Undergraduate degree 79 (86.8)
Graduate degree 1 (L.1)
Computer user 73 (80.2)
Profession =~ Computer Professional 18 (19.8)
Total 91 (100.0)
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Table 3. Multinominal logistic regression result

Willingne g odd
ss to estimate Wald p )
Hack value ratio

fragment -1.786 5213 .022
Blackhat  Attitude

.539% 6.467 .011 1.714

of Hack
fi - . .
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