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ABSTRACT

RFID(Radio Frequency IDentification) is a key technology in ubiquitous computing and is expected to be
employed in more fields in the near future. Nevertheless, the RFID system is vulnerable to attacks by
eavesdropping or altering of the messages transmitted in wireless channels. In 2013, Oh et al. proposed a mutual
authentication protocol between a tag and a reader in RFID systems. Their protocol is designed to resist location
tracking for privacy protection. However, all tags and readers use only one network-wide key in their protocol
and tags are usually vulnerable to physical attacks. We found that their protocol is still vulnerable to tag/reader
impersonation attacks and location tracking if an attacker obtains the network-wide key from a tag. In this paper,
we propose a security improved authentication protocol for privacy protection in RFID systems. In addition, we

demonstrate that the proposed scheme is efficient in terms of computation and communication costs.
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Table 1. Notations
Notations Descriptions

Sur Server

Fdr, j-th reader

1y, i-th tag

[ 1 Database of Sur

Ty Secret value known to only Svr

1D, Identity of 7y,

DID,, D$D; Dynamic ID of 7y,

TagInfo, Information of 7g;

Ve Network-wide symmetric key shared
between tags and readers

e Symmetric key shared between only

i Sor and 1y;, K, =h(D)]lz,)

RN;, RN, Random number of 7y, and Rdr,

h(e) One-way hash function

= ENC, (m) Encryptif)n of a plaintext m using a
symmetric key k

m = DEC, () Decryptif)n a ciphertext c using a
symmetric key k

b XOR operation

Concatenation operation

Verification operation

m is the message transmitted in an
insecure channel.

m is the message transmitted in a
secure channel.

eltfel et dAjsle 2713 @AlelA 2l

Rdrsh e Ty o X7 KE 27 AR,

%2713} v o
Ulell o] wAx

]
]

Step 1: 2|H] Rdr;= W5 W RNE A48T

RN+ Z2&xe| 27|31 tle] 2234 7] K5

ol-g3lo] sresiaicy.

2lt] Rdrj= 2] Al W] el e wjAA]
ANE

C; = ENC(RN;)

{Query, Cj}& BR=/2EFTL

Step 2: Bl=L 7y, += 2|H] Rdr;25-E] 22| w2
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St
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Fig. 1. Oh et al‘s authentication protocol for privacy
protection in RFID system
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Taginfo, & Z==r}.

AW Sure AR vEgk z 9 IDE A A
75 XOR <iksle] 7] K& A3
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K' =h(z|ID) (22

7

AW Sor= ¥l 79,8 Bl AR Taghfo, 2} 7|
K& oHgk Ad-s Fsl = Rdr; 2 % A5}

Step A-5: B|H] Rdrj= C& AW Sur2%E 5
g 7] K& ol&ste] Hosliich

Vz‘* =DECy ()

~
[\S]
(9%}
~

2lY Rdrj= 7] K¢} VS XOR <dxlgh gk
(K @ V)7 %53 A7gel V& vlage) g
T ol i 35 WlAIA| {DID, C;}o] FAAR=
Akt el 7y, 2Re AL o|PlRck et F go] o
2rpd Q1S AR <lE wlE FubEc)

2lt] Rdr& ke §A1 AlAE 913l el 7,9
54 IDE 7BAlgl "l 7y,°] AE%- 54 ID

DID= v} 2ke] Ao §4 ID DIDS} 7] K,
= AT B Bl datsie] A

09D:=h(DID, | K) (24

2lt] Rdrj & el 75,9) 7] K& °183le] V] ¢}
D905 FE 33y,

C;=ENCy(V, || 030:) (25)

2y Rdrpi= Wl 7g,°] 22 54 ID DIDE
AW Surel ¥l Ty, 7} 3-F3L=S AW SorclAl=
DID, %} 09D, S, Bl Ty ollAlE otste wAA]
{C} & At

Step A-6: El=L Ty, = et Rdr,25E] #AA]
(G} Alskd 2] 7] K& o183t OF &
Z3}ghct

V' | 09D = DEC,.(C;) (26)

Bl 7y, wAA { G o) SR AR 2y
18- 1] S1siA Vs Ve ghe mladi w
of 5 Fho] ek wiAA] (O} o] ARk ElL Ty,

[«
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°] 7] K(=K')& B3 A9 2rjolrh e
I gte] vhEohd 2o Q1S Alsljsla 1% oA
e
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o]zl Bl 7y, 9] §4 ID ARE DID, |4 DID;
2 WA,

VI. Mot ZREZO| oK EA

(e3

2 A DAl 7lede Ret a7Abee
FAog At Zeege] QS =gl ¥ 2%
ﬂo‘l- JLEE—-—_O,] o]-xJ]/HO 7] Oh %_0,] IZEZY

wlagk A9E epdch

(xg) (K} (k)

[1D;, DID; Tag!nfo] | (DID;, K)
Generates RN;
V=K @ RN;
{Query,V}
V, =K &V
C; = ENCx (V)
{pID;, C;}

(DID;)

Searches the database for DID;.
K] = h(xl11D;)

(Tag[nful,K{)

v, = DEC(C)

v =2 (K @ V)
252,= R(DIDIK)
¢y = ENC (77 11299)

(DID;, 259,) {c;

V|1 992= DECy,(G)
[ A

Replaces DID; with 259. Replace> D!D with 259

a8 4. ARk T2ER A%
Fig. 4. Authentication phase of the proposed protocol
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At EEE&@W gvl= WA {DID,, C )&
AlsH WA SAAPE At ¥l 7y, 95 QS53)
7] f13le] 71 K& o83l kst C & H3sslh
o} mkeF BuskE J¥ Vet (K1) 74‘% o]
AR WA (DID, Gy B A A
@k ¥l Ty olvh Ak ZREZO] 273} %74]"1]
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HAA] {Query, V}E =35 VD AE AXEe g
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2t RNREORE e 3¢l 2adh S o]
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At ZE ez
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e} 2y ko] A <ls A

¥ 2. zejo|uA] HEZS 9|3 RFID Q% Z2EZe ok
/H u] o
T ble 2. Security comparison of the proposed protocol
Th
Security attacks Oh et al’s ©
proposed
and features protocol[5]
protocol
Spoofing .
Attacks Partially Yes
MITM Attacks Partially Yes
Replay Attacks Yes Yes
Tag Anonymity Yes Yes
Location
Partiall Y

Tracking artially es
Physical Attacks No Yes
Impersonation .
Attacks Partially Yes
Mut

. ual. . Yes Yes
authentication

Yes : The protocol resists the attacks or provides the
functionality; No : The protocol does not resist the
attacks or provide the functionality; Partially: ‘Yes’
under the condition that the network-wide key K has
not been exposed to an attacker.
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olell 5= WA {Query, VI, {DID;,, C}, &
= { ) E BRI} ok Sl Al obA] A
sfrfete 2y m= el 7y, A9 SPgsAG gl
2e3 ARE 2L 5 glok WA (DD, Gyt
{ O} ®lL Ty o Anjute] otar 9= 7] K& o]
g3lo] qrEshe hawd W oohe} tEsiE| A
o] o] w FAl Aldricl AR A== A dH
5 X3k 7] witell A FAe] Brhssich

VI M2t Z=E29| §2H 24

B Aox= AjE ZREF] 5848 AN
w2l Agsd SHeA] 4 2 ovlasksick
X3S AQ TR EF) Oh 5o ZREFS o
Abek Zrdol|A] EARE AE vebd Zlelth & 32
s e e L B o e A B 3
vhehdch A Aol 9] qdateke- Alql 22 EFo]
1S+1H, Oh 59 ZREFo| 150]7, i
Aileke Aol ZREFo| 1R+1E+1D+1H+2X,
Oh 59| ZREZo| 1R+ 1E+1D+1Xx0|c} 2t}
RFID A|2wlof|A] 211 Ak Q] esq= wl1o]7] ol
ol $2l= Auu 2leiicl gl Aellxe] odalek
o v AEe dar} qlek el daleke gt
ZREZA] 1EF+1D+1X0|3, Oh 59 ZREZ
N 1R+1E+1D+1X02 Ak 2] ot
o] 1] zhr} o7& AR shAS iz &
Aek ZHo)| 4] Aok LR EFo] Oh 59 ZREZH
o} o] ZgAolgle AL ovighth

HAX] AgaF SRlol|A Alqk 22 eFA Er]e}

-+

3. ZefelwjA] s 918 RFID Q1% ZREZe] it
F Bl
Table 3. Computation cost comparison of the proposed
protocol

T kk

Communication Oh et al’s The

arties protocol[5] proposed

P protocol
Tag 1g; 1R+1E+1D+1X| 1E+1D+1X
1R+1E+1D+

Rdr. |1 1E4+1D+1X
Reader j R+1E+1D+ LH 49X
Server Sor 1.9 1S+1H

R: Random number;

F: Symmetric encryption;

D: Symmetric decryption;

X: XOR operation; H: Hash operation;
S: Search
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Bk 2 =Felldi= oleidt AlE dAs] Sl
o] Azl 2+ e¥l2E $13 e fEr1et 54 D
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