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ABSTRACT

This paper presents the spectral analysis and radiation pattern of low-frequency electromagnetic(EM) leakage
signals according to the fundamental operations of smartphones. The EM leakage signals generated by the
activation of four I/O sensor modules such as a touch-screen, a camera, a microphone and a speaker are
captured by the commercial near-field magnetic probe with lcm spatial resolution. The analysis results show that
the leakage of the EM wave occurs strongly around the activated I/O sensor modules, AP(Application Processor)
and memory modules. Also, the distinguishable frequency characteristic is shown in each spectrum of EM

leakage signals.
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Table 1. Definition of smartphone operating modes for EM-leakage measurement experiments

Operating Modes Description Running Application

IDLE Reference state Nothing

Display-On Touchscreen is activated Nothing

Camera-On Both touchscreen and main-camera module are activated Camera App.

Mic.-On Sound is recolrde(.i through the microphone module without Voice Record App.
touchscreen activation

i 1 hrough ke 1 ith

Speaker-On Sound is p a}yedl throug speaker module without Play in Voice Recrod App.
touchscreen activation
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Fig. 2. Locations of EM-leakage measurement points for
DUTs(Devices Under Test)
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Table 2. The total number of measurement points for each DUT(device under test)
Model Name Size(Height x Length x Depth)[7] Measurement Matrix Size Total # of Points
iPhone4s 1152 x 58.6 x 9.3 mm 11 X5 55
iPhone5 123.8 x 58.6 x 7.6 mm 12 X 6 72
iPhone5s 123.8 x 58.6 x 7.6 mm 12X6 72
iPhone6 138.1 x 67 x 6.9 mm 13X 7 91
SGS 1224 x 64.2 x 9.9 mm 12X 6 72
SGS2 125.3 x 66.1 x 8.5 mm 12X 6 72
SGS3 136.6 x 70.6 x 8.6 mm 12 X 6 72
SGS4 136.6 x 69.8 x 7.9 mm 12 X 6 72
SGS5 142 x 72.5 x 8.1 mm 14 X 7 98
SGS6 1434 x 70.5 x 6.8 mm 14 X 7 98
SGN 1469 x 83 x 9.7 mm 13 X 7 91
SGN2 158.1 x 77.82 x 7.1 mm 14 X 7 98
SGN3 151.2 x 79.2 x 8.3 mm 14 X 7 98
SGN4 153.5 x 78.6 x 8.5 mm 15 X 7 105
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Fig. 4. Implementation of the srnartphone EM leakage measurement system
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Table 3. Specifications of Smartphone EM-leakage
Measurement System

Parameters Specifications
Near-field Probe(LANGER LF-R 400)

100 kHz ~ 50 MHz

Frequency Range

Diameter 25 mm(approx.)
Distance upto 10 cm from DUT
AmplifierLANGER PA303)

Bandwidth 100 kHz ~ 3 GHz
Gain 30 dB

Noise Figure 45 dB
Maximum Input 3.0 Vpp
Impedance 50 ohm

Signal Analyzer(Keysight UXA N9040B)
3 Hz ~ 84 GHz
10 MHz(Upto 510MHz)

Frequency Range
Analysis Bandwidth

DANL -150 dBm at 2 GHz
SFDR -75dBc

Phase noise 120 dBc/Hz at 1GHz
RBW 1 Hz ~ 3, 4, 5, 6, 8MHz
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