DEBEris

=i 16-41-11-02 The Journal of Korean Institute of Communications and Information Sciences *16-11 Vol.41 No.11
http://dx.doi.org/10.7840/kics.2016.41.11.1341

Enhanced Wireless Network Security in Military Environments

Jin Woo Kim®, Soo Young Shin’

fo
2

£ = A ARl EAsl AR 34 Exisks Wire-Tap AE 29 Sl HT-STBC
(Hadamard Transformed-Space Time Block Codes)¢} 91914 %k2- (Artificial Noise)2 ]88+ Hol A5 s 1t
WS Ajkeltt 7150] STBCe} 21914 Ae-5 o83t Wb QPSK olAte] ¥z WhAlS ARSElS o fAlxe}
|
1

X7k A}ele] BER (Bit Error Rate) *}o|7} A|gHE o Zrlsl= TAl7} gle} o]& 123l7] ¢8| Hadamard

W3k} STBCE Z3gr HT-STBC} 191 g5 o]83le] Ax1e] BERS 7]E MR} ZA)7|ar A1)

o} &z} Afo]e] BER o] w3l $71ghs BOASS Fal iSsldch Ry A, B =iellA Akl W
odl s

[e)
e o8k 712] STBCS} <1914 Ahg-< o83 whilel] wlste] of 3dBe] Aol ddS galsisivh

Key Words : Physical layer, STBC, Hadamard transform, Artificial noise, MIMO

ABSTRACT

In this paper, we propose method to enhance security performance using HT-STBC with artificial noise under
Wier-Tap channel model that exist with legitimate receiver and illegal eavesdropper. Conventional STBC with
artificial noise scheme has a weakness that a limited increase in the BER of the difference between the receiver
and an eavesdropper, when used over QPSK modulation. To solve this problem, we suggest HT-STBC combining
hadamard transform and STBC with artificial noise for reduce BER of receiver than the conventional scheme and
demonstrated through simulation that also increased BER difference between the receiver and an eavesdropper. By
the simulation results, when used proposed scheme, showed approximately 3dB improvement in performance

compared to the conventional scheme.
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