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ABSTRACT

NIST SP 800-90B is developed to evaluate the security of entropy sources. As SP 800-90B was updated to
Second Draft, Estimators with predictors were added at Non-IID track. Though the predictors are known as
detecting periodic property of noise sources, periodic properties which are detected by predictor are not clearly
known. In this paper, we experiment to find properties of predictors. Once, by experiments we have a result that
the min-entropy of Non-IID noise sources is generally determined by tests except for estimators with predictors.
And then through presenting various experimental results for clarifying periodic properties detected by predictor,

we experimentally analyze on its meaning and role of predictor estimation.
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| Apply restart test |
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Estimate entropy ‘
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Fig. 1. Process of SP 800-90B Second Draft
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£5 - Add AL2|20l| B dEZN =Y Zn
F 3. 27| 344 Non-ID Test 23}
Table 3. Result of Non-IID test on the raw data
MCW | Collision | Markov Con‘lpre—s t-tuple LRS MCW Lag Pre |MMC Pre LZ78Y
sion Pre Pre
data 1 | 0.989175 | 0.857893 | 0.992547 1 0.928093 | 0.979621 | 0.98653 | 0.988918 | 0.989806 | 0.993047
data 2 | 0.989863 | 0.863009 | 0.991997 1 0.924966 | 0.981472 | 0.993429 | 0.994368 | 0.992367 | 0.991745
data 3 | 0.986829 | 0.855342 | 0.9908 1 0.94471 | 0.952605 | 0.991955 | 0.989605 | 0.988507 | 0.99121
data 4 | 0.986677 | 0.850253 | 0.988777 1 0.928093 | 0.981472 | 0.990463 | 0.992587 | 0.993248 | 0.993391
data 5 | 0.988107 | 0.886258 | 0.992696 1 0.918966 | 1.00022 | 0.994771 | 0.990503 | 0.99342 | 0.995672
data 6 | 0.988507 | 0.830075 | 0.985814 | 0.936605 | 0.924966 | 0.830473 | 0.989813 | 0.992836 | 0.989997 | 0.986533
data 7 | 0.990035 | 0.868143 | 0.993619 1 0.924966 | 0.999679 | 0.993161 | 0.986648 | 0.992004 | 1.00032
data 8 | 0.986619 | 0.840129 | 0.990553 1 0.910534 | 0.875365 | 0.990348 | 0.988727 | 0.988526 | 0.993774
data 9 | 0.987935 | 0.896712 | 0.992899 1 0.918966 | 1.00011 | 0.996536 | 0.989376 | 0.992674 | 0.991611
data 10 | 0.98702 | 0.875879 | 0.986418 | 0.943362 | 0.928093 | 0.994214 | 0.989947 | 0.989681 | 0.983611 | 0.987658
E 4 AL 1 - 165 FVIR SUT Fho] HAEhs e
Table 4. Scenario 1 - Result of Non-IID tests on data with fixed value at every 16 samples
MCW | Collision | Markov Corr'lpre-s t-tuple LRS MCW Lag Pre |MMC Pre LZT8Y
sion Pre Pre
data 1 | 0.410186 | 0.865574 | 0.582428 | 0.607146 | 0.416109 | 0.517732 | 0.410181 | 0.404112 | 0.404347 | 0.410233
data 2 | 0.409268 | 0.852795 | 0.580588 | 0.604533 | 0.415184 | 0.519834 | 0.409219 | 0.406435 | 0.407936 | 0.409257
data 3 | 0.408496 | 0.837609 | 0.579044 | 0.602526 | 0.414406 | 0.467891 | 0.408462 | 0.412902 | 0.409057 | 0.408529
data 4 | 0.409705 | 0.863009 | 0.581486 | 0.607683 | 0.415625 | 0.468849 | 0.409729 | 0.406609 | 0.412249 | 0.409752
data 5 0.4102 | 0.868143 | 0.582458 | 0.607951 | 0.416124 | 0.502984 | 0.410152 | 0.409738 | 0.40977 | 0.410262
data 6 | 0.410885 | 0.875879 | 0.583856 | 0.609965 | 0.416815 | 0.495494 | 0.41091 | 0.407903 | 0.407689 | 0.410918
data 7 | 0.406199 | 0.811411 | 0.574459 | 0.594659 | 0.41209 | 0.519102 | 0.406163 | 0.408704 | 0.407413 | 0.406231
data 8 | 0.409545 | 0.835093 | 0.581143 | 0.604399 | 0.415463 | 0.496569 | 0.409511 | 0.413048 | 0.407834 | 0.409592
data 9 | 0.406809 | 0.820091 | 0.575675 | 0.597388 | 0.412705 | 0.513799 | 0.406759 | 0.411851 | 0.411067 | 0.406798
data 10 | 0.409967 | 0.852795 | 0.582012 | 0.606744 | 0.415889 | 0.514967 | 0.409933 | 0.409927 | 0.408358 | 0.410029
E 5. Adele 2 - 3 XOR kS o]8ste] 16 HIE F7]9] FEAS Foikd
Table 5. Scenario 2 - Result of Non-IID tests on data with dependency at every 16 samples
MCW | Collision | Markov Con'lpre—s t-tuple LRS MCW Lag Pre |IMMC Pre LZ78Y
sion Pre Pre
data 1 | 0.982573 | 0.838868 | 0.985404 1 0.930553 | 0.914244 | 0.993436 | 0.990962 | 0.98584 | 0.983975
data 2 | 0.987913 | 0.82258 | 0.990726 | 0.959025 | 0.939301 | 1.00055 | 0.989275 | 0.987596 | 0.990273 | 0.995213
data 3 0.98752 | 0.863009 | 0.988853 1 0.909969 | 1.00001 | 0.992713 | 0.987269 | 0.988874 | 0.985544
data 4 | 0.986451 | 0.840129 | 0.991457 1 0.913095 | 0.987183 | 0.988467 | 0.986789 | 0.9954 | 0.992012
data 5 | 0.988896 | 0.928538 | 0.986191 1 0.926407 | 0.951928 | 0.989932 | 0.994292 | 0.981855 | 0.987595
data 6 | 0.986276 1 0.985862 1 0.903968 | 0.999697 | 0.987178 | 0.986876 | 0.986756 | 0.985719
data 7 | 0.981138 | 0.857893 | 0.989431 1 0.939301 | 0.999716 | 0.988467 | 1.00047 | 0.986145 | 0.983779
data 8 0.98883 | 0.837609 | 0.99379 1 0.932681 | 1.00003 | 0.991836 | 0.996904 | 0.990885 | 0.993809
data 9 | 0.989682 | 0.875879 | 0.992371 1 0.913095 | 0.958646 | 0.988204 | 0.986221 | 0.988699 | 0.993722
data 10 | 0.985447 | 0.847715 | 0.991237 1 0.939301 | 0.999925 | 0.990785 | 0.993152 | 0.988961 | 0.988097
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Table 6. Scenario 3 - Result of Non-IID tests on data with same dependency to Scenario 1, 2

MCW | Collision | Markov Corr'lpre-s t-tuple LRS MCW Lag Pre [MMC Pre LZT8Y
sion Pre Pre
data 1 | 0.903667 | 0.635865 | 0.843896 | 0.673711 | 0.447485 | 0.837321 | 0.831328 | 0.865574 | 0.831328 | 0.831328
data 2 | 0.903399 | 0.634771 | 0.842649 | 0.672447 | 0.444858 | 0.820473 | 0.800328 | 0.831328 | 0.800328 | 0.800328
data 3 | 0.898529 | 0.638056 | 0.835279 | 0.669013 | 0.442239 | 0.799961 | 0.865574 | 0.901968 | 0.865574 | 0.865574
data 4 | 0.900212 | 0.642448 | 0.838117 | 0.670274 | 0.442527 | 0.831121 | 0.743791 | 0.771181 | 0.743791 | 0.743791
data 5 | 0.903193 | 0.645751 | 0.843811 | 0.673009 | 0.441837 | 0.830674 | 0.915942 | 0.915605 | 0.865574 | 0.865574
data 6 | 0.902247 | 0.632039 | 0.837167 | 0.667824 | 0.441609 | 0.820473 | 0.831328 | 0.865574 | 0.865574 | 0.865574
data 7 | 0.900068 | 0.644649 | 0.839397 | 0.671816 | 0.451997 | 0.820473 | 0.865574 | 0.916955 | 0.865574 | 0.865574
data 8 | 0.907769 | 0.630403 | 0.845568 | 0.67329 | 0.447849 | 0.83804 | 0.865574 | 0.911521 | 0.901968 | 0.865574
data 9 | 0.89976 | 0.638056 | 0.841795 | 0.676664 | 0.445568 | 0.835907 | 0.800328 | 0.831328 | 0.800328 | 0.800328
data 10 | 0.906861 | 0.646853 | 0.840033 | 0.6644 | 0.440755 | 0.830411 | 0.865574 | 0.901968 | 0.901968 | 0.901968
7 AU 1 - 32 ¥EE IR FYUE glo] Ashe W
Table 7. Scenario 1 - Result of Non-IID tests on data with fixed value at every 32 samples
MCW | Collision | Markov Con.lpre—s t-tuple LRS MCW Lag Pre |MMC Pre LZ78Y
sion Pre Pre
data 1 | 0.671173 | 0.817606 | 0.732235 | 0.905262 | 0.679112 | 0.786259 | 0.673478 | 0.670253 | 0.666033 | 0.671302
data 2 | 0.671454 | 0.832582 | 0.733645 | 0.925524 | 0.679394 | 0.78895 | 0.673443 | 0.666672 | 0.672745 | 0.671495
data 3 | 0.667748 | 0.875879 | 0.730029 | 0.902297 | 0.675661 | 0.798627 | 0.669888 | 0.672073 | 0.668669 | 0.667823
data 4 | 0.668865 | 0.832582 | 0.729588 | 0.894419 | 0.676787 | 0.761866 | 0.670955 | 0.665574 | 0.671782 | 0.668941
data 5 | 0.672276 | 0.870717 | 0.736005 | 0.946074 | 0.680223 | 0.780449 | 0.674391 | 0.668296 | 0.673551 | 0.672335
data 6 | 0.671874 | 0.955606 | 0.735588 | 0.947432 | 0.679817 | 0.813664 | 0.674005 | 0.669344 | 0.672237 | 0.671897
data 7 | 0.66698 | 0.817606 | 0.727984 | 0.89311 | 0.674887 | 0.818385 | 0.668979 | 0.67083 | 0.668023 | 0.667212
data 8 | 0.671471 | 0.901968 | 0.732871 | 0.910219 | 0.679411 | 0.794503 | 0.673549 | 0.671128 | 0.675779 | 0.671687
data 9 | 0.66773 | 0.881059 | 0.731292 | 0.920849 | 0.675643 | 0.817144 | 0.669731 | 0.668138 | 0.672657 | 0.667771
data 10 | 0.672942 | 0.860449 | 0.733685 | 0.914196 | 0.680893 | 0.817837 | 0.673141 | 0.676218 | 0.672511 | 0.67497
E 8. AUl 1 - 64 HIEE T2 A3 Flo] WAshs Wepdd
Table 8. Scenario 1 - Result of Non-IID tests on data with fixed value at every 64 samples
MCW | Collision | Markov Con'lpre—s t-tuple LRS MCW Lag Pre |MMC Pre LZT8Y
sion Pre Pre
data 1 | 0.82278 | 0.845182 | 0.84515 1 0.831818 | 0.864824 | 0.832085 | 0.822321 | 0.822855 | 0.822963
data 2 | 0.822079 | 0.857893 | 0.846193 1 0.831113 | 0.939351 | 0.828504 | 0.822263 | 0.822291 | 0.822282
data 3 | 0.817517 | 0.878466 | 0.838879 1 0.826517 | 0.938443 | 0.823607 | 0.819562 | 0.817805 | 0.817582
data 4 | 0.818195 | 0.820091 | 0.838588 | 0.962453 | 0.827201 | 0.941134 | 0.818319 | 0.818348 | 0.816169 | 0.825654
data 5 | 0.822897 | 0.886258 | 0.85074 1 0.831936 | 0.941134 | 0.829443 | 0.824969 | 0.823108 | 0.823002
data 6 | 0.823325 | 0.891476 | 0.844436 1 0.832367 | 0.958741 | 0.831909 | 0.820863 | 0.823614 | 0.82343
data 7 | 0.816955 | 0.84139 | 0.83843 | 0.967954 | 0.825951 | 0.943476 | 0.825498 | 0.824073 | 0.817262 | 0.817117
data 8 | 0.824201 | 0.845182 | 0.843814 1 0.833249 | 0.923929 | 0.833242 | 0.824579 | 0.824413 | 0.824677
data 9 | 0.818292 | 0.835093 | 0.841407 1 0.827298 | 0.963476 | 0.824523 | 0.826958 | 0.818833 | 0.818513
data 10 | 0.823247 | 0.881059 | 0.84682 1 0.832288 | 0.941134 | 0.831419 | 0.8238 | 0.823906 | 0.82345
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Table 9. Scenario 1 - Result of Non-IID tests on data with fixed value at every 128 samples

MCW | Collision | Markov Con‘lpre—s t-tuple LRS MCW Lag Pre [MMC Pre LZ78Y
sion Pre Pre
data 1 | 0.904264 | 0.850253 | 0.915721 1 0.892861 | 0.98671 | 0.91925 | 0.909266 | 0.904468 | 0.904551
data 2 | 0.904676 | 0.852795 | 0.917956 1 0.906928 | 0.994836 | 0.919604 | 0.905262 | 0.905396 | 0.905066
data 3 | 0.897811 | 0.870717 | 0.906199 1 0.895536 | 0.941134 | 0.910758 | 0.903141 | 0.898076 | 0.898076
data 4 | 0.900849 | 0.863009 | 0.909426 1 0.898276 | 0.98464 | 0.913949 | 0.898251 | 0.901032 | 0.901012
data 5 | 0.904243 | 0.870717 | 0.919318 1 0.895536 | 0.993681 | 0.91798 | 0.903985 | 0.90453 | 0.904324
data 6 | 0.904099 | 0.837609 | 0.90953 | 0.956289 | 0.898276 | 978847 | 0.918521 | 0.901084 | 0.904613 | 0.904263
data 7 | 0.899678 | 0.838868 | 0.907811 | 0.965889 | 0.903923 | 0.981676 | 0.914759 | 0.903676 | 0.900087 | 0.89982
data 8 | 0.906139 | 0.830075 | 0.91538 1 0.906928 | 0.993758 | 0.921688 | 0.905881 | 0.906447 | 0.906613
data 9 | 0.899945 | 0.837609 | 0.912521 1 0.89025 | 0.988029 | 0.913431 | 0.904974 | 0.90093 | 0.900498
data 10 | 0.906449 | 0.863009 | 0.915074 1 0.892861 | 0.987365 | 0.919937 | 0.903079 | 0.907809 | 0.90717
E 10, Avele 1 - 256 WS F7]% FUF gho] BAel W
Table 10. Scenario 1 - Result of Non-IID tests on data with fixed value at every 256 samples
MCW | Collision | Markov Con‘lpre—s t-tuple LRS MCW Lag Pre [MMC Pre LZ78Y
sion Pre Pre
data 1 | 0.946909 | 0.842653 | 0.955046 1 0.913095 | 0.9819 | 0.974093 | 0.951979 | 0.947078 | 0.947274
data 2 | 0.947588 | 0.850253 | 0.956183 1 0.928462 | 0.998821 | 0.973596 | 0.953299 | 0.949266 | 0.948272
data 3 | 0.940156 | 0.850253 | 0.944202 1 0.928462 | 0.968706 | 0.966498 | 0.950574 | 0.941085 | 0.940646
data 4 | 0.942079 | 0.855342 | 0.947995 1 0.928462 | 0.989571 | 0.966541 | 0.947768 | 0.943052 | 0.942612
data 5 | 0.946336 | 0.868143 | 0.95697 1 0.934847 | 0.998799 | 0.971132 | 0.94499 | 0.947163 | 0.946744
data 6 0.9457 | 0.845182 | 0.947677 | 0.961767 | 0.913095 | 0.820473 | 0.974872 | 0.943888 | 0.947184 | 0.946871
data 7 | 0.942756 | 0.833837 | 0.945736 | 0.950151 | 0.913095 | 0.969654 | 0.966734 | 0.945647 | 0.943454 | 0.94331
data 8 | 0.950223 | 0.837609 | 0.957161 1 0.924386 | 0.951928 | 0.97245 | 0.947365 | 0.951393 | 0.950866
data 9 | 0.942249 | 0.857893 | 0.95097 1 0.913095 | 0.969654 | 0.971823 | 0.95068 | 0.943602 | 0.943183
data 10 | 0.950521 | 0.888864 | 0.954558 1 0.909969 | 0.992473 | 0.983231 | 0.947938 | 0.952564 | 0.951037
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