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ABSTRACT

Due to a recent rise in use of a wireless keyboard and mouse, attacks which take user‘s input information or
control user’s computer remotely exploiting the physical vulnerability in the wireless communication have been
reported. Especially, MouseJack, announced by Bastille Network, attacks 2.4 GHz wireless keyboards and mice
through exploiting vulnerability of each manufacturer’s receiver. Unlike other attacks that have been revealed, this
allows to attack AES wireless keyboards. Nonetheless, there is only a brief overview of the attack but no detailed
information on this attacking method. Therefore, in this paper we will analyze the Microsoft 2.4 GHz wireless
mouse packet and propose a way to set the packet configuration for HID packet injection simulating a wireless
mouse. We also develop a system with 2.4 GHz AES wireless keyboard HID packet injection using the proposed

packet and demonstrate via experiment that HID packet injection is possible through the system we built.
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HEADER SEQUENCE ID | META FLAGS | DATA | CHECKSUM

08 90 — 01 = 43 00 —

1 byte 1 byte 5 bytes 3 bytes

00 HID CODE | 00 00 00 00 00 | 00 00 00

TR 8. A ohaw bR 22 F9 BAL AR 4
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Fig. 8. Packet configuration for HID packet injection as a
pretend wireless mouse
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Fig. 9. META FLAGS of wireless keyboard
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