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ABSTRACT

Recently, as a vehicle black box device has propagated, it has been increasingly used as a legal proof and
there are the needs to verify an integrity of the video data. However, since the black box classified as the
embedded system has a small capacity and low processing speed, there are limitations to the storage of video
files and the integrity verification processing. In this paper, we propose a novel method for video files integrity
in the black box environment with limited resources by using lightweight hash function LSH and the security of
HMAC. We also present the test results of CPU idle rate at integrity verification in vehicle black box device by

implementing this method, and verify the effectiveness and practicality of the proposed method.
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SHAR-256-256, 4096-bute messages: (tMin= 347) 0,08 usec/byte
SHA-256-256, long messages: (tMin= 170) 0,08 usec/byte
SHA-512-512, 64-byte messages: (tMin= 49) 0,77 usec/byte
SHA-512-512, 4096-byte messages: (tMin= 1549) 0,38 usec/byte
SHR-512-512, long messages: (tMin= 750) 0,37 usec/byte
LSH-256-256, 64-byte messages: (tMin= 9 0.14 usec/byte
LSH-256-256, 4096-byte messages: (tMin= 277) 0,07 usec/byte
LSH-256-256, long messages: (tMin= 114) 0,06 usec/byte
LSH-512-512, 64-byte messages: (tMin= 40) 0,62 usec/byte
LSH-512-512, 4096-byte messages: (tMin= 771) 0,19 usec/byte
LSH-512-512, long messages: (tMin= 362) 0,18 usec/byte

T2l 2. 64-byte, 4096-byte, Long Messages 272+ u]e]

SHA-256, SHA-512, LSH-256, LSH-512 *J5H|~E. Long
message+= 4096-byte - 2048-byte |7k
Fig. 2. SHA-256, SHA-512, LSH-256, LSH-512

Performance Test for 64-byte, 4096-byte, Long Messages
respectively. Long message is 4096-byte process time minus
2048-byte process time.
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thefgl wA[#] Holell tigk SHA, LSH AeH]al
(LSH A8A17F | SHA A2A4)7F * 100)
Table 2. SHA vs LSH Performance Time for Several
Message Length (LSH time / SHA time * 100)

64 byte | 4096 byte long
message message message

SHA-256 vs

LSH-256 69 % 79 % 67 %

Performance Time

SHA-512 vs

LSH-512 81 % 49 % 48 %

Performance Time
LSH-256-256, 64-bytes messages: (tMin= 11> 0,17 usec/byte
LSH-256-256, 128-bytes messages: (tMin= 20) 0,16 usec/byte
LSH-256-256, 256-bytes messages: (tMin= 32) 0,12 usec/byte
LSH-256-256, 512-bytes messages: (tMin= 53) 0,10 usec/byte
LSH-256-256, 1024-bytes messages: (tMin= 95) 0,09 usec/byte
LSH-256-256, 2048-bytes messages: (tMin= 178) 0,09 usec/byte
LSH-256-256, 4096-bytes messages: (tMin= 345) 0,08 usec/byte
LSH-256-256, 8192-bytes messages: (tMin= 680) 0,08 usec/byte
LSH-256-256, 16384-bytes messages: (tMin= 1348 0,08 usec/byte
LSH-512-512, 64-byte messages: (tMin= 44) 0.69 usec/byte
LSH-512-512, 128-byte messages: (tMin= 47) 0,37 usec/byte
LSH-512-512, 256-byte messages: (tMin= 92) 0.36 usec/byte
LSH-512-512, 512-byte messages: (tMin= 137) 0,27 usec/byte
LSH-512-512, 1024-byte messages: (tMin= 228) 0,22 usec/byte
LSH-512-512, 2048-byte messages: (tMin= 409) 0.20 usec/byte
LSH-512-512, 4096-bute messages: (tMin= 771 0,19 usec/byte
LSH-512-512, 8192-byte messages: (tMin= 1496) 0,18 usec/byte
LSH-512-512, 16384-byte messages: (tMin= 2946) 0,18 usec/byte

T2 3. 64-bytes ~ 16384-bytes ™| A|A]ell diE+ LSH-256,
LSH-512 o] 3§47k

Fig. 3. LSH-256, LSH-512
64-bytes ~ 16384-bytes Message
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Table 3. Performance Time Percentage of Various Length
Messages against for 64-bytes Performance Time

((usec/bytes for N bytes message) / (usec/bytes for 64-byte
message) * 100)

bytes| 64 | 128 | 256 | 512 | 1024|2048 | 4096 | 8192 |16384]
LSH-
256
LSH-
512

100%| 94% | 70% | 58% | 52% | 52% |47% | 47% | 47%

100%|53% | 52% | 39% | 31% | 28% | 27% | 26% | 26%
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