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ABSTRACT

Recently, the use of mobile devices has increased in order to provide a variety of services, and thus there has
been a surge in the number of application malicious attacks on the Android platform. To resolve the problem,
the domestic financial sector has been introducing the app anti-tamper solution based on cryptographic algorithms.
However, since the capacity of apps installed in smartphones continues to increase and environments with limited
resources as wearables and IoTs spread, there are limitations to the processing speed of the anti-tamper solutions.
In this paper, we propose a novel anti-tamper solution by using lightweight hash function LEA and LSH. We
also present the test results of a simulation program that implements this method and compare the performance

with anti-tamper solutions based on the previous cryptographic algorithms.

.M B Azt FAlell NI RE FH s, e e
defe] AlswlelA ARARe] Hg AEE sk

# Android ZYES oz g opyd :ee olek eoleidt Hele] Ao =RE ARl ARE
s} Z7Velar 9lar, 19} tEe] 9-ME ofZe)Ao] s #7171 fl8) o §1-HE wA] EFAe] =9
Ao a7t F1skar glek e o & Ao |l =giekl ednid o 9wz wix] 7)ee hF dar

+ First Author : Sejong Cyber University Graduate School of Information Security, jylee315.kr@gmail.com, %3]<]
Corresponding Author : Sejong Cyber University Department of Information Security, nschang@sjcu.ac.kr, %J3]¢1
= E D KICS2016-11-355, Received November 17, 2016; Revised December 5, 2016; Accepted Jaunary 13, 2017

250

www.dbpia.co.kr



2]58 Wol ARS8l glar, AmhERES] Aleke] Fo}
AR oje] Gko] s AX| AL ok T Ee] o]
2lEolu IoT AlE5o] S7kebaiA o ¢1-Hx wA
S7Ade] A5 e A2 St A =8 o
& 5 dwelge] FeAe] A T
b Al A= o 9w el
AR ke daeleEd FHT Slel Ak
a4 R ok daelEEe] A vlal A AlA
et $-wEs sl S13k AheRe = F

9uE ARel] vhe e gfo] wloluiz]
s}, A 24 WA, SE B S8 ol asle] A

& AL 2 Al 32} BE AR
A& wl2] Agksle whygo kP o] uplellA Afue}
dloE] S Fa L} 2 0B S EA7)A] ¢
3] 98l E daE|EE AR} B el
AA] AH=]= DxShieldels 57400 HE=0] 9l
th37] kw2l SEED ¢} vk Fuje] tiAy] gz
=9l AES™, ARIA", LEA®Y] A58 n)awsic).

Y} FAAE Arske v siA] daelES o)
S3to] B <o) d|A] gkt Al ARE= o] SiAl
s mlasle] o] WAESlEA TEske whyel
c} 0 B el e AA] A RS 8 AR
=] =APP Protectzh= £-7410]] #4-5]0] g)i= SHAM!
9} ol s LSH'Ze] A5-S w|wah

I. 4 2 HE A SFH0MO| 45 Hl

Aol HaE digel i el &34
(DxShield)el] tsled zHks] 7|eslar £F40] 2t
ke FA oA AMEEE B oks dae]E SEEDe}
o] o2 55 ks daE|Eel ARIA9 AES,
LEA(=Y] 225 73 ks dwe]H) o] A5-S vlast
A} gk

DxShieldi= 2Fe] T]H L, w3}, x|l €], A
Al wWx A EE hEssE zdgkl

E 1. DxShieldol|4] AHe5le k3 e

DxShieldol|A] AH-== b3 dae]ES vhg3) 2ok
a7 12 DxShield®] A 25855 HoiEr) 1
HollA Bepllon FAE P 55 duE|ES
o]-g3lod FEfo]AEL} A7} HlolElE
Fefate] eHAsAl AHdslhe FRle|th o] el
SEED®} ARIA, LEAE #8438l A58 vl 4
g},
27 1 DxShield 74 A 3555 A 7|&
sk o3 2k
@ F=elAE 7] 24 A 2 FefoldEelA A
2 27] delHEvIIhE 84
@ A9 7] 4 A 2 7] dlole] A F AHE
@ FEelAEdA A= 23 Fd 8A
@ Auje] sil7|el FEle|AE NI R vdy)E
AL B5 ok dae|Ee R A7 skl oF
33 4 A
© H8A FElo|AES] ARly|el A 7=
HE71E A 55 ks dae|Ee R A
Xo]' j’]’ OE] —E_:'ii}-
® AF Fd AR 4 F olsslsle] nit

—

@ Generate key pair/
Request server’s
| public key

Client's public key
@ Generate key pair

fe— Server’s public key o

® Request save file
| J

@ Encrypt the save

file with a agreed

e e ]y

® Decrypt the save | | BRI

file with a agreed
secret key

|| ® After the necessary
|| “modifications to the

1 save file
Encrypt and keep

\

T2 1. DxShield A4 5%
Fig. 1. DxShield full flow chart

21 79 =4
TFHEL glo|BaE] FEHZE ATEE £540]7]
w]o]] DxShield”} A== 7S &
2l 29} 7o) gh=Rol=g 4 o

o=
i
2

F 2. 2vtEE 1 37
Table 2. Smartphone implementation environment

Table 1. cryptography algorithm in DxShield cPUy Samsung Exynos 4210 12GHz
Division Contents Opration System Dual-Core/ Android 4.0.4
ECDH'" | E2ET ission i 1 k h RAW —
-Transmission interval key exchange Language C. Java(INI)
SEED E2E-Transmission interval En/Decryption Compiler GCC 4.8.2
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Table 3. Server implementation environment
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Table 4. The time required by the client(unit: second)

AuthenticAMD Common KVM
processor /[
Linux devOl 2.6.32-50-generic
#112-Ubuntu SMP UTC 2013
x86_64 GNU/Linux

CPU/
Opration System

RAM 8GB
Language C, Java(JNI)
Compiler Visual Studio 2008

H_'
File Encrypt Test
ILEA v H'IQZhit -
‘ DownLoad!
J
‘ Encrypt! |  Decrypt!
L3 |
A. Hs oI

Total Duration : 28884
ECDH Duration : 152
Download Duration : 16708
Decrypt : 4117
Encrypt : 7906

B. Y& 5t HIOJE HE
Fileheader: <@
filelength : 47470856 || filelength : 47470856
filename : encrypt_file || filename : SampleFile
filepath : /storage/ apk
sdcard0/downDir/ filepath : /storage/
encrypt_file sdcard0/decDir/
SampleFile.apk

C. S33}F H|0jE HE
Fileheader : PK

2! 2. DxShield®] 7-31 3P4

Fig. 2. Implementing screen of DxShield
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Solution En/Decryption function
Algorithm operation operation time
time Encryption | Decryption
128 35.89(1) 2.81(1) 2.69(1)
LEA 192 36.86 3.16 2.97
256 35.39 3.20 3.11
128 | 44.54(124) | 6.82(2.42) | 6.76(2.5)
AES 192 45.55 7.73 7.54
256 46.83 8.60 8.61
128 | 58.74(1.63) | 13.85(4.92) | 13.80(5.11)
ARIA | 192 62.53 15.02 14.94
256 68.71 17.68 17.66
SEED | 128 | 45.08(1.25) | 6.64(2.36) 6.52(2.41)
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Table 5. The time required by the client(unit: second)

-0
s

& Hlrh

Al Solutiortli II(sé}:eration Encorgsrt;c:irz) nFltl;flteion
128 28.25(1) 27.97(1)
LEA | 192 28.43 28.11
256 28.48 28.15
128 28.31(1.00) 28.14(1.00)
AES | 192 28.85 28.63
256 29.09 28.81
128 30.62(1.08) 29.88(1.06)
ARIA | 192 32.78 31.96
256 32.95 32.07
SEED | 128 31.35(1.10) 30.82(1.10)
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ECDH E2E-Transmission interval key exchange

[1761)

SHA-256 | Application integrity verification
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— Dynamic Hash
CPU/ Samsung GALAXY Note3
®hDe|fryptfi"°n and | | @Send encrypted © Encryption Opration Samsung Exynos 5 Octa 5420 2.3GHz
i ificati verification resul 1 verification resul . .
e ficat i feat It System / Android Kitkat 4.4.2
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Fig. 3. APP Protect full flow chart
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Table 8. Smartwatch implementation environment

CPU/ Sony Smartwatch3
Opration ARM Cortex-A7 MPCore 1.2GHz/
System Android Lolipop 5.1.1

RAM 512MB
Language C(ARM NEON), Java(JNI)
Compiler GCC 4.8.2

E 9. A9 74 34
Table 9. Server implementation environment

OC;It‘Z)n Intel i5-3470 3.20GHz
P / Windows 7 Ultimate K
System
RAM 8GB

Language C(SSSE3), Java(JNI)

Compiler Visual Studio 2013

E 10. &3 = &4

Table 10. code source

Source Source
Code
LSO | e Fas Imptementation
56/384/512 eference Code, Fas plementatio
Code
SHA-224/2
56/384/512 OpenSSL-1.0.2
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Table 11. The time required by the client(unit: second)

Solution operation| Hash function
time operation time

Algorithm
Smartph | Smartwa | Smartph | Smartwa

one tch one tch
224 0.81 1.94 0.79 1.87

b5 | 080 | 198 | 078 | 191
SHA (2.66) | 2.17) | (2.68) | (2.48)

384 1.26 3.28 1.25 3.19
512 1.27 3.37 1.26 3.28
224 | 0.70 2.13 0.69 2.08

0.71 218 | 070 | 2.09
236) | 239 | @41 | @7

384 1.29 391 1.27 3.81
512 1.26 3.94 1.24 3.85

LSH 256
common

04| - - - -
0.3 0.91 0.29 0.77
256
[LSH W | oo | m )
simd_opt
384 | - - - -

512 | 0.37 1.17 0.36 0.99

e v AAE Fepold B HE= A3t
29] Az} sjAge] FAAZRS vl wEhd E 12
9} zr}

LSHE #2471 APP Protect {4 %= SHA2
¢} w)wsle] LSH W4 4~Fce] 7% 1.49), LSH

E 12, Al 27k 1%
Table 12. The time required by the server(unit: second)

Smart Smart |Hash function
Algorithm phone watch operation
solution solution time
224 1.25 2.32 0.17
256 1.28 2.32 0.17
SHA 2.37) (2.03) 3.4)
384 1.81 3.71 0.25
512 1.88 3.80 0.25
224 0.99 243 0.12
1.00 2.48 0.12
LSH | 2561 (g5 @.17) .4)
common
384 1.64 4.25 0.16
512 1.58 429 0.16
224 - - -
LSH 256 | 0.54(1) 1.14(1) 0.05(1)
simd_opt | 384 - - -
512 0.61 1.42 0.06
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