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ABSTRACT

With the development of IoT (Internet of Things) technology, the application area has been diversified and the
number of users using this service also has increased greatly. Real time big data generated by many IoT devices
is no longer suitable for processing in a cloud computing environment. To solve this issue, fog computing is
suggested which minimizes response time and makes real time processing suitable. However, security requirement
for new paradigm called fog computing is not established until now. In this paper, we define models for fog

computing, and the security requirements for the defined model.
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2mlE 8| E(smart grid) AJR]AE o|-88h= AREx}
°] 2vkE wlE|(smart meten) & HE 5 3= 47
7} aleh g, o FAAKE AH8Ae] A &
B S o]-g3to] ARgAPL A % Al 5o

g B A S 9

= =

=

=2

3.6.2 9| Zajo|sA|

1A R zeto A= mupel An|x FAelA F
83k nek olfreet o]= $IAAHRE Mkew ¥
Au2E Al ARALS] SR RS e A171A
Q=5 k= otk SIAAE Zejo|HAlE wAtsl|

R

(identification)= F-AA7} & 5= ¢17] o
o] AR REF) 3R B4 $)A]

g{é
bt
[
0,
o,
g
-
i
it
£
M
Y
=
o

83 Wy

zq
ol 718 2Rl YA RS F AJA
dol] Agse] My Algs ARAPE 219
A olA] AAle] 91AR R} 3 Tl JAR RS
olg] /NS WHEoA] 1 e AL HH 1
e 7 AARE E3sle] BE AR R
gk Mu| g Algsla AR oL 5 AdA 24l
1A el dafjxnt ghelshd glek spx]ak o] why
2 X0 2=} 7P AR el gigk Aules AEw
o} ghrh= AollA] W3 =y} 33 AXAHREZST
E] AA| $IXAHRE FEeH= 52 34 (inference

attack)ell FeFshrh= EAlAe] 9l

3.7 2 Ao

o3 £ 758 3L Ak SlsiA HE
Al 7165 4% 5 ek FEE=E deolHE 9
gl 3 6lA o] A Aol BE oJekE dlolE]
o tigk stEslE Fele] 7AE 4 9lrk olzd W
A2 ZA A 7] 71Rke] A2 Alelel Fh 7] 7]vE
o] AT All& ER=Eck A 7] 7k dashe
2] Azke] &gAo|A|ut dnbx o Bilgl 7] 3t

E okl wbel] 37 7] 7k hsshs 7]
)7} QAR WL A A7 87, 7))
2 e R b I Lt e L= B it )
Zb Aol of-gnke- x|/13)7] wltol T IoT 7]
7] T2 AgA) 7F ok HlolE Ffias AlRskE A
= AlelE 878] wlEel] olell AgtsiA| ¢k ol&
1 Aslr] ey A 7k sk 71T 2 gk
3 7S o]43 4 sich

Za A5 BN E shte] 23 k=) o

o

el loT717155 Fefste 25 et 2 = 3l
=0 v

o} o]oh A2 FAelA BF 1T 71715 Al §4]
< 3] witel A A6l IF EAl 7IHE
Gafof ghck w3 £ ZFH A b=
2 xeSdoT7 7)ol AR AAAQ AT Ale] ZRE
Z2| At o]e} FAlell ToT Ao} 22 22 717]

| et g
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o4 4t 7Fs3t ARl sk= 71w el AV} Hast

o}

3.8 7| 2z

A= 4 9= 2 HAFE A 10T717]-2
A A L Ll B S e S e B
= 7 2% S Slaiile A 7] i) Al
oo} gt} 7] gk A3t B4l & ss) §Als
A3 deg 718 A, 23 A, e 55 =Y
ol o]#fgk ol HEE = dloleld] S B
3171 $lsiME THFeF B (Forward secrecy)/ S
v}k n]dAl(Backward secrecy)[31]—% = S R
FE T4l 3 o} gl

3.8.1 =g bo|LUA/ st H|LUN

IoT7]7] 7} 2% BAlS 3lx 9lE el A=
-+ 71717 ks 7, 718 ARska W 1E
715 adZ IR o1 77 el 3
371 olzske dloleol Hlsidx AT 7ls3lek
olof tigh ekHAS RA s BAS ek udAl
olgfar gtk HiHE, ZgellA 1oT7|717F LE-lA]
GESH= 4 15715 A ko ©E gl loT
7171 AsiA dlelelell Wiak Hte] 7Fssich o]
o gk SIS RASHs BAS usk ndAde]
2ha 3} £ 5 SelA oT717]15L o) 54
< 27] witel] % A WA 2l olzidh
AL wEshA 849l 7] eSS ol e

Jlm oL

—

-

3.8.2 &= 3Z(Collusion Attack)

25 Al 373 WellA] 7 Ai)1e] 39 AHEdghe]
PR B Frste] HIHE H55he 34
TR FAele} gk 3 ZgellA =ESl oT7]719}
A FHAg [0T7|7]17F A 22 ARZ F-f51A =
o 2E dloleo digk IS do] W 5 gk
wjepr] o]2gk FAe| el ekdgt 7] 3] 7ol A
Al=leleo} ghel,

o

3.9 #xid 34

FEHE w20 oS Sl shie] 3
AA S1ell o2 Ao st AArE 2AsHAl Hek
oleldt Sk aellA ofeHal FARRE Rt
I dlmeu AjAle] g ol gate] 2k A
Alell 9l the Ao ARE DHT 5= gl o]
AL A 342 & Frelv W<l 34

o= 0] A} 24 (Prime+Probe) A3} =

>0

o 2

o
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718} 2] AA) 24 (Flush+Reload)”"uH4]o] Zajgic)
o] Wl R A4S 'AlEt] o s A
Al Al she 7P vz Aels gejsie] el
sh= 7Ple] ZAlghe) oleidt Tzl ool
ol FFlA| opdAIE Htsfof b FAA} 4
= Al=stels uf AHIE FEEAEA], olud A
7} frEEdeA] ghdshs 71He] dasich

71E SR SRR A AlaEle A
Ao 7 ola] HAF IoT 3HolA H3sir] ok
A& 7P glek AR]2s =] <d(latency) 43},
AMgAE Ak8E Q1Z|(context  awareness), ©]%Ad
(mobility) 5] 7% AF3t7] A3l Ak £ 7
FE(Fog computing)> SA7}A] Al~s]mdo]i} Al
2| wde] oigk Ao|7} wEslA] gkl o] w=tellA
= ol2igt mels Aoty WA 4= 9l= Mt ol4f
o tial] =R A2 sk IoT7]717F AR
7l wet Batel] gk FoAE A i
a2 glet w3k 10T 717]= o1&=iAlelAde] Fefel o}
2} olefgh Au| s melS Algskar 2ol i oot
Wt Q7ALERS 7RIch Al AR 2 31
oA AEA B 5 = Hot ol ET A AT
staAl shs E AT AR]seld] S7EE Het
LAARRS aeate] A 2~glS Ao i
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