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ABSTRACT

This paper suggests an efficient software implementation of lightweight encryption algorithm PRESENT which
supports for secret key lengths of 80-bits. Each round of PRESENT is composed of the round key addition,
substitution, and permutation and is repeated 31 times. Bo Zhu suggested combined substitution and permutation
for efficient operation so that encryption throughput has been increased 2.6 times than processing substitution
and permutation at separate times. The scheme that suggested in this paper improved the scheme of Bo Zhu to
reduce the number of operation for the round key addition, substitution, and permutation. The scheme that
suggested in this paper has increased encryption throughput up to 1.6 times than the scheme of Bo Zhu but

memory usage has been increased.
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E 1. PRESENT®| S-Box Hlo]&
Table 1. S-Box table of PRESENT

x 0 1 2 3 4 5 6 7 8 9 B C D E F
Sz)| C 5 6 B 9 0 A D 3 E F 8 4 7 1 2
E 2. PRESENT®| P-Box EHlo]&
Table 2. P-Box table of PRESENT
j 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
P(5) 0 16 32 48 1 17 33 49 2 18 34 50 3 19 35 51
j 16 17 18 19 | 20 | 21 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31
P(5) 4 20 36 52 5 21 37 53 6 22 38 54 7 23 39 55
j 32 | 33 34 | 35 | 36 | 37 | 38 39 | 40 | 41 42 | 43 | 44 | 45 | 46 | 47
P(5) 8 24 40 56 9 25 41 57 10 26 42 58 11 27 43 59
j 48 | 49 | 50 | 51 52 | 53 | 54 | 55 56 | 57 | 58 | 59 | 60 | 61 62 | 63
PG) | 12 | 28 | 44 | 60 13 | 29 | 45 61 14 | 30 | 46 | 62 15 31 47 | 63
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Fig. 2. Generation of SP_Box table in Bo Zhu’s scheme
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B 3. otEst A=k SAS $% MY 3
Table 3. Test Environment for encryption throughput

E 6. Wxeg AReeF 24 93 A8 34
Table. 6. Test environment for memory use

T AL T AL
CPU Intel(R) Core(TM) i5-3470 CPU @ Board Model nRF51822_xxac
3.20GHz CPU ARM cortex-m0(32bit, 16MHZ)
RAM 4GB RAM 4GB
Hard Disk 500GB Flash 256Kbyte
oS Window 10 (x64) Compiler Keil v5
Compiler Visual studio 2015(19.00.24213.1)

® 7. ]_,_E] /\]—Q—Bk =3] 7«1,].
E 4. 9353} A= =4 A7) Table. 7. Test results of memory use
Table 4. Test Results of encryption throughput
oy | Code | RO | RW | ZI | Flash | RAM
Fs MelEk | (byte) | (byte) | (byte) | (byte) | (byte) | (byte)
T (Mbyte/second) Bo Zhu | 2054 | 1248 | 16 | 2368 | 3318 | 2384
x64(64bit) | x86(32bit) AoF
A} A v " s Sy q | 2294 224 | 16 | 2368 | 3184 | 2384
Ak
Bo Zhu 208 18 ]ﬂ; 4332 | 224 | 16 | 2368 | 4572 | 2384
Ak 714 1 20.6 116 72
A= e} A Al
ez | RE7TH 2 2138 118 7;1‘;3 3052 | 224 | 16 | 2368 | 3292 | 2384
Ak 714 3 24.7 14.4 1o
A
Ak 714 4 24.9 19.7 713‘; 4| 4476 | 224 4 | 3628 | 4704 | 3632

E 5. Algt 71'E SP-Box #l®e] A= vl
Table 5. Comparison of memory use for SP-Box
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Bo Zhu 1
Aot 719 1 1
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A 714 4 32
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