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ABSTRACT

We propose a scheme to reduce the time for the SSL/TLS handshake by embedding it into the TCP 3-way
handshake. The scheme can be selectively applied on the standard TCP for making the SSL/TCP handshake
happen within the TCP handshake, rather than performing the TCP handshake and SSL/TLS handshake in
sequence. We implemented a prototype of the scheme and did some experiments on its performance.
Experimental results showed that, compared to the sequential handshakes of the TCP and the SSL/TLS, the time
reduction achieved by the scheme varied in the range of 3.2% and 14%(when the elapsed time by the ping
program from the client to the server was 11.6ms). The longer the time measured by the ping program, which
would grow as the propagation and queuing delays do, the larger the reduction rate. It accords with the
supposition that the reduced time due to the scheme will increase in proportion to the amount of the elapsed

time measured by the ping program.
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I.M E

<) Ezfj=le] W F 5 $]s] HTTPS(HyperText Transfer
Protocol over Secure Sockets Layer)7} 2] A= 1
gtk HTTPS= <] BAlel AME= HTITPol
SSL(Secure Sockets Layer)& 2-8-AlZ] 224 Felo]
e} An] 7k v]UEALE 758l Ff!. Alexa &
Aol wh2r 20161 1149, AF$] 1,000,0007] Aol =
2] 11.6%7} HTTPSE 7] Fl(default) 02 &3}
glemPl 20161d 79, A Holx] Heler] F 45%
7} HTTPSZ ARl Assicl. 7-F(Google) 52
719e ®E ] EAle] HTTPSE AREsiAl:
HSTS(HTTP Strict Transport Security) %22 A=}3}
3L glow, 3F HTTPSS] AR H]E-S HA Zolr
Aoz ok,

HTTPSE H|Y FX1S $J8 SSL& AREsioz
SSL #l=4]o] Z(handshake) 4L 7|=x|&=dl, SSL-S
geHolaE 28 AF A T2 EZE TCPE A%
ghe}. w2l SSL Al=4o]= o3l TCP M= o]=
7} AdejEofof ghoh A3A 02 HTTPSE ARS3H]
o]del TCP #=Aol= 2 SSL = o]z o]
B gesiel aeeE F 7] dese]a A
285 AZES ol 7o) AMAle] HTTPSE ¥
g <) An)e] SRARE Aatell mgo] Hrk

SSL/TLS AR~ 19| As§A|7F 77he 913}, TLS
2~ Z~E}E(TLS snap start), TLS A8 Q14 vz
714 27](Prefetching TLS Server Certificates) 72
7|1&5o] AXEIE o)F 7EE A FAl S
o]g3le] SSL F=Ho)= AL W53, Felo)
QA E7} EAS A E3)7] Aol SSL AT 4o]|=2E =g
Al & APAZHE ZQlk o5 zbt & A
e FE  ole] FEelAE siAlx o] SHAIRE
9 3 7S 5 A, gHAPde] EAlgih
TLS 4] ZElEL A3 A8k AR|ES A=

g o slem, TLS AW 154 mle] 7k er)=
ulE] QAFAES 7R ARIE dB] AA] sk
Ao Eo] 71 A omd Alysly] Qg WP} swolxIck

B ol 7 Aol A B3hs B3led
SSL dl=glelze A8xE AR 24 5 Se
SSLmTCP(SSL embedded TCP) 3=Ho|=E Aok
gt} SSLmTCP gl=4o] =+ TCP 3-%Hl(way) =
Hol=z #gof| SSL M=oz Ao wAREE A4
J3ted 3709 SSL al=4le]= wWiAAZ L MR A
g Fer} glofivhs AAE 7RIk 1 AxE
SSLmTCP dz4o|zE o] 8¢ FAFAES A o

_>
&
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oMol wiAA] 4l 2 A2 I wkestel gefelsd
E glbelxie] SR w5 B9kE 7@ ¢ gl

II. TCP #=H0132 SSL #=H013

TCP(Transmission Control Protocol)[s’ﬂ% ks
(transport) A|EL] LR EZZA] A 27 E(segment)”}
AR o, AR =Ashs S BASH
HTTP(HyperText Transfer Protocol ) 5 th2] <€
Ul 8 ZREFO a9 Ap|lam g ARgEch
TCP= A=A Sl dlole] AeE sl AE dlole
7} 2P ASRES 8] 4, Ao} ZejolelE
Rold] 13 13} 28 3-8 As4lol= 3L A3
o,

SSL2 A& AS3} -S-8(application) 715 Afe]el
$ A= B4 ko™, SSL3.04-E]+= TLS(Transport
Layer Security)2}x = E7Ich TCP/IP L2EZF H-&
& weke wEsle] AR Qo] del =3
(eavesdropping), 5%FKman-in-the-middle) 34 5
of FHepslelt!. o1& FA4L =] 913k W F s
7} SSL/TLS®] AHg-e]ch SSL-2 2% AlS $lollM %
AAsh SA1A7 i AR ke shlol, B4
o] A3AtRRE BEEE AE BAske dFe]
Bl AZeleh SSL/TLSS AMelH, Felo|dlEe}
A7 sgkshs dlolelrt eksstee] AdtE]] wl
o FAA= o] dlolelE BsltiElE <= v4-elA|
& 4 ok

SSL& AR8-8l] Sfsid 23 29} 22 =dol=
o] Basjel =4o]=el Hadk AHEL TCP
AAEANA dele7h E3hE= el dHloj2=
(payload)ell  #3k=|o] kgt
(Client Hello) 3 A ell7A] A&3ha A12h¢Ic} (Client
Hello)olli= Seteld &7} A aid] 7kl R7F 2
g} di7] Feld Ave o]E AL (Server Hello,
Server Certificate)& %3k}, (Server Hello)olli= 4]

client server

SYN, ISN = X

SYN + ACK,
ISN =Y A/N = X+1

ACK, A/N = Y+1

Data

T2 1. TCP 3-7HA4] J=so]=
Fig. 1. TCP 3-way handshake
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=/ SSLmTCP 3l =4o]=:SSL At 4o]=2E *3FslE= TCP 3-5H4] =4o]=

client server
Client Hello

Server Hello, server certificate

{SYserver, Finish

Finish

Encrypted data

Client Hello : R¢ + cipher suites list
Server Hello : Rg + chosen cipher suite

Rc : random number of Client
Rg : random number of Server
N : pre-master secret

{S}server - encrypted S with server’s public key

2l 2. SSL dE4e]=
Fig. 2. SSL handshake

w7F At A 3k RoF 23R SEfoldEE o
S ke T oad File)| AR F15S sk dl 2

23} Za]-mksE] 8y FH(pre-master secret) SE A4
331, o] ZHS- (Server Certificate)ol] #]4% Anie] 2
7N7](public key)Z &3kt {S},.,,., & HEgc)h A
He Ak 18-S 21119 7Nl (private key)Z =
53} & Zgl-vkaE vE G S devh vREe R
Aule ZEo|dEA FinishE BNtk dl=Ao)=
o] T Ao} FEloldEx R, Ry SE ©|
L3 =2 F-F3h= A4 F(session key)E-S ANkl
U, o]5S o]gsl kxldt BA1S $ ¢kusts Al
il o7]xe] obxlelt ?l—o—(authentication), 74
A(integrity), 71"24d(confidentiality)S =57 A3

oflgey

III.

e

2 o7

3.1 TLS A" AELE(TLS snap start)

2010 F2ellA AljKE TLS 2 epele
Client Hellool] 2~} ~~€}E #AK(snap start extension)

Fblel TLS el 3b45] A9 85 I
5 B3 83p wherh 2 2EtE dlugo] oA
%ﬂ"]"dicﬁlﬁ A= e she] “ﬂ/‘]ﬂ“& w7
ustell, ol B A EAE WY Tl Rl
oﬂ%)—‘b— HkS 5= o) A= AfAle] A~ Y 7k
RtEss o, SeteldErE Aok 20nte] 22 @
=] u}(Chent Hellool] 33h), orbit & &z A& o4
) xpale] wis] ghs AR 03714 orbit2 A1
7h AR gutel E ghow, 2] & =solaE
g uf] FEfoldEdA =)

A= A A(replay) 545 WAE] 18] Sl

e i ml

0

mlo

AET} A3} orbite] SHIEA] Flsla, Felo]dE
o] Ak Hbel Ale] Al Azt A 7HA ofuial
2] galgic), wak v ALl 2 Blsly] 93] 2
go]A B} Alqket 20mte] B2 alw] 7k #Askar 9l
o} g, 29 ~ElEE ANSP] A, SrleldEs ub
A Aol F de=ge)m S Alesfof gk o]
A ol Felo|dEE A ENE orbit 5 A &

E ARGl Fagt ARE Al o]F FAlTE

o] 2ebEE ARga 4 oA ok

At TLS 29 ~EelEo= 3A]go] Eagich
Qe o] 3} W A2 Alo] o] H2e )
W g Wk 25| = Alo|ER Bk o]El AF
Solle 3 W] F Jd=olart A=A skl o
ol 2] kg AMga 4 gl Hek 2 ek
B aledela 3 FA o] FAE ukA) o
a, tal F =)= wf Wisk Ao QlFA]E Al
Al(cache) ) AHg3bck kel FALE Azkslr] Aol o)
AFA7} B AW ZRE] e AFAE wo}
of ShE o] o= E Adlol= AL Aaka
o g}, 2 =) Algk WAL A& AT A=
ste] BAlelw A8 7P5sie.

3.2 TLS Mt QIZAf 0j2| 71H27|

A Q1A vlE] 74 07|l ARgAl} €] Ale)
EE o]8sh= B3t HeheAe Al el o]F
B 7EsA0] 9l 9 Al EES glZx] AHRE 1]
2] 7P Ag vk 1 F dle4olad] Bagh
AR vl sllFe], ARAE 54 Alo] Bl AZebH
A TLSE o]43t £418 7Fss 3k

A Q1A mlE] 7E 75 SlsliAs vl A
o] Aks & Folof gt} 53] T8 ¥H AP|E &
off HREshar giehH, Al spielx] A2 7Fsdt Ale
E7} woby F7} o] oAl Hr) o Ant
o w=rl wle] 727 ¥ Al E F20% HEo] AL
o|Eol] AA| AHZE wf 7} - oF 5%°]3, 10%
Hro] AfolEof| AA| AT wf F7} ¥k oF 10%

= 2495w,
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IV. SSLmTCP SHE#H0|13

TCP 3-5H] =go]=e] SSL A=4o]| =S =)
(embedding) A7) 224 A iAbellAe] 7] v AR
I AEa FelolodE iAol e] SR S &
XE 3= AR ZEEFS L))
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4.1 SSLmMTCP 3H=4o|= 7H2

SSLmTCP &l=4jo]=2] 4] ofolt]e]= TCP 3l
=4o]=z9} SSL luol=2E FAld sk Hlo]
o} 23 3% ¥, 7] SSL¥} TCP 3l=4o]= =4}
A4 A3 BAE Y, SRl ERNE AHE
2] A dlole] AE7HA] = 63)(ACK 2} Client Hello:=
FolA AF 7FsstEs 132 792 WA (Al
ES x3H AHPe] F8Fes & & ork uHd
SSLmTCP #=4o]=+= SYN} SSLe| wA]#A] 1,
SYN+ACK <} SSL9] #A]#] 2, ACK <} SSLe] #HAA|
3& Bl Ao mn A EAE Fefe]dERS]
A dlole] Ag7A] a3k wiAA] A4 348 432
Zqlr)

a7 4+ 3|ti(header)E E3I3F TCP A=)
TS vepdck TCP 8t 2= 3 Flagsell= SYN,
ACK, URG, PSH, FIN 52| 1H|E®] Fa|150] %
T, o] 5] ZFtel ule} Al ES] Adte] Azl
t} o2 Eo, SYN AW EE SYN ot 1,
w7 Fel1= 002 AAEL) AR E9a #E
gelsle] oW 3k sl AlaRlEQR] A H,
Az AAke] TCP Abeloll wel AAdsiAl o)-ggich

client server
YN

1 client server
5 SYN+ACK | TCP SYN with
handshake 1 Client Hello
ACK
3 . i SYN+ACK with
Client Hello 2 Server Hello

server certificate
Server Hello

erver certificate | sst
handshake 3

ACK with
{S}server: Finish

IS

{S}server Finish

— 4 Finish
6 Finish
- Encrypted
Encrypted ~  Data
Data

J% 3. SSLmTCP 3M=4le]=($-3)e} 7]& TCP9} SSL
=o)L £3F A8 nulaL

Fig. 3. Comparing SSLmTCP handshake(right) with
the TCP and SSL handshakes in sequence

Source Port Destination Port

Sequence Number

Acknowledgement Number

f::;j: Reserved |  Flag(SYN, ACK, FIN...) Window
Checksum Urgent Pointer
Option padding
Payload

a2 4. TCP AladlE
Fig. 4. TCP segment
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Fe=sol= # F TCP F=P|dEE ACK ¥
7F A" AR Ee] HlolelE XA AL 5
gltk SSLmTCP =sfo]=+= SSL g e4jo]=tol] 2
23 dlo|E] S Adslr] ¢18) TCP Al ES] Hol=2
=F o]g4ghth

1% 5% SSLmTCP J=4o]=E 98 TCP SYN,
SYN+ACK, ACK A|l1HlEQ] glo]2 o) ZHz} o]
A R7} Eol7k=A] BolFr) SYN AlZHES] sHo|2
Eoll= Zefe|slES] AlY 3L, Cipher Suites List7} &
o]7¥e}. Cipher Suites Listoll= Selo]elEoA] A18-
7Fegt b3t duE|EE 230 glaEr) 3o
SYN+ACK ARl Ee] slo|2rell= 42| 2] k,
Cipher Suites List 5 A®7} A=lgk t33} dwe]s
= x3h A elZ=x{7) AkglEltk ACK Al ES]
Ho]Zeo= F7N7] ¢&skEl u]d Z3} Change
Cipher Spec(e]¥ 4%l hzs} wirlse] 489S
el Al ddyo] ARiic) AlRl= ARR]El dleolE
=5 ol Al 715815, 71HA, FEA B 9
FHE eI o]5E HlolE] hEZStel ARSI

0 2 4 6
;j Random Number jﬁ
32
Cipher Suites Length Cipher Suites List
(a)
0 2 4 6
= Random Number =
32
Chosen Cipher Suite |
= server certificate =
=
(b) 1024
(o] 2 4 6 8
Key Length ‘
= Encrypted Client Key 7
=
Content ‘ SSL Version | Message Length ‘Change C'\phlsr Spec Message

O] (unit : byte)

T2 5. (a) SSL AR 1S $J8F SYN #Hlo]Z=, (b) SSL
A% 25 $13F SYN+ACK H9o)ZE, (¢) SSL #AA] 3%
9]8F ACK Ho|R=

Fig. B. (a) SYN payload for SSL message 1, (b) SYN +
ACK payload for SSL message 2, (c) ACK payload for
SSL message 3

42 ME MA

TCP= AHell we} Talsl= AlTHES th2A A
29812 SSLmTCP P=4o]a+= 7]& TCP =i
Adze F Zeo]ddEr} SYN-SENT Arejd uj
SYN+ACK A|ZRIEE Hh= 7= {87} LISTEN
A wf SYN AlTHEES vk= 3E) AWy}
SYN-RECV Al w ACK A|ZHEE e F=5
A7

712 TCP d=4o]=2} SSLmTCP I =4jo]= Al
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=/ SSLmTCP 3l =4o]=:SSL At 4o]=2E *3FslE= TCP 3-5H4] =4o]=

I E= Holof| ulg} 738 4= gtk TCP A=4o]
2 AlamE =7]3= TCP &v]e] =7]9l 20H}o]E9]
H, FAde] F7hE= e 29 eonle|Ert E o 9
t}. SSLmTCP A;=4o|= Al THE= 7]& TCP Al
HEof 1024n}0]ES] o] 25 Fof 24 10441]€]
ENE Hd 1084nte]EL] Z7]E Ik aEBR
TCP A =4fo]=2} SSLmTCP M=H o]z AlTHEE=
Aol ule} FE% 4= gtk &, =2 TCP Al
E2] Zo]7} 10441}10]E o]afo]md SSLmTCP =4
o] QAELa, wiwte|ghd 7]& TCP Ax4fo]=a=
IAE o= gick 1Pe] so] R o] sgsh= TCP Al
HE9] Aol [P Ft]¢] Total Length D=2 Ed}o]
T 4= 97w, A1gE wlAIR] Y] 1P St sl
Poof A= 3 EIgte 24 SSLmTCP =4
o|=ZIAE A T 4 9k

SSLmTCP d=slo]=E A8 A $-§ ==
2o TCP =4o]=2} SSLmTCP FM=Ho]=2E
2 T Fe glo] A3 FUd7 Alad F5 ARSE)
o] TCP 541 #AE zl3)gh). S=folodEe] TCP &1
A A AaEr}) 23w 7]1E TCP 4oz
Q1A] SSLmTCP d=#o]= Q1#] F-i-3le] Az|ghc).
Feo]elES] TCP M= o]|=E 7152 connect() A

E 1. TCP d=4o]=2} SSLmTCP 3t4jo]=2] vl

Table 1. Comparing TCP handshake with SSLmTCP
handshake
TCP
handshake SSLmTCP handshake
setup a TCP+SSL
role setup a TCP | connection at once by
connection embedding SSL handshake
into TCP handshake
- distinguish SSLmTCP
from TCP handshake
kernel - client system call:
hacking connect_ssl()
- include SSL exchanges
in TCP payloads
bind(),
server ;
listen(),
system (same)
calls accept(),
send/recv()
:h::m connect(), connect_ssl(),
Y send()/recv() send()/recv()
calls
standard TCP
header
header (same)
format
format
TCP
0 byt
payload (noyz Joad) >= 1024 bytes
size pay

28l Z SSLmTCP 3 =4o] =+ connect _ssl() A2~
8] =5 7zkz} o] 83t} connect_ssl()> SSLmTCP &}
=Hel=zE  flEl AEA wHE AzEl Folrh
connect_ssl()®] 7]# =R 7]Ee] TCP9} FU3h,
TCP Al EQ] Fo]2 =] SSL =Ho]=2E 28t
Z H(Client Hello)7} AF]=l& F-Ho] F7}=9le}) o}
g FE1olA]E= TCP =4 o] =2} SSLmTCP 3 =4o]
0] 2 A 9 F8 AelFHE HoFErh

43 7d Fe g 27 3=

7122] TCP =4jo]=2} SSLmTCP I}=4o]=
£ T3] 9)Eted TCP Al ES AHols A&,
TCP SYN AlZRlEe] 15 Agl& $3 Z= 32
a3 63} A} 2 AlaRlES] Xy RiE= Fd
2ALS ARl

o)A Zelo]edE7} SSLmTCP =403 A)=+s}
7] %]l connect_ssl() Al~El & ARgsl=d),
connect_ssl() A28l F-2 7|& connect() Al 22
e A 5AHA 21805k connect HAlell sock
-> ops -> connect_ssl 35S IEITHIH 7 FX).

o]& 7] TCP 4oz} TdsA A% Al
EE IP WAR AHI3s= #Ao] #18)%Ick SSLmTCP

switch (sk->sk_state) {
case TCP_CLOSE:
goto discard;

case TCP_LISTEN:
if (th->syn) {
if (th->fin)
goto discard;
if (skb->len >= 1044) {
if (icsk->icsk_af ops->conn_request_ssl(sk, skb) < 0)
return 1;
}
else {
if (icsk->icsk_af_ops->conn_request_ssl(sk, skb) < 0)
return 1;

}

13 6. SYN AlzE Az]ellA]  conn_request_ssl() <}
conn_request() 7%

Fig. 6. Distinguishing conn_request_ssl() from
conn_request() in SYN segment processing

SYSCALL_DEFINE3 (connect_ssl, int, fd,
struct sockaddr __ user *, uservaddr, int, addrlen)

{

if (sock->ops->connect_ssl != NULL)
err = sock->ops->connect_ssl (sock
(struct sockaddr *)&address, addrlen,
sock->file->f flags);
else
err = sock->ops->connect (sock,
(struct sockaddr *)&address, addrlen,
sock->file->f flags):

}

2| 7. connect_ssl() Al~E =
Fig. 7. connect_ssl() system call
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skbiput (skb, sizeof (clientihello) )

memset (skb->data, 0, sizeof(clientihello));

memcpy (skb->data, client hello, sizeof(client hello));
32| 8. SYN #o]Z=¢l| CLIENT_HELLO(client_hello)
/Q—Ob] A

Fig. 8. Code for Including CLIENT HELLO(client_hello)
in the SYN Payload

= aA Ao Er) 23 324 skbE 1P WHAE
HU7] Aol 18] 829] =9} 7to] client_helloS TCP
SYN AlaiEe]  se|2x=e  ARjlgk}.  TCP
SYN-ACK, TCP ACK=- wtt= 3% <14] 7]= TCP
2o ZF Al E A AAF Fdsh, skbE IP W
2 Hu7] Ael client_hello tHAl SSL sH=so]=a=
2% ABE(SYN-ACK AlZH Eol+= server_hello2}
server_certificate, ACK HNaHE =
5ok 2fo]7} 9lck

pre_master_key)©] 22} Akg]

V. ol

0%
§a

45 Hln

AgFsH=  SSLmTCP #c4olz Z2eze
HTTPS & ARLd BElox]e} EAIS Fyuks & A}
o] Eof 74%% o—r, TCP d=4o]=2} SSL s=4o)
3E FAl| APgFo ey wikes WA NG5S
o g olek gﬂri Aule] wAA] 2z HTJ—o] =
ojEl= AL BE & whale] uls] Zelo|slEdA
Ay guke vk wjzlx)e] ti7]A7t A7ke 1AL
T odse AEAAE Felte] ARt

B2 AFFE AbRS
o3 7“’/]— HHJUVWI-— CPU Intel core i7-2600
3.40GHz, RAM 4GB2] sl=9o]el] <3 A4 Ubuntu
16.04.1 x86_64, 74 Linux 4.4.100] AX|=gc). &
2lo]gl Ew4lelli= CPU Intel core i5-4210U 1.70GHz,
RAM 4GB29| sl=gle]o] A4 Ubuntu 14.04.4
x86_64, 714 Linux 4.4.100] Ax]=[3ic} Lmux
4.4.10 #A2L FA3}] SSLmTCP A=so]=22 )3t
A2 Al2~El = connect_ssl)= —r7}§bLH tep_
transmit_skb, tcp_rcv_state_process 5 TCP & 3¢
5 543l tep_transmit_skb_ssl, tcp_rcv_state_process
_ssl 55 F7L= Aeslgick o]F A= Aedt gk
55 AH83te] SSLmTCP 4oz Z=g 2pAds)
o] Adel EAFCH

7122] W¥} SSLmTCP Eso]=2] A5 Xfo]
= vlash| fls AHE- ArElE 54 °]7]°ﬂ A

600

e S I e i
H MW Amjee] dAde =

=5 , & Aol el
Al7ke- 109 4 %é‘kﬂl o —ﬁﬂ-zle E&3ch

i

7 9= Fo]dEelA M Z2] (ping) ‘EE:L
A AZHAH-Felol A E Aol Feks vk
w2 geso]= A7hS vl HolFrh ﬂ&r
Zze] L FrlolddEe] 9145 Aue} Fd A
2 6.7km Eo1zl XA, 14km ®eIz AA, 140km =
ozl 2|4, 261km =%l 2| Qe ¢ A7) %1 hgk
) JHL 222 Jehie) X3 Felo|dlEr}
AR S Buje] A% A7te]n, YES =)o)
3 AgARYelel. A=4elm 48 AlFtdlE wAA]|
%, A Az} Axtse] 23, o)& Ao R
vehdsl ohg3 2ok

ﬂlz‘,_uﬂ_u_mué,

71%& SSL¥} TCP J=Hol=a &3 44

X+6(P+Q+ T (D)
SSLmTCP 3 =4o]=
X+4(P+ Q)+ 1T )
: Aoz we ARE A7

: %13} A< (propagation delay)
: 7 A%d(queuing delay)
T': A% A7Ktransmission time)

NO v~

%, A AZRE ZA (AT A + 7o A<D+ A
T APh R FAE) o]F A% ARk wAx]e] =
71 we} delzic}, 7= w3 828 SSLmTCP2)
FoHo|zE= 671 AlZMES V2 S99 3 #
%), 29e] TCP Al1HE %S 2 g3l whEch
wehi] FojE F-89 =7)&= TCP 2 IP duwe £
T3t 24 =27)2] Ethernet Z#J(frame) =712 644}
o] 2] i wljql 128Hfe]Eo]ar, o] Z7]e] wo]E] A
F A7 o] F wiAIR|e] A A 8E]E AT} A
A} e Ao AzRE EZJEE ARte] Foleria
B glok Aul A, ) A AL viAe] AFEE,
WEL =] Al Sl w}a} deiA| ), 3 Ze s
3 4= el o] =5 ukedditia & & gk Al
Ak Aol FTIE HEAY 7] dsst 5o
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Table 2. Reduction rate of measured time according to
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Elapsed time by the ping program | 0.4 | 6.0 7.1 8.4 11.6
The TCP and SSL handshakes

443 | 562 | 66.2 69.1 74.6

in sequence
SSLmTCP handshake 429 | 524 | 59.6 61.7 64.2
Reduction rate 3.2% | 6.8% | 10.0% | 10.8% | 14.0%

(unit: ms)
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Time’ by using SSLmTCP handshake instead of the TCP
and SSL handshakes in sequence
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