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ABSTRACT

As the interest of things to the Internet increases, the market of IoT grows larger and devices and protocols
related with IoT are evolving.As these IoT devices and protocols evolve, There was a problem with
interoperability. As a result, market and standard of IoT are confused, and communication between objects and
objects is being hindered by different platforms. Currently, various IoT platforms are being developed and
interoperability with heterogeneous platforms is under study, but the protocols used on each platform are limited
and designed to have no generalized structure. Therefore, in this paper, we analyze services of HTTP, CoAP,
and MQTT protocols, which are typical in the Internet market, and design services that enable selective protocol
communication. We also design resources that apply the RESTful API to generalize platform usage. and We
implemented the platform through database modeling for quick processing and safety of the collected data.
Through this process, devices communicating with different protocols can be interworked on one platform and
We propose a “generalized selective protocol based Internet object data collecting platform” that can be applied

to various protocols.
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Fig. 1. Estimated Number of Installed IoT Devices by
Sector
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2.1 CoAP

CoAP(Constrained Application Protocol)-= M2M
(Machine-to-Machine) 2 IoT(Internet of Things) 3+
ZgellA] AlA 2 25 Tute| 2 bl A3 FAIE o
Q= 7% TR EF A, IETF(Internet Engineering
Task Force) $7) 1% T ZE 184 RFC 7252
g0 m AU, ¥} S 2 ek pue %

T37F olFeAl glew,  #A oneM2M,
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ETSI(European  Telecommunications  Standards
Institute), OMA (Open Mobile Alliance) 52 %3
3} Aell4= CoAPS AT F55 /Y Folch

CoAP> A A9, 2k wwe]e} e A2] AsS
71 vute] ~5-E A9l QlEul $7 el ARE-S)
7] S1gk B sl g AP ZREZEA 2
o Al A ZREFE gol AR Zlo® oAty
o4,

CoAP-> HTTP(Hyper Text Transfer Protocol)X.
t} v 7Jeko]wlx] Publish/Subscribe 541 =7}
A W& 4= g) ©m, RESTful(Representational State
Transfer ful) 7-%5 A3} CoAP= AH&sh= o
Hpo]~go] 71E 4] Afu| ot A Addste] 4
719k ARERlE Yl ARl s & qlrk

CoAP-2- Hlo]E|1e) mprlo 7 Egiiz e A2 9
oA vl 1H o= dlolelE AEgle) uletA] wlolE
gl oAl Al=AS wAtslr] 913 A 2 e
olv] Fe] S EFSIaL slon, A=At viale
A wllAA] AES AllEst] $18H 2l 3 (confirmable),
H]&el&(non- confirmable), %<l(acknowledgement),
2 Al(reset) 2] 471 HIAA] ellE A olghel A=A
HAA] Ak HAZ] 8- (request)ol] HIAIA] IDE
23t gely wXRE AdEle] 322 vAx] IDE
3kl S5l (response) &7 53] H|A|X|E W= A}
= Astar, vil=yg wAA] AL vlEkald WA
A2 aAsky S5k wkA] ke

GET 84 A] -9 piggy-back He|Z 3ol
GET A4l i3k dlo]e] wol Hul= whs} oot
= HAARE Bl - dlolelrt FhlEH dolelE
ot S&ehe 7 7 Felrh Qlck Azks wlAA
IDE &3, ks B2 w8l Al=Ads waddich

Hoks f1s) UDP AlIZ3} CoAP 7AIF Afelell
DTLS(Datagram Transport Layer Security)S AF2-&t
4= 9lth. DTLS+= UDP A% A% ZEZEFS o]4-
g AAZE dlole] A2l7t Z71gtel] wet o] 5 B8}
7] $13+ DTLS7} 20061 IETFell 2J3] 71402 &
oz AR,

2.2 MQTT

MQTT+ IBMel|A] 7uls 22 e22x] o=,
A TR EZR A3 vlEH= $el4 ToT
71717k8] A= wiAA] SAE SR AR HiA
A Ad zZzeZeltld 2013 OASIS
(Advancing open standards for the Information
society)ell4] AFEQIEIUIS 918 HAA] ZeeZe

www.dbpia.co.kr



/YA Z2eF ke AREE Y dlolE A EE

AAER S A 4w SHA 284 ZrEFY)
o] AFH ek w3}, o] TR EF2 rlekRh AlqlE]
W A1) B o1 EES] Aol b5
sltl. MQTT+= o7 thefgt slult]= Al 2~glejx] &
WA AREE AL gl 711717, A, Ak, ols o
b elAe] A o] Pl o 4
H ARE 53 &3 tiufe]x Aler) rbsdlt of
ZREZL 2l MR AMEER xR
Facebook ™A1A|ol|A] o] ZREFS AL85lw gt}
o] A% MQTT= AlgHAIQl §A1 e, wijefe] &5
4 SolA mrld 3 A4 3R o BuEE
< BAow wo| AMgE= ZREFo|th
MQTT+= Publish/Subscribe EAS 7HX|aL gl
Z 2 %3 7X] Publisher, Subscriber, Brokerzl= Al
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= 9ltk QoS 1+ 24 gk W o]Atel] tigh A$a 1
of] gk -§52 Elgkch QoS 0ol vlal wA#] -4
7FsAde ARk, PUBLISHe| digh &5l
PUBACK”} -§-44 ¢ vlAIA] 5ol gt W&
al 3

o] wiAA] FAlE gk wlAIR] R4 7Fe A ¢l

g maket o Akgal] Agks,

2.3 REST API

REST+= 9 #HAIA5 gk A2l Roy Fielding7} 4=
N oFIEA R 2l wns, wAA] 3717 84
2 FA%ch RESTE HTTP %54 2w &4 o
ofu} ZeFoll £ X okw AR 7FeR el -
F2 we ARS 3] AEARel URI(Uniform
Resource Identifier)7} ¢J.2m, o] REST °}7|¢€lx]
2efdel] wel Aolw . o] g5 ARt 8- =

Z 7218 RESTful % Av]~2lw ke

RESTful 9] 48|z Blans 553k A3l
= 7 vNA gle] Blas AR E AA 2l 8
AApllAl  AlE3d=  ROA(Resource  Oriented
Architecture) 2] &2 ARSA FEfo]l E0] Awl~
EZ AR o HEE Aujel] S wAA|
2Zub A2)slr] vl Falo] whsizlch

REST API AdA|9] 7|23 g|ie WARE A}
§3to] A3pA o) whshA| AAIsH Bl 270
o] 7]¥ URIE A3t zsde] Aigtoldl, & 7He
A6 ehfol g} w3l wlis= HTTPY| 7|&
v|4=<el POST(CREATE), GET(READ), PUT
(UPDATE), DELETE(DELETE) Ag3}o] 2]4:2-9]
Z7), z23], AL, A 7158 aiE
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Fig. 2. Structure of Proposed Solution
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7] $]&} 10T Device, Hlo]e] 4% % IoT Device &
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3.1 Database ZEZ!

Database= THES] P41l CnC Embedded
Databaseol|&= AF&3H= CnC, Device, Sensor,
Actuator, Modelell 3t AR} ARgx}e] w3 Z
Sensor®] AlA gk So] AA =W 17 33 o] m
23k

Z} glo] 52 Al 1%t idE 7| BI= AR

id, oI, A, A7 AR 5ol 712 RE 7l

t}. device_sensor, device_actuator E|o]E-2 Device

o] e372% Sensort} Actuator®] 52} 3 3|4~ €2]|3}
3}7] $1% Hlo]Eolth Model®} Model_ Type<] 7
- Model_ Type°o] &XAlx2}H Model RT- 02K,
RT-03K, PT-03 %5o] gtk

cnc ) [ device_sensor | [ sensor ( Model

#enc_id
*cnc_name
*group_id(fk)

#device_sensor_id
*device_id (fk)
*sensor_id (fk)

#sensor_id
*sensor_name
*model_id(fk)

#model_id
*model_name

+|*model_type_id(fk)

Device
#device id
*device_name
*cnc_id(fk)

device_actuator
#device_actuator_id

*device_id (fk)

*actuator_id (fk)

Actuator
#actuator_id
*actuator_name
*model_id(fk)

Model_Type
#model_type_id
*model_type_name,

WAS®] 4% AL87} At TRARE 913 4
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o
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9} Group- N:M FHAIE 7HA]A] =, o]& A3}
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3.2 REST API AdH|

H Aolx= WASS} CnCell] 3522 A8l
82 APIS AH3lc} CoAP3} HTTPE REST 74k
o2 7t Q40| thZk RESTful Services 3 29} 7o)
At MQTTS] 73-$- REST APIS A|d3}A] &
2k, dukskE 918k 35 APIE AH8ER] 9154
29} 543 Topics A3, CRUD 715 A
A3b7] ¢18] MQTTL] Payloadell method 4435 3=
71ste] Ageles AAY) gl trlo]zel of
g AW E AAS= devices, AlAel] gk A WS #]
ZFel= sensors, dFrol|o]Elel] et ARE AAsh=
actuators, 2} TR}o]~oll4] 5012 odFello]e]e] AF
B AR 2 w8 xAsk= deviceActuators, 2t TlR}
olzoflx] Eollw AA) dHelelE: A I8t
deviceSensorsZ TA3Ict vlAtE CnCe EAAF
DELETE S-S A9k vmAE 73k API
Japi/v1/devices/{id}/ actuators 2] 73-$~= device2] =
A EAle] wiE E7Fed 795 tivldk API®
device7} Alo] 715 & wf 2PAlellA] & W& o

12 3. dlefefue] s el
Fig. 3. Database Modeling

¥ 1. Database table description
Table 1. Database table description

table name description
CnC Store basic information, location,
CnC . . .
and ip address information
. device Store basic information, CnC
Device . .
id, battery, ip address, protocol
Sensor Sensor Store basic information Device id
Actuator Store basic information,
Actuator

Device id

device_sensor Store basic information,

device_sensor .. . .
device id, sensor id, sensing value

device_actuator Store basic
information, device id, actuator id,
actuating value

device_actuator

Model Model Store basic information
Model_Type Model_Type Store basic information
874
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2. platform REST API

Table 2. platform REST API

main Method REST API
POST /api/v1/deviceActuators
device GET /api/v1/deviceActuators
Actuator GET /api/v1/deviceActuators/{id}
PUT /api/v1/deviceActuators/{id}
. POST /api/v1/deviceSensors
device - -
Sensor GET /api/v1/deviceSensors
GET /api/v1/deviceSensors/{id}
devices GET /api/v1/devices/{id}/actuators

3.3 Hlolef 58 Azl

3.3.1 Sensing =&
a9 4= BA =

clolef XM2| 5&

2 AHgahs thlelzt

CnCollAl 4= Alxe] A e s, 417
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Fig. 6. CnC Structure
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