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ABSTRACT

In this paper, we propose a pipeline network coding (PNC) scheme for efficient data transmission in wireless
networks, a data authentication scheme for verifying the integrity of data, and a node authentication scheme for a
virtual source. PNC is a technique that improves the overall network performance by relaying data such that the
relay node performing network coding transmits to the sender instead. However, network coding is vulnerable to
a pollution attack, which is an attack by a malicious attacker to inject modified data into the network. To
prevent this, hash-based message authentication code (HMAC) is used. For this purpose, in order to generate a
tag used for data authentication, a key must be distributed to the nodes performing authentication. We applied a
hash chain to minimize the overhead of key distribution. A null vector is used as the authentication scheme for
the virtual source. Finally, we analyze the safety and complexity of the proposed scheme and show he

performance through simulation.
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Fig. 1. Comparison of packet delivery methods of opportunistic routing protocols
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