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ABSTRACT

In this paper, we introduce a multiple machine learning-based mechanism to increase the classification
performance for network DDoS attack traffic. in this work, The proposed combination mechanism focuses on
exploiting the advantages of two classification algorithms: Support Vector Machine (SVM), Decision Tree(DT).
SVM takes less time to classify network flows with high accuracy and DT predicts flow more reliably with

pre-learned data mining techniques. We propose a mechanism to combine SVM and DT to handle distributed
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denial of service attacks and protect network components from resource depletion in Software-Defined

Networking. SVM first classifies the entire flow in flow-tables from OpenFlow switches. It is difficult to

determine whether the classified flow is an attack flow in the graph representing the SVM or an attack flow or

an normal flow if it is located between the edge of the line or a blurred or obscure part that is difficult to

define clearly whether it is an attack on the baseline of the flow The final decision is forwarded to DT to

detect the attack flow more clearly. After that, the Attack Classifier and Policy Enforcement modules are applied

to the flow for attack mitigation and SDN controller protection. In addition, we introduce a new viewpoint of

distributed denial of service attack in Software-Defined Networking.In this work, experiments that can be realized

in Software-Defined Networking have proven that the proposed classification combination mechanism has better

performance than the existing mechanism. The new SVM-DT combination mechanism is effective and innovative

way that protects the SDN controller and OpenFlow switches form overloading to response distributed denial of

service attacks.
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2] es= Table 247 3704] 795 w7 HHERi,

E 2. 55 flow 52} Test flow
Table 2. Number of Training and Testing Flows.

Algorithm Training Testing
SOM 4000 40000
SVM 4000:4000 40000
SVM-SOM 4000:4000:4000 40000
DT 4000 40000
SVM-DT 4000:4000:4000 40000

5.1 EX| 8lE, YT, FAR &

Al 71A] A&l 331, 4719] parameterS- AAFITE
True Positive(TP)= EHH 4l flow 22 75 flow
7} 8142 flowd #-E°]3, True Negative(TN)= 4l
&t 4= 9l A flowE 75 flow7} A4 flowd
3}50| 3, False Positive (FP)x= E34 4l flowz &
Fe flow’} AHA  flowd #Eo]3, False
Negative(FN) = 4138 4= )= AN flow=E 74

3. 49 23
Table 3. Experiment Results.

Algorithm | TP (%) | TN (%) | FP (%) | FN (%)
SOM 9349 | 9424 651 5.76
SVM 9233 | 9345 7.67 6.55

SVM-SOM | 96.03 | 98.17 3.97 1.83
DT 96.81 | 95.55 3.19 445

SVM-DT | 9841 | 97.81 1.59 2.19

flow”’} ZZ2 flowd =& o]t} Table 32 RE
parameter®| & FeRAT

£] Table 394 Yepd 232, 7]& SOM3I} SVM
3} DT 22]32 SOM-SVM3} H]asle] SVM-DT
T Ass Fri] g8 ZAAQ 7EEA vlE,
AgtE, FAR)S AR 23 38 oAl 71#] A
Y vlEe] nlaE HojEr)l ©%] uley) A
oA, Aok ¥ SVM-DT-S 7} &2 u]$-& 7}
23 o), 98.57% 2 98.11% % 7]& SVM, SOM, DT
T18]32 SVM-SOM BT} ] w2 A3 ®wolch ubd
oll, =t SOM-& 94,0% 1H| BHx]-83} Ae wollA]
o} SVM Bt} 2k 1% 58l SERgolA,
SVM-DT+= 255l 7 Aol A 2.19% 3k 1hgA]7]
B2 71 W Sl P sk wbef s]E
SOM#} SVMel| efsl] whAel A2s HH-5-2 7.0%
°]32, SVM-SOM2| 73-9-l|3= 3.84% 2 SVM-DT7} 2
2% el AEA R, SVM-DT A3 w7 uEo]
RE Hr} 7)FelA 71w R o] 3ok

False Alarm Rate

mSVM - DT
=0T

mSOM - SVM
uSVM
uSOM

Detection Rate

- —

0 10 20 30 40 50 60 70 80 %0 100

O3 3. ®A%, A%, FAR ¥
Fig. 3. The Detection Rate, Accuracy and FAR
comparison.
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