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Vehicle Remote Key Authentication Scheme based on AP List
for Preventing Amplification Attack
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ABSTRACT

In this paper, we propose a new authentication system using Access Point (AP) list as the position
information of car to prevent amplification attack on remote key entry system. Amplification attack can be used
to open a car using the signal between a car and the corresponding smart key. The attacker catches the signal,
amplifies and then replays the signal. In this paper, we propose a new authentication scheme, by which a
vehicle can authenticate the corresponding smart key using AP list while mitigating amplification attack between

them. The proposed scheme is evaluated through simulation and experiment.

.M 2 A} Akl = o]23H IT 7<0] A= 9=

FAlelek. olE Eol, 7F S8 ARE A gle W

Al wh2A AAEa ol AREAl]se] 1w HAlo]Ad2 b o w Askel HA" GPS AME
2, ThIRE olellA] IT 7]e] -85tk A gl do] ARgALA $1212k T A ® Fo] Are} FA
Peiwl Hopsmnl ohlel FAsiA wskela 9l Aol ol2= Aeu 1 7] 55 dHE o A

B T S REAY W A REAL | SAEAE ] SHCTATAIEl §4 7141518 A7t Sa¥lele (ITP-2017-201
6-0-00313). ©] F=F& 2015 A2 Aoz A gRnte] |18 whol $=3)%] 7] %43 7A13131(2015R1D1A1A0105
8595).

¢ First Author : Yeungnam University, Department of Information and Communication Engineering, tlsinwn1004@naver.com,
sl

°  Corresponding Author : Yeungnam University, Department of Information and Communication Engineering, synam@ynu.ac.kr,
34

* Hanyang Cyber University, Department of Hacking and Security, kssohn@hycu.ac.kr, 3|1
=3 D KICS2017-08-219, Received August 21, 2017; Revised September 5, 2017; Accepted September 6, 2017

2012

www.dbpia.co.kr



e
L=

M
—

a1, F2ell T =20 Z )= dAA] Tletsled
54 A7 A7 5 29E 7 TSe] A8R)
oA HA2JFHE AlFshar gt ol2gt AsA 7<=}
ARFA7|Ee] F3o] AsAt Abdell e w2 ek
713 glek H|FRERE ozl Ao HellA =
B adge} side] o] Feiz|aL gl

AREALl Al Helghs 7] S18) s Al %
U2, x| EA1=E = Akl teksiAl Yo )
2PLET|(smart key)7} Stk AFLET= Aekw) ok
g BALS 3, 715 Foll Ay ARl 2w 2
A& A 4 o A7 A e AR
2glojtl, W= SFeox] Ao A4 o,
BMW, ob¢t], Alx]x 5ol 5 252 R A8
o), A= o, Zlekat 5 gl ARsAE
Tk o] Haler) 7|24 ]l ARke s Afestar
U= FAlolek 2vtET] A~EE AgAt A7) Al
35 B o] ASE 9k ~ntETL S5 AlSE
S RU= wal o2 Faks gl AnkE J)= ECU,
Receiver, AU gteu], Ae] oteulz FA=|e] glo
o, 2R F A9 = QIR B les A Al
EADI

olg]gt 2ntEF| 9] ofef TAl A2l o]835)]
ofolHal FAE dte= Al=r) &2 HASla olck
2ntEF7L e ASE $E3le] ApEAp A€
AsE B AARARE 3 siAlE ARk A
HolA k= 4133534 (Amplification attack)ol
g A7 S78kaL olck
Ao FEgA 0= A& W Aol "elA gli= 2k
2p Aol 2~vtEF] Aloella] Z Ax]7} HEAYA]F]
AZE FE3l] Aol Ao Zyn A}
ok A Gl AR ekl Arske FA0)
[2-41
& S0, Fig. 1ellA, A5 Axfiaes Fol
2PtEFIE A A 7hlelA A ke XA A2
of] oo} AL ¢ qlrta 7IAsk) FARF A= A=
AT AR 7P 2vtET| A o= ASE
5% U kAL 9la, 3AA B AReAke] el

ol

iz

o

> o

N

2 A of

o

oy

a8 1. AsFEFAe] o

Fig. 1. Example of amplification attack

A =, FA B At Do) A

ol&l FAoll vIgt Aoz A

e 719 A7k AR A%S el

ARFSL Q). ALEZES] AL 9l7] whel] He]
Z]

A
2
=
olr
e

(m
ST,
2
z
>

‘
N
I
G
N
F!F
lo
)
rlo
o,
ox
I
o,

),
=)

712l wiele] WAs sde] - Alse] A wE
A = FAPE E e gl7] vl olzish iE 4]
%] ¢¥r}. ADAC (Allgemeiner Deutscher Automobil-
Club)ollA] tfeksl AlzAle] kel Bl ~EE 391y,
2479 2ol o]} 22 A Hho] Tl A&
Sl

E =rellA= oleldt Sl ti-gslr] Slsl] Het
s IATIE S Wkke R AR 1S WS
Akt A ESEZAL 2~rtETP) S-S And
) ~utEF7} AA] EElH o Akl 71rte] Sle
Al g = glom EuFoR A Aol &
T2 8oy EAVL s2E 5 glck wEhA 2
ATFelM= AFEake] $IxA R}, A8k gl vt
E7e 9H ArE &g3laA} gl

B Erellxls ARl AFEAke] SIxA B R S
W AP (Access Point) AR5 F83h= A2 Aok
gl AP 52 AH vlae] 7Kk Al2wle x5}
T A== AP} ARERFS] 2vtET] S|
Al EAE= AP EHEE v|asle] MR FEuEs
AP7} wod 7Pk Aol olvkar fd 4= 9lck
Az AR ke A, AR TEEE AP7E A7)
uiell M2 Ee] 9ok skt &, FAAp) <l
5 AE 3l sloka fsle] 55 F33 ®

Tk AP %53 ulashs wpge Asjint ohlel A

SERRT

()
() A
¢ ‘))

J8 2. AP 5% o83 QlF

=

Fig. 2. Authentication using AP list

2013

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences *17-10 Vol.42 No.10

Woll A& ARge] 7153, o] Fapient oz}
AW FARNA 74A] AREEE = glemE - -
3lcl(Fig 2).

B =S ot 2o] AR 2% el A= w7
Aol el i) AP H= 7]k 913 ukAlollA
AR2-31= Bloom Filterell thall Amalcl  33bol|A &=
GPS, AAP7 & o143t 7|E Q15 T2 B dis] A
w8l 4ol e AP B2 7]dF ol ukalel] o3|
A, 5= A A3 2
ATt AP E5E 7k Q1% WhAlE wlaghe) wh|Et
0 R 6AlM = AEE A&tttk

ool

II. HiA XA

NG ZFEg A thgalr] fls) ARgEAke] At ~
ntEF] Alolo] XA RS vlwsh] SJeiA AP H=
74k QlZ TR EZA] ARES= EE ZE|(Bloom
filter)ell w3l A= gich

2.1 &5 ZE (Bloom Filter)

E5 Zele 54 4t oAl Al S8k
o5 Arksketl AHSEE BEA AbsTgEolch
m BIE 3719 v wjd 725 7, &k 7Re] A
= o2 A s ARgste] sl el Hisl &
e sA] 3hE e’ FEER Y3 £ T
dlelelE 57t ske 75, F7ksle = diolelel dis)
k 7Hel siAl gt ARRE ok, 2 sl kel i8-8k
= HIES 12 A% &5 el dolelE 4

= ul
o] &3t getslar v #]e] folli= &34
e 1 L

ol & Eol, Fig. 3¢ll4] AP, AP,, AP;= £%
] bitmap(m =20, k=3)°ll 713} dlo|efo|t}. 7
Astazt she Aells skt s HlolE el
A kil slAl 3hE ARRE F kRS S4Bl
dgshe $1x9] vlEZE B 1olepd olv] 55|
wojglka Fekghct Fig. 3as 2, AP, ol st
= 37K 34T grel 1, 6, 190] 8% o]of s|5al= 9]
2e] HEE 12 AL 2z} sk dele=
AP, o), dlgals 2E $12]9] bitr} 10] 22 o]
=5 glrka Pk Fig. 3b9] -9l AP,
2 4] grEell t-s3h= #1419 bitF 2 10] ohy

7] whol] 4rshA] ehecha g,

2014

{AP;, AP,, APs}

[o[2[1]o[o]o[1]o[o]1[1]o[o]2[o]2[1]o[1]o]

APy

(a) Search of AP, in Bloom filter, where AP, AP,
and AP, are registered

{AP1, AP, AP3}

[o[1]2[ofo]o[1]o]o[1]1]o[o]1]o[1]1]o]1]o]

AP,

(b) Search of AP, in Bloom filter, where A7 AP, and
AP, are registered

J8 3. EEEelA Helee] 5= 2 AA
Fig. 3. Data addition and search of data in Bloom filter
2gele] dole] Fhel kel Al A7k
O(k) Z, Agol Z3=le] o= A4 5o} F3isich
£5 A dlolelE AARE o gl dlolelr) ol
o ke #-E(false positive)<, The-3} %] A4k
& 4 ek dolelE nol 37} B wl, 54 wl=r)
_ 1., N
0 5] (I—H)k"c’]r/‘r. wEba] A4E AR
W kel EAl el ®F 1ol = FE2

(1-(1-

i

kv

o I

L)t sje, o] ghe iepdem
k.
(1-e ™)) 5,

55 ZE|ol|A false positive’} dofd S5 H]
wjde] Z7]Ql mo] 55, dlofe] sl nel 2
5 Utk slA] &9 g ko Afelle A
o7 Z7)8 o] 7}X]+= false positive”’} dold i
o] olx|A|ul, oA =F o]4to] =W false positive
7} ol EhEo] Folxich

N o (o

]

" M

www.dbpia.co.kr



e
L=

Sl
—

4 (e, £, k= "n2el ojs) Haske
B =RolME §)4] g2 SHA-256S ARggic)

[11]

. 7|

I

oI

Shin'"*'&- GPS, AAp7] Al 5 o) g3te] a5

2ol gk FAE s WE AAEK o]
WAl A= 2kt ~ntET|dA FA8= GPS @t
A2 LS 912 ARE g} Aot
FAo] 7153 GPSE Hsl] $lsl x| AAE
ZAgsto] AMESISITHFig 4).

Fig. 55 GPS-A|z7] Q1% 2 E&FS ey,
o3 2o] e R SRR K& *F&X}J Eauly
E7|(client)2} =Kserver) 7ol 3=l tA7|E
on|alar, gk AxARe] s vie] AAEcka 7}
i},

1) clientollA] server29] 912 A= 93, I
(nonce) NV, ¥} ~mtETF] wf2] ID HRE %143}
JF AAE ARk

2) server”} client®] <l
severol A W= NV, & A 5 V3 N, & st
X By (V) V,) & R3] o7]elA B ¢t&

% E&

B ~ B
= .~.‘~

T2 4. GPS AlMS} vhlE AxE o] 83 A%
Fig. 4. Authentication using GPS and magnetic sensors

Smart Key Car
(Client) (Server)

Ky K,
1) ID, request, Ny
. 2) B (N5, V)
3) Ny = Dp(Er(M. Ny)

M= 4) BV, 5@ 7,0

Nz

5) Step-1: N =N, ?

6) Step-2: comparison
/ of GPS and magnetic
7) ACK

sensor values

32 5. GPS9} vkl AlME 083 95 ZREE
Fig. 5. Authentication protocol using GPS and magnetic
Sensors

3} Qiks ofvlslal, D= B33}t ik ofvigich
3) serverZHE] & ¢kE3E NV, E client} 7}

238 Sl A7 K5 o83t ool 4 (2)<}

Zo] B33} 3l clientollA VA2 = N, 22

(]\/vl’,]\/;,) :DK“(EVAK(‘/VI’]VZ)) (2)

4) 3t Ql=o] k8 X ¥, client serverZ4-E]
W2 N, 343 client®] GPS 4K (v, (e AA
7] AlA %AL(Umag( NS olelel 3ol gl slalA
server 2 A58k}

B m—

B (Nyy 06 (€),0,0, () ©)

5) An] 9l 15H): serveroll A& clientZ4-E] A
45 AR} Addl AR S gelslr] 98l client
ZHE W, 4 )l sl e A K&

o183jo] chest o] %} ahel

_

Dy (B (Ngy 000 ()0, (c))) @

T4 (4) & E8l A2 V,2] ko] serverell A3t

Ny® 35 B2k gholeful 1504 A%l St
oful, o] el the A% WAL deitik

6) A8 Q1= 2ubA): 1944 Q1o AJFE} client7}
ArFA Rl ARSARIA|, ASTFFA S e AR
X FHs17] #1381 client2} server?] GPS2} X|2}7]
AHABE vlwshs 254 15S Al3ge) server?]
GPSet AAZN(0,,4,(5),0,,,(s) HHRE wlE
server®] HloJErlo] el AAfElo] glrtar 7P 3t
ol 4 (5)7F wkEo] Bl ARgARe} Alko] A
o8 7P Ao P, o] 9ol Mu
A7 SR AR gk

ap X |vgp8 (¢)— Vgps (s)]

F 0ty X 10,05 (€)= 0,44 ()] < € ®)

server$} client”} 71712 3ol £1x]&F 74-9- GPS Al
A 3 AR] A ghe] B ME fARE Wl
U5 FEo] =k webA] 4 5)olA oy, @y, €9

2015

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences *17-10 Vol.42 No.10

ahe Aas) s A AHgAe] 9 Tl
A Q1% 291 E B 4 QA ek A, 5
A7t QA=lel ol Abgls} ek el A5 5% 3
A& sk 735 9471k A2k k) 914 Aol s
4 GBS A ot A) A ol 2F 2 Kol
) shgo] FolAly] Wil Als 5% g7 A5
o 54} (S)ell 71 A 1% 25 Elalr] of
A ek,

GPSe| AuE Adjellr= 283 5 glrke
<= 7HIAL Slek AR Ak e 36l met
ZAapghe] Apel7h vk Ao) o] | Sk glov,
TR 1Al Eeka SAgke] 2

A Aol7} 1}
£ AT glol /b Aelela] 1Ze] BabslA] %
& go] EAjshs Wle] gtk

V. HIgkSH= AP S 7l 0I5 W

R =ellx] AljkshE AP £2 7k Q1% WA
ApgAbe] 2nkET|sh AREteld SAEHE AP
29 w)sjo] Zshs WAlow 93l web
A5l APSo] therhs 48 ol8slo] AEZEY
Ag e

AP 555 v|ud of vlal SeE gol7] 913t
Bloom filter W42 A-8-gkc} Bloom filter WA
AREsl7] 9lellA, #%]3}=l Bloom filter®] bitmap
size9} A 52 Mg AFES 3l A=l

B =ellA Algksls AP H2 b Q1% wRAle
AR Aot ~rkEFZE St s HiA71E o83
Q1% B ohel, ol 37z AEA} ALEAe] 2w}
£710] 917 Ang ol4s] 15l 7 APE 717}
Z2]5}e] Alfjzle] AP B-E23} n|wsle] U= A
A P S
wAjolel. AbsAke] s Sﬂxﬂ 3171 913 Al
|22 7hsdh g Al7tel mlaE Alefato] ARt
oAl HoA S Algabe] WA ‘}lL v F3l ok
XS A 912l w2t SAE= APEo] thE
45 o83l B4 ZREES 753, AY
& ) el 3 EEiglthroshold) S T2k

_I[)lv dg rlo

_I

rlr Pﬂ

o

5
X

41 AP =5 7|t 215 Z2EZF

Aekshe ETEREZFS ponced 7 ] vkl A
challenge-response WA 22 tA7]E o] S
ARSI A ellA] 37 ol At 71 WA ]i} A
aht, ohE) 22 A7t 9l

0) AlQks= vl = ~ntEF] 2= cliente} 2}

°¥°
o
o
N
(o2

2016

%, 5, server’} A2 el ol APE A58t
207 wtErh= Aol thEr}) client’} W3 AP
25 APlist 2 3h1, server7} 53 AP
55 APlist zar ). 2ntEF|A9] AP &
54L& AntEES] ~wtEF]Y] ds dh= A4
o] AwbESEe] o]n] ATl EE WSl
7] witell, A Adde] & 4 9lrk

1) Fig. 59} #o] ~vtEF} Q55 AAeh= 7
2ukEFZL QlF ARF AlsE AR AE 3}711
=R ~rpE7]e] wiERr) e swd vhsdel 9l
7] wjiell, Aljkeh= WAlellMi= Fig. 63 2]
wake-up A5 WA ~APLEF|7} wake-up A3 E
whom Q15dAE AdsleE gk

Fig. 62] 2), 3) &= Fig. 59 1), 2) ©A9} 2
3} Fig. 69] 4)oll4 Fig. 59 3)3 vl 1A R client
7F7HAL Sl Vo] 34 serverellA] ol B33k
N/ o] 5dg k& gHalslsiohd client®] AP 535
ol APlist, & serverZ5E] Wb N, o} ] h53}
3} serverZ ASglc) AFHES H|o]E]E serverel|
Al 52 (6)°l whet Bas) sl 2vtAle] QS whAls
2 agh),

=

e

o
=

e

=

30 2

D, (E, (N, APlist,)) ©

6) 15H4 91Z : client 25E] -2 HloE] S 44
(6)°ll wet B33} 3} clientZHE] 52 N, 9] Fho]
server®] N,9| 33} A& g1k Flo] v

o] AEd AR Asio] 21| Q1502 o]

Smart Key Car
(Client) (Server)
K K
0) AP list 0) AP list

generation 1) Wake-up generation

, B
4) N; = Dg (E(N,,N,)

Ny=N,? 5) Ex (N, AP_list,)
6) Step-1: N, =N, ?
7) Step-2: AP_list
/ comparison
8) ACK

a3 6. AP 5% 7]k ~FIE 7] Q%
Fig. 6. AP list-based smart key authentication

N

www.dbpia.co.kr



7) 25| /1% A (6)°ll “PE‘r 53} = dlolH

APlist,E server®] APlist ¢} vlash=s 2H]S
Aleg3ict. 7k AP 558 wlalste] AP H-57F A&
o] A <=5 (threshold) o]Ate]™, 1= °1 A53 A

o7 yekich

o FAHCZE FE AP M8, £ CAR(Common
AP ratio)s tha¥ %ol AHelsle] ARl S.&
client, &, 2vtEZ|0A E3]3 AP #3to g A9
3lar, S, & server, 5, A4 S AP AP
2 Aelgh}. 2y, ~vkET|e} A=k 2F 35 APS

H]€3l CARS &3} zro] Aejst 4= 9)rk.

CAR =

= Eﬂr*] 1 %%t %ﬂ]ﬂ H}E A 2 A% DAtk
5] Fhe B ARE 56}04 043 AdAstglon, 4
Azlet 22 At 7|52 10m= Akl

Fig. 7-= CAR Ql5 WAl& A9s)r] 95}e] client
9} serverol| ] &43F AP 52-9] o & HojEr) a7
oA SN, =IAP AP AP o), SUS, =
{ AP, AP, AP, AP, AP, AP; AP,}°]7] wi&-oll, CAR
o] FH& 1S.NSI/1S.US|=3/7=0.430] ¥t} o] 3k
= 0=04%c} Z7] wiiel Al 2 1% A= At
AHgAe) 2wtET]) ek 9Ha He

(s ) =R

AP List AP List
AP1 AP1
AP3 AP2
AP6 AP3
AP7 AP4
APS
AP6

38 7. FeelRlE(arke A)s Al 245 AP
229 of

Fig. 7. Example of AP lists for a client and a server

Xﬂ"&?’f}% "L% wAle] oAl kAl ekt
4=
[$)

(replay) 2] A
client7} AJAsh= = Ni3 serverZ| 3= W
N2 A= ﬂo]g}gﬁ__' =gk A S AL Al
oA Hr). ik, AsFETAL g 2rhEs])
ARz Wl WolA S1e ul AEAS 317
& A7} AFEA FS] AP 552 nle] slefalel
A2 Zolals A w2 Azks 2 <= gjr) 78X
k, AbsAk ] AP H5-2 vlE] slefeiolnt @4
Zhe T12]3k AP2| H-Eo] *”}Eﬂé SokA] dewl
Apego] WholgolA] o=t 21 o= /1% wlel
w7] 71k Q1] £33l ] UH ofct uwhEtA,
“I2] Sl APS] 5 s 2cheslol U &
Qo olelet BAE fs 270 @ & gick
vhes] Azdle ez AP A7 BAL
el 912 Weln, o] el Auker)
At A55EEA AR BT DA

-&‘Zib

4.2 Bloom filter @AlD} binary search 419
H|1

zﬂo -}JE H]—/Uoﬂ/q}_—_ /\U}—E7]9,]. i}ao]: 7} {Lxéx%

Fele §eix] 2vtET|7L 153 APS] H53} A

o5

[o2

o] =3k APO] EE2-8 vk} o] u, AE &
AP 527} v|wE ]3] & <e]%] binary search WY
& a3 5 glon), B el Bl zke Eol

S_c: AP list of smart key (client)

S_s: AP list of car (server)

Union=0 //# of common Aps

Inter = # of APs in S_c // # of total APs

| Insert S_c into Bloom filter |

Inter++

L i+ |
PR

| CAR = Inter/Union

End

T2 8. EETHE o8 ¢} o wlae] 73k CAR
o) ARk

Fig. 8. CAR calculation based on comparison of and
using Bloom filter

2017

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences *17-10 Vol.42 No.10

7] #1814 Bloom filter 7]“1— upH-S Algsil,

Fig. 814 §.°] AP &

=S Bloom filter bitmap®]|

sl 5.2 AP EE5-S bnmapﬂr H|a3}o] CAR

& e duEES HoFErk
Binary search®] 7-$-oll= HoJel 5
AR 5= gl7] wiEell Quick sorting
tjole]E A&slich ¥bd, Bloom filter

B ALES a7 A R=

Fig. 9=
7} v
o 33
23)S vl binary search®] 73
stolof vla, S & 5 ‘”7] ol el

st e
% 014‘16}04
& el

binary search “}2}¥} Bloom filter H}]
A A17HE data®] el whet AlEEe]Ad
EEENSEERE R RERE
ol dloleE AHE

delelr} %

S5 s Aale] A2l 7o) AP o] AlF
2w 2 Z718lt}l Bloom filter®] 7d-$-oll+= Fig. 8|

vpefd 23} 7o) wlolelE AAE Dar

F ol a4

4.00E-06

3.50E-06

3.00E-06

2.50E-06

2.00E-06

1.50E-06

operation time(sec)

1.00E-06

5.00E-07

0.00E+00

PVANES AN
/ ~ N

S

1 3 5 7 9 11 13 15 17 18 21 23 25 27 29 31 33

number of hash functions

a3 10.
Fig. 10.

functions

gl M7t 7R
o] 9l 718 ok 4= 9jrk

<]

34 4 AHe] F7hel WE <k A7kl ws)

Calculation time for various numbers of hash

2 Qi A7) 271 A

Fig. 11°|4]+= Bloom filterel] 5071¢] APE 553}

e ik Azte] Fol AP FE m|aL AZte] 4= s
%2 binary search H}3]el] H]‘Sﬂ/q o e s
gelgd 4= 9lrk

webs], AP HE5 vlash] 91§ whjeRe
Bloom filter”} ¢34t A7} Z70l|4] binary searchol]
Hlg) Frhs ARS o 5 ol

2 DDE-03

1.80E-03 +—

— - binary search

1.60E-03 +—

bloom fitter /

1.40E-03

1.20€-03

1.00E-03

8.00E-04

operation time([sec)

6.00E-04 - P

4.00E-04

2.00E-04

- :

0.00E+00
5 10 15 20 25 30 35 40 45 50

number of data

TRl 9. BEUES o83t AP B wlw At olxl %
A% ol8dk AP 5% i Azie] W

Fig. 9. Comparison of matching time between Bloom
filter and binary search

4.3 Bloom filter =|&5}

B =elld BF ZEE AR S5k #HA-3)
%l bitmap SIZe9Jr A el (k) E etk &
t} FF FE2 0.1% ol3k= AAsIsi) A sk
£ SHA-256% A3,

Fig. 102 A 9] St ufe} Q4 A7k &
Agt AR Bl 5 5 gl AAFH A

2018

—ﬁ’ﬂ FoIzl A =2l kel el S

E5 0.0012 A1 & 3= 49 bitmap size
(m)?": T4 (Dol webd Ak A Bk
A §=re] Jh7E 1 wfell= 3
A Axp asle] sHEe v|az
7] 55 o 5 9k

AP MAC 4+ 48bite|t) n7le] AP HEE
A o2 AAslelw 48n bitd] FAke] a3l
AP AHZE Bloom filterell #AsH= 73-$-¢ll Bloom
filter®] bitmap Z7|(m)7} /NEHo 2 & o] I

&'i r1r

23} bitmap size=
q A o]5e]

23F Z7tEx} Zehd Bloom filterS-

o171

]._Q_‘G]— el
ool vkt 22 meoll &t AlleF 2418

—|—‘

4% & gk

m < 48n ®)
100000
10000 \\
% 1000
2
]
; 100
2
10
1 T T T T T T T T T T T T T T T 1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
number of hash function
38 11, A g e Skl i FE EES A
& 3 9 EEgE Ha 2]
Fig. 11. Bitmap size as a number of hash function

www.dbpia.co.kr



=3

55537 dols 18 AP 5% J|u A5 94 7] A% WA

shte] Azellx] A5 5 9l= AP9] W57} 50
= 97 Serha 7 e 5

n
4 @)% A vhe 248 2L 5 Ak
m < 48 X 50 = 2400

Fig. 11¢] w2 m < 2400 278 w53l 3
Al e ke WSl k= 371 =k

Fig. 100]] wzpx] 14k A7k ajA] g2 7i4(k)
of wle} S7sl7] wltell 4 (8)2] 2741S RSP
A QAR AI7RS # 43R 4 9l kY] 3 3e] =,
o] w bitmap size(mn )~ Fig. 11l &3l 1423bit7} =
o} weba] B =FollA= bitmap size(m)S 14232
2 AAs, A F Jia(k)E 328 aAsek

V. AlS 71_Tl_|. ==
GPS, AAP7 & o] &3k WA} i =tell 4] A<t
[e)

k= AP 53 7]HF HbA
SERE P

Lo

! <
01-%19,] /%]“ (s} 174,;] El—;q KX
23 A @A eabgel| el gk

AP EZ 7]uF 9pre] A2 A8 Ao} ~vtE
715 7 7He efzwlE] golH e Fsle] Ags)t
A, ==wE] ool v 3oic) gl=wz] Fjo]
oA A AAE BjE20lH, pythons Z-g3le] AP
25 sk AlkS  Intel(R)  Core(TM)
15-4590 CPU, " X2] 8GB, 64°]E 23 AAo]c}.

AP 52227 A8, vk AlgS 9)s)4] 2
Z27} AvbH AT A8E 783k S5 A=
£ grk AP 27] 10m o] 2= A3} 10m
ool A AR o] Al

building

(1) indoor-indoor

(2) indoor-outdoor

(3) outdoor-outdoor

2l 12, A=g 2vkE 7] Afole] AbiAql 914 2 7z
TR vkt A

Fig. 12. Diverse experiment scenarios describing the
relative positions between a car and a smart key

|

Fig. 123 Al 71| A2 o2 A3 48 nols
ok (1) 2} 2rkEgh 2 Al Sl A5
5 vehla, @)= ARt 2vkET] sk shiss
A, shbe Aelell sle A8, (3)2 ARt 2vtkE

77k 2 Adelell gl ARE veldict
2712l9] g eate] AWde At ~ekEg] A
ole] A7} 7HtekaL QlAje] =ejoksht 7jz|=
A= Afoln, s71ele] A9 AR} 2snted)
Atele] 7el7h ekl qlrje] slojelsht Z7]e]E
= c}.

Y s A 257}

¢

i

5.1 Z7{2lof| et Ay &t

Server?} client == Alole] Ael7} 2712]9] A4-$-
Zh Al Ee] @8-S wln BAgc) A3l Fig. 12
2] (1), (2), 3)2] el sl 2p=g =2} ~vhET]
reo] ZPAS ImAE Sm7HA] Im¥ Z7MA719A
Aoy

1~5me] A E]ellx = AP 552 vlagS
e e A= B o B B o o i s A B
oo} ZulE wielo] Hth F, Agkshe WhAlellA
352 CAR©| vpelof AAbo]1, CAR gho] 0.41c}
< o 2F7F =rk

Table 1~3°l4] AP list 7]8F H}2lo] GPS-A]A}7]
AAE o] &3l WRAlel] BlEA] & 98-S e}

£ 2% 31T 5 ek

£

LU o 3

=

1. 272 A3dlxe] 231-&(indoor-indoor)

Table 1. Error probability of AP-list-based and
GPS-Magnetic-based ~ methods  for  short  distances
(indoor-indoor scenario)

Distance AP list method GPS-Magnetic
method
1m 0% 0%
2m 0% 50%
3m 0% 10%
4m 0% 50%
Sm 0% 100%

E 2. 278 A3dlxe] 2AE(indoor-outdoor)

Table 2. Error probability of AP-list-based and
GPS-Magnetic-based ~ methods ~ for  short  distances
(indoor-outdoor scenario)

Distance AP list method GPS-Magnetic
method
Im 0% 0%
2m 0% 0%
3m 0% 20%
4m 0% 80%
Sm 0% 90%
2019
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F 3. 272 A¥8dlx9] 2218(outdoor-outdoor)

Table 3. Error probability of AP-list-based and
GPS-Magnetic-based ~ methods ~ for  short  distances
(outdoor-outdoor scenario)

Distance AP list method GPS-Magnetic
method
Im 0% 0%
2m 0% 20%
3m 0% 20%
4m 0% 100%
Sm 30% 100%
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Table 4. Error probability of AP-list-based and
GPS-Magnetic-based ~ methods ~ for  long  distances
(indoor-indoor scenario)

Distance AP list method GPS-Magnetic
method
10m 20% 100%
20m 0% 100%
30m 0% 0%
40m 0% 0%
50m 0% 0%

F 5. 972 A¥ellxe] 22E(indoor-outdoor)

Table 5. Error probability of AP-list-based and
GPS-Magnetic-based ~ methods  for  long  distances
(indoor-outdoor scenario)

F 6. 972 A3dxe] 228(outdoor-outdoor)

Table 6. Error probability of AP-list-based and
GPS-Magnetic-based ~ methods ~ for  long  distances
(outdoor-outdoor scenario)

Distance AP list method GPS-Magnetic
method
10m 0% 0%
20m 0% 0%
30m 0% 0%
40m 0% 0%
50m 0% 0%
2020

Distance AP list method GPS-Magnetic
method
10m 0% 0%
20m 20% 10%
30m 0% 0%
40m 0% 0%
50m 0% 0%
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