DEBEris

= 17-42-12-19 The Journal of Korean Institute of Communications and Information Sciences *17-12 Vol.42 No.12
https://doi.org/10.7840/kics.2017.42.12.2326

2nlEn|Ee] e AZES o] ulo]E et

. e} 2=
I R

Development of Secure Software Update Technology
for Smart Meters

Nogil Myoung®, Byeongseok Park’, Chungsoo Eun’

o ok
2 <%

AMI AJ=glo] diqfe 7553 gl wet WA AlRr]el A=A sz esof
o] B3 YA A~z e °4tﬂ°1£ 71/ Rkt Al =8le] AlHdt

71e] 2xEde] qfule]E 2ARIF) IEC SAIETE Z2EZ9] DLMSHA Algshs & %10% el & =
A4t 71s a7k °WL& BAELa, Appheel] PR ARl oSSl o]gdte] b Az eS|
dlo]lE Aaks Aok sisick AR W] ZleASet A H844S Felshy] flsiAl wskwA 50 fe)
HAEN =S 753kl AeAS st A3E it

Key Words : Advanced metering infrastructure, Smart meter, Device language message specification

ABSTRACT

Smart meters deployed in the fields often require updates for feature extension, bug-fixing and other
operations. While remote software update is considered a more cost-effective alternative to on-site interventions,
technologies and regulations are not ready in Korea. Therefore, technologies and legal framework for remote
software update in AMI have become pressing issues in the Korean electric metering ecosystem. In this paper
we analyze remote software update requirements for legally certified smart meters and important features of
remote software update based on IEC metering standards known as DLMS. We also propose secure software
update architecture and procedures using an e-Sea implemented in java card. Furthermore, operational validity of
the proposed architecture and procedures was evaluated on a test-bed built for 50 households. Related results are

presented and analyzed.
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Fig. 1. Methods of SW update(left : traced update, right :
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F 2. olvA AF EFe]~ S~
Table 2. Image transfer IC

Image transfer 0..n class_id=18, version=0
Attributes Data type Min | Max | Def | Short name
1.logical_name(static) octet-string X
2.image_block_size(static) double-long-unsigned x+0x08
3.image_transferred_blocks_status(dynamic) bit-string x+0x10
4.image_first_not_transferred_block_number(dynamic) double-long-unsigned x+0x18
5.image_transfer_enabled(static) boolean x+0x20
6.image_transfer_status(dynamic) enum x+0x28
7.image_to_activate_information(dynamic) array x+0x30
Specific methods Mandatory(m)/optional(o)
1. image_transfer_initiate m x+0x40
2. image_block_transfer m x+0x48
3. image_verify m x+0x50
4. image_activate m x+0x58

ZEEZ2], RAM(Random  Access Memory), Hapeye e FEten  AYsblel=

EEPROM(Electrically Erasable Programmable Read
Only Memory), crypto B-& 2 j]&% A= 59 3}
Z=4Jefel| chip OS(Operation System)Z T~zlv) +
72 & JVM(@Java Virtual Machine)¥} AP} API
(Application Programming Interface)& &3l 7IH}s
FTYPES At g &8 A Z2aesl €Sl
& A s AR e Aol e
7] 4, A MRS A ESe] 21914 2

A ASel 87 7eS Adshe AR ol

2
2% Aphe FFd FAYoH, Akt 2

g o

E 3. At ke Feols
Table 3. Main functions of a java card

Classification Functions

32bit CPU, 0.5Mbytes

HW flash, 24K RAM

SW Linux 2.6/applet for eSeal

Electrical/com’ protocols ISO/IEC 7816 series

UART serial speed 9.6kbps ~230.4kbps

Symmetric ke AES-GCM,
aly s Y | AIRA-GCM(implemented
& as SW)
Publick key
i ECC-256(NIST P-256
Security algorithms 36( 36)
Secure memory | Provided
HASH/Random | ¢y ) »56/CTR-DRBG
number gen
2330

ISO/IEC 7816-32] T=0 ZREZ =2 Txlslu |z
4218 9134 ISOJIEC 7816-42] APDU W
ol 5 Aesle] AMEsIGIth & 3ol & ATl AL
43 ApFIEe] T8 ARk ApTlEel A AlgEhe
de ]S WAk

. 2ZE0] HHOIE 7578 & &

YSAIE

3.1 HMietst A= EQfo] YHIO|E 7HR
DLMS 3Esollx] Aelsl o|v]#] & A% 753t
ZAphed] FEgk Axeal ofEElE 838l 11
33} 22 Az Ede] gjdle|E AARE Akt s
1 == o5 dd SxoR hxede] gue]=
7} 23 A Al Az ESY] Z=o digt {84
=, AA oAl Wt sk At A7) ARE
237 HAE Q1S4E A 2 EER 5 9l PRI
2 AA|Z ek A AxEede] IE 2] fFA
T oAE Q1FAe] gAYt

=243 v
= A Az E S4TSR,

AH3| A= SMMSE o]83ll4] AlqF Az ESo]
o|uA] & DLMS EFollA] #2]&t image transfer IC
£ o]83le] g AYAR B AFgch 2 A

www.dbpia.co.kr



=i 2olED|E Q] ksl LT EY o] gjdlo|E y|&

IEC 62056 ISO 7816
< (DLMS protocol) > @ (T=0 protocol) @?

D Meter D eSeal
(Server)

Current certlficate% Current certificate]

SMMS
(Client)
New certificate

I
J

AA Established

Get request(Image_block_size) —>
i4—— Get reponse(Image_block_size)
— Acti.on request[Image_transfer_in.iti.a.te) 4>’7 Append (Audit log) —»]
4= Action response(Image_transfer_initiate) —

First not transfer block num
2 total number of block

Yes
— Set request(Image_to_activate_info) =

— Transfer(Certificate) —pi
i4— Result(Certificate) —
i Verify(Certificate) —pi

. . i4— Result(Certificate) —
4— Set response(Image_to_activate_info) —

Action request(Image_verify) ———» — Verify(Hash)

i4—— Result(Hash)

4—— Action response(Image_verify)

Action request(Image_activate) —»

il
1

— PSO(Certificate) —p

SW(FW) update and reboot

¢—— Action response(Image_activate) |

a2 3. AQKEF 2z Ee] ue]E At

Fig. 3. Proposed software update procedures
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diagnostic #=> 22t AR Fabele -9l
accepted(0x00)2} HLS success(0X0E)Y  7d-$-ollat
HLS9] pass3 ©AZ z1]ght
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3 4. AARQ/AARE 7l F-z
Table 4. AARQ/AARE packet structure

AARQ AARE
Man.(M Man.(M
Name Oi:t]‘ (( O)) value Name O?)Ttl. (( O)) value
Protocol ver. M 1.0 Protocol version M 1.0
Application M Context_ID(3) Application context name M Context_ID(3)
context name
Called AP title (0] Not used Result M 0x00(accepted)
Called AE qualifier (6] Not used Result source diagnostic M OxOE
q i £Nos (HLS success)
Called AP i ti . . .
atle IDmvoca ron (6] Not used Responding AP title (0] Server’s system title
Called AE i ti S ’s digital
alled mvocation (0] Not used Responding AE qualifier (6] ever S .d1g1a
ID certificate
Sessi
Calling AP title (0] Client’s system title | Responding AP invocation ID (6] ession. sequence
number
lient’s dicital
Calling AE qualifier (6] Client ‘s'dlglta Responding AE invocation ID (6] Server user ID
certificate
Calling AP invocation o Session sequence Responder ACSE requirements o 0x80
ID number
Calling AE i ti
alling IDmvoca ron (0] Client user ID Mechanism name (0] Mechanism_ID(7)
Send?r ACSE o 0x80 Responding authentication o 32 bytes StoC
requirements value
Mechanism name (0] Mechanism_ID(7) | Implementation information (0} Not used
Calli thenticati
atling Z\l/ZIuZn feation (6] 32 bytes CtoS User information (6] Association information
L .
nTplement.a tion (6] Not used - - -
information
User information (0] Assoc1at¥on - - -
information

%3ic) Als Zelold Bl TR AHAZS A

FA o7 F3Y5P, passd AR Zigc}

3.3 Image transfer ICE 0|2%t

== & 7Is 7

Pass4 SHA= pass3 A9} FAFsHAl A1ulE 7el
712 ECDSA(System-title-S || System-title-C || CtoS
I StoC)E- <d4ksled 64bytes =719 AmE7ke A3t
37, ACTION.response ™32 ©]-8-5}¢] association
LN ICe] A WA wx=al  reply_to_HLS_
authenticationS A3Jsled gt Agte F=folad
EZ ALc) FEloldEs AW IR A
o A¥Her k5d 749 HLS ECDSA 433l

o)

o
i

Zo ¢}g ¥l HLS ECDSA #43Q1%3} tj&oe] n}
Ak B9l user information=- AH8-310] xDLMS 4]
v~ =58 AAS= xDLMS context parameter 33

A weEle] HFHon AAS kB

DLMS oA AZES ] mi= geoe} 22
o|v|z)e] BE AFS Falr] el A T3
7} == FEIEY olv|x] HErlse] st
Fo] gloJok F}l. GET.request W oz % 29
image transfer IC2] Tt WA &Aal
image_transfer_enabled 7t $]o14] Ehelglc) o]n]
A Aol 7Fs3t 79 true(enabled)d] 7d-$-0]v,
"k} false(disabled)d 73-F-oll= AHA} L~z ES
o] ulo|EE A& Foll oA AA AA A ==
A Soll gk ATl $= AT 5 otk

t2o 2 Feglo]elEx  GET.request (image_
block_size) 8702 ] zRilo] o= W& = <)
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= ovIA| BE =g &A%k, 1ol g S
Hh=r] o] FEle|ERT) Ao g TR A A
o] "olAl= A IS - E aEEl]
213tol™, image transfer ICS] F WA <Adal
image_block_size 3t-& $1e14] ERlgl). o] % F=fo]
AE= HEUIAES o|g43le] 7 AuE 7|3}
AZIek 27131e] o= Aujr) A1 oA]l A
Ede] o]"]x]9] image_identifier2} & image_size &
Aol Zhetslal Ab7] ollAlE 488 Qe T
gt vlwels Fushk= Ao|n, ACTION.request
(image_transfer_initiate) "2 © =& image transfer IC
o] A WA vl =4l image_transfer_initiate S A 33}
o=7x) egic). | AFFE] LAz ELe] Jdle]Ex}
T4 w7 Ao} Hxlgel A Tkl HAs=
RE oMIEE B 252 83l 8 g
gdgeje] R e AAET,

A 2713} & FElo|dEs AW 8- &
Sz 27l ZA oA E BEo 2 #ak AX F F
YAE = BRusjreR A5t 5 Seleldd
E+= ACTION.request "3 > 2 image transfer IC%]
I WA vl =2] image_block_transferS 4l 3§3}o]
image_block_number2®} image_block_valueS A{Hol|
At A= N olv|A] EES AHeR 5
A& w] vt} image transfer ICS] 5 WA $A49l
image_transferred_block_status94 e 1
(transferred) 2 WZ§} HlEo] o] WAl HA<l
image_first_not_transferred_block_number2] #}-& |
Al 3o 2 sjdlo]E gich

ek Aol Adgl E-Zo] HWAF A5 & £=
S ANE S 5 ode F oM daElss
Algshk=dl, A WA 42 GET.request H3-S- 0|8
3}o]  image transfer ICe] A WAl SA<l
image_transferred_block_status®] kS &lslw
O(not transferred)?] 7S 27 3= 55 5
55 ARE she welch o dA whAle
GET.request 72 ©]-8-5}¢ image transfer IC2] ]
WA $-49] image_first_not_transferred_block_status
o] s Flslar, A7) el A E5 Rl Ao
Aol G E5o] le-S AIska AR &

S0 235l AE sk WAeleh A7) T o

J

d

3kt A% 2 SET.request
to_activate_info) =&2 o]-83}] image transfer IC
o] 3 WAl A9l image_to_activate_infos $JH]
o]E 3%k} Image_to_activate_infoi= DLMS 5ol
A Aelat A BAE Tz A8 en] A
X gEozy rmEge] ol =), LA Q1%
A i) 9 Ao s oflsl o] A58}
e,

(image_

Array image_to_activate_info_element
Image_to_activate_info_element::=structure
{Image_to_activate_size:double-long-unsigned,
Image_to_activate_identification:octet-string,

Image_to_activate_signature:octet-string }

5] 3efAjet el Algf vIAE lFAE AI%H
4#]+= TRANSFER (certificate) ™22 2 2}71=2]
Az ol Zelol| A ¥ VERIFY (certificate) %
22 At vA" QlsAle] AW A 55 SRk
FAHEQl o Bl 4102 Al YAE Q15419
YAl Fa7|7ke gelsla BN71E o] 83ke] Al
YA" QlgAle] Aws 753 F Ql5A] vidlel| gk
F3lElo] ARRlEl AR v 7|2 B33} gl o]
% 8732 RESULT(certificate) "2 2.2 ]n]o]]
S 3

of714 B7le A S-S e o
],

(3
g}
(

Ak AT w 219140l
SAE ApPE=S] IR Wi o AR AAbe
At amEe] onlx|e] FAA AT F AxES
o] qddlo|E ool 4=383= PSO(Perform Security
Operation) %< 534 71 tAE 545 A
gkl AW+= SET.response(image_to_activate_info)
s o]gsle] Axhgal ofEsloRNE FAIgH
RESULT (certificate) & Fee]lEedl] HEsle] S5
gt

AT AR QA5A9) A4S G o Sl
749, ZlREE o] aFl £LEgo] o]nlx]
o FAEAME AHSsl SlsiAl ACTION
request(image_verify) "3 2% image transfer IC2]
Al WA el E9] image_verify S Al3gkc) FAA
A5E S8l A Zeteld =t Abdel el &
Al dae] S ARl el SHA256 <
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J2]EE ARERo ], AH= AIRE A Ege] ofn

2] A el W3F sARS AXsla, Ak iRk
VERIFY (hash) 322 Hx}24l o Z3el AlqF &
zeYo] 744 7&?2 2%} ARl fESle
A7t Akete] A5t siAlzk tAE QlsA 2
B FE5}o] iii} AR wlaste] 744 o]
A} 472 st} & RESULT(hash) ®E02 Au]o]
S}l Al 42418+ RESULT(hash) $%-2
ACTION response(image_verify) -2 o]&3l] &
a].o]o% ET z%.é‘:%]—dr

3 AR Ao F8E A9 ST E ]
gelo| =S 3shr] fl8] F=felsl == ACTION.
request(image_activate) 25 Aol ZF3h=d] o]
= image transfer ICY W] WA dxz=gl
image_activate s A3 growx] Faghel. A= &
ZEe] fulo|EE HEHow A flsliA A
Aol o] Zglol] PSO(certificate) ™3¥3-2 <534,
kgl efEsle Al vAE 15412 AHAaAS
A aefato] 219AE oA W el F 7] tF]
Y ASAE A HAY A4 R ARk Ave
7] A% A ESe] o]ulA|E o] g3l qJHle|EE
Fastar e Jok A 5 Aee AR A
E- ACTION. response(image_activate) 32
gloldBel Sugoma] AAbeelS o837k
S ESe] fdle]Ert FRHrt

=

3.4 Rppl=s ol Rl%o._l(eSeal) Jls 7o
b5t S Ae] S A EE)
e ofFele Tasilon, A ofEe Y

s} EgHom ke Al TR 1A

< %

Meter eSeal
] - >
(Master) 4— Half-duplex (Slave)

Power-on reset ————— P
- Answer to reset(ATR) ———-—-—----7

—— Protocol parameter selection(PPS) request —»
#- —- Protocol parameter selection(PPS) response -—

Select an eSeal —————p

Command 1(C-APDU) ———
€ Response 1(R-APDU) ——————-——-

T2 4. AgEFAel Akl 7t 52 AA
Fig. 4. Operational procedures between meter and eSeal
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1753 dle]lEstarat she Alqt e o]
ARE A J3e sagel AYA e At
7I= 7k ISO/IEC 7816914 A|<131= master-slave
Z2o] Hb o]F Al WA o= TRk a9 4= At
H7tEE AgEAel Aslals wle] w3 dAE B
ol ApEE ARE AR A A= reset ™
Hor Appls 27)3E it

o]%F 2MZI=+= ATR(Answer to Reset) -3
HejekAel AgaRed], ATR Helel Apbbs o
dleole] Ad ZREF A3 FeirlelE 28t
et} AZekAl = PPS(Protocol Parameter Selection)
s Eo A7) steluiele) ghe A & ok
2 qlol| A= W& FAlQl LTEE w#f3}e] ISO/IEC
7816 <QlE]He]~8] FAl &nE A S
9.6kbpseIlA] 230.4kbps . W1l AHgetsiek. 412
A= PPS SRHHE 74 F AMEStaA} sk of
Z812 AEsl7] $Jal4] Select an eSeal 32 2}
Fhee] Agghel Axpeel &S A o] =
ISO/IEC 7816-3/4 %32 T=0 =2 &2} 2] 50|
A8k C-APDU(Command Application Protocol
Data Unit) 3|7z} o]of] tlgk R-APDU(Response

—d

-

CLA INS P1 P2 Lc Data Le
(1byte) | (1byte)| (1byte) | (1byte) | (O or 1byte) | (variable) | (O or 1byte)
Header ~ Body -
‘ Data(variable) ‘ SWi(lbyte) | SW2(1byte)
Body P Trailer 4

J% 5. C-APDU(*H) ¥ R-APDUEH Al +x
Fig. 5. C-APDU(upper) %  R-APDU(lower)  packet
structure

¥ 5. C-APDU ¥ R-APDU Z= 9jn] 3 7]
Table 5. Field meaning and size of C-APDU and
R-APDU

Code Definition ]Eggtg;‘
CLA Class of instruction 1
INS Instruction code 1
P1,P2 Instruction parameter 1 or 2 1
Lc Length of data in C-APDU 0or 1
Data Command or response data v:ri:;le
Le LengthinofR i:[}))e];;e]d data 0 or 1
SW1,SW2 Status word 1 or 2 1
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Application Protocol Data Unit) 3|72 F=}3ic}
U2 el Aojgt Al 2= A9 27 &
5o Azlsisick

HAREe) of Z2]-& AID(Application ID)E A=
] AID+= Sbytes =7]¢] RID(Registered Application
Identifier)2} Z™| 1lbytes =715 Z+= PIX
(Proprietary Application Identifier) 2 748 4= 9=
o, B &dPoxE 9bytes =]l AID
(0xD41076000020000001) 5 AH<eJsle] A&}t
a7 3o WARE A™eEAlel zxEQl ol E3l kel
AH&31= APPEND/TRANSFER/VERIFY/PSO ™2
5ol t-$=]= C-APDU "2 F =% ISO/IEC 7816

E3el Wl £ 63} o] ASlale] 74 shsick

E 6. C-APDU Z= A<
Table 6. Field definition of C-APDU

C-APDU field

Command
CLA|INS| P1 | P2 | Lc | Data size(bytes)
SELECT 00 | A4| 00|00 | 09 AID(9)
APPEND 00 | E2| 01 | 1D | 50 Log(80)

TRANSFER | 00 |DA| 01 | 1A | E8 | Certificate(398)

VERIFY 00 |2A | 00 | 00 | E8 | Certificate(398)
Identifier(4)+
VERIFY 00 | 20| 00 | O1 |2A | date/time(6)+
digest(32)
PSO 00 |2A | 80 | 00 | E8 | Certificate(398)
ECDSA private
PUT1 00 | 2402|9120 key(32)
ECDSA public
PUT2 00 | 24| 02|92 |41 key(64)

3.5 General ciphering % signing 78

15 3oll4] WA ZRfold B} An] 7t Al
3= 25 FZlel] dsliA+= DLMS E5eel A% 1t
9 2ol 312l general ciphering®} general signing
= ARgste] 7R FAAS EEsksick 19 6
2 a8 72 A7) 3l A FEE B
General ciphering ZE=tx EdAHE T3
32bytes 2712 ENAA D, % pAL A2 TS
= 8bytes =7]9] A|~H] E}o|E, key infoolli= oA
7] Aol Z 23k 32bytes =7]9] share secretS Hs
7] #]&} static unified model(Oe, 2s, ECC CDH)2- A
ato] ARG

Security ~ suitex= AES(Advanced Encryption
Standard)-GCM 128 AR3HA] 933, =W #1553

N

5%

Transac | Originator | Recipient | Date | Other | Key | Ciphered
1D system title | System title | time | info | info | content

Security context : security suite
/policy/material/access right

Symmetric key encryption Ciphered
Content —p 4 ! v . Yp ! —» P
and authentication content
e - !
- 1
- Security Header |
- N
| i Auth
Len | scea|'MVocation | . vptedappu| AU
Counter tag

3% 6. General ciphering APDU 3|7l 3
Fig. 6. Structure of general ciphering APDU

o Additional fields — Signed content =~

Transac | Originator | Recipient |Date | Other
ID system title | System title | time | info

Tag Content | Signature

Security context :
security suite/policy/access right

v

- Content | Ellptic curve signature algorithm

Additional
fields

3% 7. General signing APDU |7l 3
Fig. 7. Structure of general signing APDU

Y wolellx] 278k= KS oF 533} dare]Esl
ARIA(Academy Research Institute Agency)-GCM
1285  ARgE3lew,  welti(SH)2|  Security
Control(SC)-EA(Encryption/Authentication)+= <15
dsst AL FFE ovishd, dbytes =7]9
invocation counter+= 2} k- gk}, 16bytes =
719] thA 7]+= shared secrete} ¥-714 25 KDF(Key
Derivation Function) §<¢] 3= 0.2 Al-8-3}e] A4
o 78] 73} 3-8 general signingS AHE-E 73
- contentel] g T = gz AL
R A FHAF Algs] e, 71EAE i
317] ¢Jsl4= 5714922 general cipheringS A&
sz 7o) a3l

3.6 MSAIEHE 9ISt HAEHE 75

Akt Ax}E-ql 71Hke] Az ESe] o] E Hi
F 848 Astaa 19 89 32 AR
= 505 FRe| HlAENEE FEIgIch Y
A 2pzl=s) 1S0-7816 QlEjdlo]l~ & 22 &
=2 BAlsly, ¢33 LTE 29 7lell= RS-422 <l
Elgle]~9} DLMS®S| HDLC Zzddz EAlg}
ISO-78163}F RS-422 Qlejdo] 9] Al &&= F
230.4KbpsZ AR&glon LTE wule AHekA 28
B $A1gk Alg]d 541 7[Wke] HDLC Z#H|31S 1P 3

~

o

52

o
g
o

e
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PKIS

“ MDMS

SMMS

SMMS : Smart Meter Management System
MDMS : Meter Data Management System
PKIS : Public Key Infrastructure System

a8 8. HxEME AT
Fig. 8. Test-bed configuration

-

213} sh= Awst e 2 widle] AEnt gl

g Aol AR AH=EA Ak
MCU(Micro Controller Unit)+= OIML 4%
S S O ESEER P REXC PSP
715S 533z 73T ¢ 9l Amelrle] Fo
o] nlEf] Z0E<] SAM 4C32E 2wl A3k
A9l ol Z3lS 32bit MCUE Z-= InfineonAl2]
SLMO7 ZsohEvhe o] Taisheh A€ A
2hEe] Az E o] HA| o]v|A] Z7]+= 198Kbyteso]
w DLMS el AR 4l 7Fsh 2o =d o)
7l =Z7]= 2Kbytes 7FA| AR S QlA|TE
TCP(Transmission Control Protocol) g7 =715 1
23}o] 1,536bytes = A 2|sto] A3t

YAE Q15 X509 ver.3-S 83k Ald 2
== FH43lsle] 398bytes 27|15 Zet) 58 F)9)

b v o &

¥ oo

J8 9. EERPEe) 2 28 @4 A AR
Fig. 9. Meter(with java card) and modem installation picture
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LP(Load Profile)e} 7% oWl E7} Wbt 739 44|
7t push ¥E]® AMI HER A&3be], ZeA
on-demand W20 2 27} AZAARE JE o Iz}
el AT 5 TS AMI Al2ElS AASa T

sk

3.7 ASAE Zoh 1 24

T5 HiEWEellA] 7] 3eilA] A|2bgE v
fraAdS 753 SlalA & 73 2o] FHEE 4 9l
= FH& W] 7R MRS sk 2] vl
1=S A A1EF 7o) e a8l 601]/(1 |
AlgE A7) 2B 29 olsstEl sfjFle|H, A=A
AspEs LTE 2 004 A0 3 72) ofe
F5 F amEsle] ol E A% F AT Aol

st T2 ol disiAnt sksske SzlS S

o lo

N
olN
o
do,
of

B 7. Ak axede] ddle|E W] FA7)E AE
Table 7. Verification of proposed SW update

Seq Names Notes
Data link
1 SNRM ata ik
layer connection
2 AARQ
3 AARE Application layer
4 £(StoC) connection
5 £(CtoS)
6 Get.request
(image_transfer_enabled)
7 Get.request
(image_block_size)
8 Action.request
(image_transfer_initiate)
9 Get.request
(image_transfer_status)
10 Action.request
(image_block_transfer)
Get.request Image(SW/FW)
11 (image_first_not_ transfer, verify and
trans_block_number) activate
Set.request
12 . . .
(image_to_activate_info)
13 Action.request
(image_verify)
14 Get.request
(image_transfer_status)
15 Action.request
(image_activate)
16 Get.request
(image_transfer_status)
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E 8. HliEHEoXo LZESe] JulolE A7k 34 A3
Table 8. Measurement results of SW update time at the
test-bed

Items Measured time Notes
AARQ 0.168s passl
AARE 0.253s pass2
StoC 0.176s pass3
CtS 0.225s pass4
SW updatel 116s no ciphering/signing
SW update2 118s ciphering only
SW update3 125s ciphering/signing
% xDLMS Au]zof] TA] siAeE A3 3% 9o &
ePge] sisdeh 25 3ellx] AlRkRE dAafe}h o] A
FHeR SRS AT 7R S

HlsEnE 75 F QPgAsl BAle] JPed 485
TAE dkoz QA AES) ) A8

N

ARk 24 F AFRE X 8ol BASA &
o] sjefo]=

ZEe] gdlo]lE 487l ARl 873t
£ 5&2P9e ks e 3.2 AFEE AR A

Zoh A7k Egsta el 2z ege] v
o|E 32 gkEste} MY A4 fol w3
TR FEsigen, Azege] qiuelE whAlle
staslel AxMEE F Hgslx] o2 WAlo|a,

E 331—33—_;&].131- 2_4|.9_8ﬂ o

o M—

A Ede] gule|E w3 glsste)l A&
FAll A8 Agelc) hastel xS FAlel
223 79 general signingS 9% A4 3 general
ciphering2 F7F4 22 A-&3)sich

=45 $5AIZES 1S0-78167F RS-422 QlE]Ho]
28] B4l &= g HEEA MCUS Z2AA 52l
wzl 7pAd Zlow CER|RE FHA 2 e
Aule] HAZE AAA ] e} A o] ofE AMI &
TR A s]ake] i ol EAI7E gls AL
2 =Pl Aok Aapgel Fuke] 4z e
Julle]Bo] T2t fraAdd A-84E TS 59
A RAEstd o, g5 A AlHALS B AAF &
& 4 9le 7HkE mhEslednk

—

v.z 2

E =) 2= IEC 62056 %33l DLMSoI|A] A2
gt olm|z] R AgHpAle) 2ppple gl 73
g zRgel ol ZBl1E olgsle] WA Al ol

gk 2z Ege] dlo]E wAla AAE Alkslsdth
HAolA ] 75 A5 84S RIS $l8iA]
LTE SAMIES=Z 75, AH=A A=E AzF 2
AMI HE 59| %] -$-8A128S /iislar 505 +F
o] HAEMEE FE3lglch

gl ~Ew =l AAZE AR Bk o]z} At
3l HAEQl Fuke] Az EYY] ¢uo|E Fxt Az}
o] fraAT AkdEt AL 7S ASEnh A
Ede] ddlo]E A7} general ciphering®} general
signing 5 W3F 74l we} tiefsiA SA ] vl
sloict Al’ket A<l 7Hke] Az Eg o] gfuo]E
s =0 Tl e et Alert AR Eohd, A
H Aol Agale] YA 75T 4 2 Al
T 715 5] 2eE AS fr8eA A A
2 7glch

(

hat
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. 7Ts A

N P

Z9
Table 9. Packet analysis for verifications

Seq

Captured packets

13
(image_
verify)

Ciphered
(Original)

7E AO 67 02 FF 29 DC 6D F1 E6 E6 00 DD 20 B4 7B E7 F5 67 A3 EB 6C 3B A8
60 73 1F C5 F1 C3 11 C6 A8 E5 70 OA E6 B6 4C C7 02 E2 40 FD 9E Al 08 4E
4A 43 00 00 00 00 O1 08 4E 4A 43 12 Al 53 44 01 00 00 01 02 01 02 00 1E 3F
00 00 00 B6 B2 47 3D 82 ED 51 83 8B 03 11 34 C3 64 06 3C 56 EO D3 FE 37 B3
97 75 32 62 C3 58 7E

Rx

7E AO SF 29 02 23 FC E3 9F E6 E7 00 DD 20 DD EB BD EB BB BA 81 BE 79
66 4A 18 85 99 1B 4B BE 75 C8 21 59 45 12 F6 3B DE 27 08 11 92 47 CD 08 4E
4A 43 12 Al 53 44 01 08 4E 4A 43 00 00 00 00 01 00 00 O1 02 01 02 00 16 3F
00 00 00 B6 3C B5 8B D7 97 F6 E2 DA CB 29 41 A0 00 DD B2 A0 15 73 02 7E

Plain
(Parsed)

Tx

C3 01 8l[action request normal] 00 12 00 00 2C 00 00 FF[class ID=18 image transfer,
ver=0] 03 OO[image verify]

C7 01 8l[action response normal] OO[success] 00[no return parameter]

14
(image_
transfer_
status)

Ciphered
(Original)

Tx

7E A0 67 02 FF 29 FE 7D F3 E6 E6 00 DD 20 DD EB BD EB BB BA 81 BE 79
66 4A 18 85 99 1B 4B BE 75 C8 21 59 45 12 F6 3B DE 27 08 11 92 47 CD 08 4E
4A 43 00 00 00 00 O1 08 4E 4A 43 12 Al 53 44 01 00 00 01 02 01 02 00 1E 3F
00 00 00 B7 DO 7E 2C 59 EC E2 3B 60 61 F4 2D 56 04 A8 70 4B 29 A4 46 D8
D9 A2 E5 CO FF D8 4E 7E

7E A0 60 29 02 23 1E D2 E5 E6 E7 00 DD 20 48 1C 28 2F F6 03 12 DB 3E B8
FO 91 47 C5 90 A0 AA 3A BO FC AF 62 OE FA 18 78 CF 9C C1 09 CB 1E 08 4E
4A 43 12 Al 53 44 01 08 4E 4A 43 00 00 00 00 01 00 00 O1 02 O1 02 00 17 3F
00 00 00 B7 FD C2 21 CD 59 98 30 E3 7E 72 40 D6 86 DC 9F B9 D4 E8 E2 41
7E

Plain
(Parsed)

Tx

CO 01 81[get request normal] 00 12 00 00 2C 00 00 FF[class ID=18 image transfer,
ver=0] 06 OO[image transfer status]

C4 01 8l1[get response normal] 00 16 03[image verification success]

15
(image_
activate)

Ciphered
(Original)

Tx

7E AO 67 02 FF 29 10 OD FD E6 E6 00 DD 20 48 1C 28 2F F6 03 12 DB 3E B8
FO 91 47 C5 90 A0 AA 3A BO FC AF 62 OE FA 18 78 CF 9C C1 09 CB 1E 08 4E
4A 43 00 00 00 00 O1 08 4E 4A 43 12 Al 53 44 01 00 00 01 02 01 02 00 1E 3F
00 00 00 B8 97 D9 3B 1F 67 F5 60 B6 19 C5 C8 B6 E1 19 93 3E Al 4F F5 90 OF
28 B5 97 59 D6 62 7E

7E AO SF 29 02 23 30 83 93 E6 E7 00 DD 20 6B 66 59 73 DA 50 EF 73 7A 6D
C2 DE 35 FF 8B FO D6 B4 10 C9 6D 94 96 22 3C 23 17 B6 59 9D E6 25 08 4E
4A 43 12 Al 53 44 01 08 4E 4A 43 00 00 00 00 01 00 00 O1 02 O1 02 00 16 3F
00 00 00 B8 AE 44 CD 7E 6F 8F C3 7F 88 E9 9E 4B 4A C4 E4 49 04 13 2E 7E

Plain
(Parsed)

C3 01 8l[action request normal] 00 12 00 00 2C 00 00 FF[class ID=18 image transfer,
ver=0] O4[image activate] 00[no return parameter]

C7 01 8l[action response normal] OO[success] 00[no return parameter]

16
(image_
transfer_
status)

Ciphered
(Original)

7E AO 67 02 FF 29 DC 6D F1 E6 E6 00 DD 20 9C B3 D5 9D 08 A5 93 9E 23 B4
42 1A C8 58 E9 66 3A 6C 2D 8A D9 F2 EB 44 DO 74 23 64 1F 60 90 E2 08 4E
4A 43 00 00 00 00 O1 08 4E 4A 43 12 Al 53 44 01 00 00 01 02 01 02 00 1E 3F
00 00 00 06 4A 6E 45 62 5D BB ED 00 A9 7A 9B B5 17 CD 83 3F 02 36 B2 Fl
FA 27 C1 0B 49 06 E8 7E

7E A0 60 29 02 23 FC CE 21 E6 E7 00 DD 20 87 92 51 95 60 3F F3 7E A7 E4
7C FC 1D 33 FD 8A Al 24 5E 3F BD 6F EC B4 04 C4 36 0B 54 68 C7 EO 08 4E
4A 43 12 Al 53 44 01 08 4E 4A 43 00 00 00 00 01 00 00 O1 02 O1 02 00 17 3F
00 00 00 06 EO FD 7A 94 58 FB 4F 52 05 B6 76 D8 0B F9 OB DA 1E 8F 10 42
7E

Plain
(Parsed)

CO 01 81[get request normal] 00 12 00 00 2C 00 00 FF[class ID=18 image transfer,
ver=0] 06 00[image transfer status]

C4 01 81[get response normal] 00 16 O6[image activation success]
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