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ABSTRACT

In order to maintain stable operation of SCADA system based on remote monitoring and control system (TM
/ TC), it is necessary to guarantee reliability of remote monitoring and control system(TM/TC) that converts the
electrical signals of the field devices and instruments into digital signals and monitors the operation status
information of the remote sites in the central server system.

Through joint investment development of company and government, K-water developed “customized wireless
RTU(Remote Terminal Unit)” that has All-in-one function, which guarantees high reliability such as input/output
expansion, data process, communication process, data logging process and system automatic configuration
management technology and also provides from differentiated element technology based system installation to
maintenance and the reliability test was verified by conducting an empirical test on an authorized testing institute
and metropolitan area waterworks branch points.

In this study, we try to improve the system operation level of waterworks field and domestic industrial
SCADA through complementing the shortcomings of existing products such as closure. user access and
maintenance inconvenience, low data quality and developing the RTU which is the latest network technology

based on IoT and a user friendly like smartphone

* B ATE F47I9A URTERA S AR(S2363159) A W EALLEAL del2 FE gl
¢ First Author : Korea Water Resources Corporation. silver@kwater.or.kr, % 3]<]
°  Corresponding Author : SINNOTECH Co,. Ltd. pckwin@sinnotech.kr, %3]
F=rHE : KICS2017-09-280, Received September 29, 2017; Revised December 8, 2017: Accepted December 8, 2017

2402

www.dbpia.co.kr



AZEA A A 2250 A

I.M E

LAZIA A A d8|(TM/TC Telemetering &
Telecontrol)3+ A, 7}~ AH, $h73 2 Askre
T TR ZRE akjliole] AP EakE 9
7171 2 AZES AHAEE FHgst] T A A
2~HI(SCADA Server) 22 74 e HE FAlsh
A EAE] FA1E Ao H o g AleAlsE W
71712 Adsh= Adn]24 A$5A 2 RTU(Remote
Terminal Unit) ¢} PLC(Programmerable Logic
Controller)7} F=2 A4 gjr)

K-water®] 73-$- TM/TC Slave 5322 ol 2
o] golstar Al A~g] 74T Ao F

o] % A4S 25 PLC (Programmable Logic

Controller)®] ARg-8o] &AA3] =ow, oyl
DCS(Distributed Control Station) 2} e

RTU(Remote Terminal Unit)7} E&5]o] ARS8l
Ak

K-waterel|4] #2352l e 2714 2 o
2l GAZRAA] 2 wlolE A A2~RI(SCADA
Supervisory Control & Data Acquision)<- Z}FA]Al¢]
vEgZ R Aol A840 o]go] rxle|gle
v = dleole] FAl7]%e] W o 34 o] 55

Alel sl Z=ERIEEA<SA(WCDMA
Wide-band CDMA)HM1S]  M2MAFEAIS-EA],

Machine to Machine) Hgo| St=wA 7]& 41

TM/TC 2ZEgof 7%

- 28 10 H2sh=2HE 10)
- WCDMA 25 Built in
- 7HoHH HIE BEETE)

- slH 8 T2

- LCD Display & Touch
- Data 24, H/w 25 AU a2 S

- UX & Ul (A3 HE, AT IR

- 8T B 75 £ RUY HS

a7 2. P ls
Fig. 2. Technical Development Overview

Fale] el e 2 HE|(F=E]) el FHeRst 7]
= fAdAellA] o] 5EAl ARIAL S o] 8] Al
A Wl e R ZAAle] vES T Aol whEAl A
S A

AT kS Bl ICT 7<% whAe ule} §<:3)
W3lslr 9l AHEQlE¥loT : Internet of Things)
HESZ 7|&S 583k 7| A7 Ae1dR] 9
WAAkEel Av] S93kE 53 st Al

e B 5 9le ey &, vlelE AE, A
A2, A7k A2, dloly 24 2] 2 Al=E A}

¢
¢

k] 7% 5 AEskE 2avl4e] wedE A
oAl e gkl el Bad

<! 49
71e-& AT 4 9= All-in-One 715& Z-

N
[

E
[r

f2d

a

R
11

|

LT AFICEH#2
e

T ry

TM/TC Master

==

| VPN SERVER

TCP/IP

ADSL
TCP/IP Q(( ))))
T

O SELIAR
SAMY

32l 1. K-water TM/TC A%
Fig. 1. K-water TM/TC Configuration

e EEL] ECE] ] Ups J%]
[bH==X11

2403

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’17-12 Vol.42 No.12

of
Yy
X,
=5
e
ot
q
:
dg
b
‘j\i

Ao ]y & 7Esle]
TN 7] Akl HW 2 §W A133 s
dgddrs seA 1"l dEkesdAl 2
72Tie ¥713S dAlo2 oF e/1de] A4 &4 4l

e Sasiel AFS] AT NS Age

N

32 o

dAAl el g 7
SN ERleg AN 33 AR A

A WA ARSI ole ehielEAsde
.

s
), AD % DAW3] 5 Q8310 RES 4E
AFe] 43 AH5FE] e 2 WAl 9lck

25, e 5 euHe|’] Alzwle] WAE
o] 9lo] 7]&e] mlo| A 2ol 4] &g 2 s T
Wahs 7l Bt oAk Z5FE oA g R el
AMgEle] SgZ2aals A e 5 9len A
W $-g2 2 adlS ot =X 2l thi-er)ElA
v ZA] vlae] ol AAlste] ARSgReRA Al
AlEle] 7155 kel Wt ope}l Hyw i s/W 7l
A7 w5k gt

&gk, HW 3410 7]EA12~"lel| vlal] SywAgl B]
Fo| AAHA Hejuir]e] A=, vt 2 AAzE
Az FHo| ZAslEa A B4l vE =0
53} Modbus$} 7252 Al 5 QlE|slo] A5 ¥
slo] APAdS 73t oleksl RTU A|FEo] AT
op §of w3 7 Akq] Hofoll AA AREHSI9)
d¥Ho] A AA ek

29 IT 7] nlo]a Rz 2 2A449] 7140 Yo}
A 233t U 3453} e ve} AlE A
Ho dlale] HW AAE 71EolA] SyW 2Z 3]} 7|e=
o] gz M| & Holsle] it]= sywrt sh=l
2] 7H7E HIWREh= S/Well 23l #H-9-5= 7]
EAA TP Ak e g whdstar 9lck

Z27| i) = §yW Zhebat Ao Tz ageinko
dolg- 71718 Alolshsd] 3o, 2o
mlo]e] Xeje} e A2l Baleh 7|5 98] H
23 g U EHA 7585 AFshs dvltl= 0S&
183l 9lem] LAZEAIAlAdH|(TM/TC)Fo el =
Ago] mhEA ke T gl FAlele?,

E A7 7R AZRA A8 (RTU, TM/TC

o
>

=

o

2404

TM/TC Slave (H/W & S/W)

TM/TC Master (S/W)

o | + o
L] ' L0
_ !- T « T Camera

Display & Monitor

Engineering

13 3. 7 AR JF dE
Fig. 3. Wireless RTU I/F Conceptual diagram

Slave A$A=x))E= PLCO A7 RTUS AW
AEste] AN, FAE 7122 25 doly
A, S A2, dAA e 2z, dlole] 27 Az
Al AR 71E 5 APESE 84v]se|
Hked®l ARl HolAdS FHel AFoR Alaw A
2ol A] ] fAFE7A] HNEAQl edol] Fagh
E 7158 AEs 4= 9= All-in-One 7]%5& 25
LAZAIAAER(TMTO) 2 71E 2831 Al
gl e, AR AT Y AR RS HElAde B
skate] skEle] Al 8w F5 AR gyl

f

. HAZAIMOEZ| 7=

£ AFelMe s old 7
TM/TC -3¢l B3k 23l Q47
A, BEA, AEAde s AdE 512
2 SWE ZhEsisich

3.1 HW it

3.1.1 10 ZAMofe| o|Est 74

1) 71% 2 24 10+= 2709 MPUCA 27t 744,
Ae17} 755k Main CPUCIA= MPUS} 1:1
BAE S8l

2) Main CPU+= MPU #5 AR5 she] wxe]
POz A

O3 4. 10 ZHAAIN o3t 2
Fig. 4. IJO Monitoring and control redundancy structure

www.dbpia.co.kr



= 3

ol

A wkd T AA

g d LA A A 2E A

&

T2 5. Main PCB-MPU ©]53}
Fig. 5. Main PCB-MPU redundancy

3) 71 & =P 10+= 2709 MPUeIA] 242} 2HA],
A7} 7Fs8k Main CPUel4+= MPU<} 1:1
s el

4) Main CPUE MPU # 5 AHRE shie] vwe]
wmo g xAF

3.1.2 oll0 ¥ =&Base #Hlo|A AMA

1) Main Default IO : DI4,DO4,A12

2) 3 109] 5 : DI4,DO4,AI2, AO2, Serial 2
Ch

3) Main case°l]l WCDMA <t} Addle] & 2
USIM A7} 7hs3kes AW A2

Main Unit Expansion Unit

a8l 6. Aelx
Fig. 6. Case

3.1.3 0|53} Power Z& ¥ XME 2|4

1) Main RTU2| 9] 338 0|53} 74L& E4
T 1Y AL /lHE FA]ol AM{(Redundant
power supply)

2) Power B&2 94 A S AT 39 %

il

2! 7. Main PCB-Power ©]53}
Fig. 7. Main PCB-Power redundancy

A 913 Power sourceS- OFF3}IL 3 ~ 5% o]

g

3.2 S/W Tl

TM/TC Slave A=|(¢]3} RTU)2] W¥ F8 =&
o] 742 ol 133 Zrk RTU+= AREAF Ao #
<, Protocol, ProcessS ©]&-3}o] 7172} BAlS
EE 1082 o] 5 RTU W,2]-2] dlele] 54,
Ao, A5 Paag ¢
sle] st }l‘:i 7HHL51 7L7<]°]1:]-

- Main Unit : Analog $J33} Digital 453 ]

% Serial 41, CCTV %4 ZE W7
- Expansion Unit : Al, AO, DI, DO, Serial 2

Slot A& (77} Slot)
- ZRAI WA xe A AR A 23
sle] B4l EHAle] 55 Al
Memory : 7] 37]¢] wweg] E20] 9lon [0
Board®| A1, §4l Hlo|ElS RTU W4-2] »E
dlolel7} Ake s, 54 wwe] d9s #As}
¢] Modubs TCP SlaveE A3 & 4= glr}h
- W< : Digital, Analog(Byte Int16, Int32, Float)
Tag7} glom] wmele] 2[Axl W=le] 3 w4
(Array, Retain %]<J)
Protocol : A1 thi} 71719] 44 =2 8F #H
A 7l A

-
Ol Sz Log Manger
Scheduler
a
. Camera ¥ $

‘\

- =~

”~

J2l 8. W EE 74
Fig. 8. S/W Module configuration

3.2.1 A& ¥2FS ¥ Logging

1) MPU Master, Slave¢} 1:1 41 2% 7

2) AlzE wxele} 10 vlEelE sty 13
Scan > % System¥} 7] 2 5 102] 2E A
BE HS5TE 7 s Z28F 74

3) MPU Master®} Slave EX1°o 2 FEH AwE
Main CPU®A] 17H2] w=me] sloz T

2405

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’17-12 Vol.42 No.12

3% 9. 1% Data Logging ZZA|~
Fig. 9. One-minute Data Logging process

4) vl 13 AAvlc} Data Logging A3l

3.2.2 Flow-chart 7|t ALSAFEe| Z2MA

b ZA AT 5% 9 8

2) Node 57}, $4 A 2lol] w2 Action A2

3) NodeZ} Linkell v}2} Event 35 #<]

4) 10A]¢], ¥4 Re-write, W] 22] Access Function

g

v open APPLY Link LNK- NODE+  NODE-
2O flow
*[J testcontact
1 memMove '
" O »e
+0 Manual CONTROL 3

10 Auto CONTROL

O 10. ARAF Ae] ZeA~ HA
Fig. 10. User define process editing

=4l o=
\ Pink: true
,, Gray: false

MNode name

Resultvalus

Sl oME
Pink: true
Gray: false

| 11. =242 NODE M 3hd
11. Process NODE detail screen

i

=
ig.
3.2.3 &Y = AEf 2N H HE NS

1) System, ™10 2 Slot 109] W =2]E T3}
o] 7kA]

2406

oo (I

St

:

e ot | ‘

a8 13. Slotd wlxe] 2 A 7] 3hd
Fig. 13. Each slot memory and status monitoring screen

2) Modbus TCP Slave 252 £3F 91&3 uwE
AR AH| A

3.2.4 AZAz[M (WARM, COLD)
1) Warm Reset : Main CPU 2 MPU9| A F+]
Aleffel| 4] reset A1 3)
2) Cold Reset :
(1) Main CPU 2 MPU A ot 5 a3y
(2) Cold reset Ae) F~ A4 A At > 2~
%7} Delay -> Main CPU 8 A3 %
Main 10 2 2 10 Self-Test 52 A3}
(3) Cold Reset Power REolx] A =}t

(O8]

3.2.5 8¢ Frame Z4EE

1) MPU Master$} Slave %41 Zfo|H RuE{g
Default 2§

2) Modbus-TCP Slave 4|2~ E41 =2jo]n] Y
B

3) AHEAF Ao Bl ZREZS 54 selolwE
AeelA] o2 Aeellx] BUE]E 7leslEE
T (ZREF Aolox] muE A A9

www.dbpia.co.kr



=
T

M
g
o
ol
i)
o
o2t
r>~
riz

ZHAI Ao A 28] A

zad

= Y
Q QL\E\I =) a8

00 00 00 FF 0D FF 0000 00 00 00 0D 00 FF
b0 00 00 FF 00 FF 00 00 OC D0 00 00.00 00 00 FF 0D FF

.
04 0000 00 00 000
o 00 FF 00 FF 00 00 00 00,00 00 00 00 00 00 11 CE ad

000000 0000 €
000000 00 000

000000 00 000 00 00 00 FF 0D FF 00
FF 00 000000 00 000 0 00 00 FF 00,00 00
50 00 00,00 00 00 00 00 FF 00 FF 00 00 00 00 00 00 00 00 OC FF 00 FF 00 00 00 00100 0C 00011 CE

X: 10!

0000 00 00 FF 00 FF

a2l 14, =4 2uE 3k

Fig. 14. Frame monitor screen

3.2.6 Z2EE HE

D i 71719] B4l ZHs] ARE o]8ste] FAl
7153t 2] - 33

2) RTU A4 Ei*ﬂf:oﬂ o3 AAHE FAIXE
7 EZREZ #34 £

3) Y ZEEZ Zgif F 2o g

O socta Nene ~ [ scctoascnwg

PTs PT 0 0

a8 156, Z2eF #5] 3
Fig. 15. Protocol Edit Screen

¥ ¥ ¥
1 AsSCIl - 200 $ APPLY [ swy
uu HEX -~ 201 O0DOA APPLY l’J ey

a8 16, ZR2EF FF] Item M=
Fig. 16. Protocol Edit Item Details

- ITEM % : ‘ITEM+ & %3 qJ3H% Z2ed o

- ITEM A8 : ITEMS AHA1E 73 A=

- Z2EF elg] ¢ T2 EZO| Byte Hlo]E]E HEX
or ASCIIZ & A=
ex) HEX : 010300060D — 01 03 00 06 0D
(byte T =2))

ex) ASCII : 010300060D — 30 31 30 33 30 30
30 36 30 44 (Y WE-S FAEE M3 29)
- APPLY : 7S W8-S A%, As vlg2 =
A 20l A ;‘d_;,é_‘l— AL A7 A=,
- ARge - AlEE ITEMY Z2A 204 3153
rEgdS %%H AR

3.2.7 10 Log HHE zE|
1) ¥ Feol|A4] “Data Log”7} A1=8¥ WH<prk |

21 A7

2) A== W 17Re] 1417 2o HlelE 2 Exl
= %3

3) Edlx= 32| Zoom in, out 7% T3

4) AlEig W] 1 2o g2 71F 74l

2017-01-09 09:16:23

mBit [ patatog [ Retain APPLY

mByte EETN

mint16 0 - 1600

0z0=2080

e 1

Index 000 value :0

mint32

m]

mFloat

a7 17. W5 32 w57 “Data Log” A 716 74
Fig. 17. Select "Data Log” in the variable management
menu

T2 18, B2 AN ¥ Ede x3] 3pd
Fig. 18. Log Search and Trend screen

3.3 7|EMIZE oie| AiEd R 2=

0z

2 dTE el s AR AdN]

1=

(TM/TC Slave A542])+&= PLCY] A3} RTUS] #F
Hukg AHE3l] AAA, S 7EeE 45
dlole] Az, Al Az, A% A=, ﬂlOlEi 27
Az U Axd 2R ve 5 AR 2 2
AR} Peigh 2pEskE 2a)se] uhedEl AMg-
2} AAE FhEt A7) AFL 2 )% HE- o)
A 7% 9452 A7 Ao A8 (TM/TC Slave A
FAA) AFHR] E 13} 7o)
o] AT S Easledn)

H

N

2407

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’17-12 Vol.42 No.12

1. AN 2 71EAIE ] Apds ea
Table 1. Performance improvement and differentiation point compared to existing products
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