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ABSTRACT

We show that the existing certificateless
authenticated key agreement protocol based on the
elliptic curve cryptography is vulnerable to the
man-in-the-middle attack. This paper proposes a
certificateless authenticated key agreement protocol
resistant to this attack. We proved that the proposed
protocol is resistant to the man-in-the-middle attack

if the elliptic curve discrete logarithm problem holds.
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Table 1. Comparisons with Other Protocols
Protocols MITM Computational Costs
He et al.[1] Vulnerable 5m+3a+2h
Farouk et al.[2] | Vulnerable 3m+3a+2h
Proposed Protocol Secure 5m+4a+3h
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