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ABSTRACT

We propose an optimization method of the investment cost for countermeasure portfolios in information
security using a genetic algorithm. With the rate of information security breaches, the expected damage cost by
security breaches, and the rates of countermeasures filtering security breaches, we formulate the selection problem
of an optimal countermeasure portfolio for information security as a mathematical optimization problem based on
the investment cost and develop a solution procedure based on a genetic algorithm. In addition, we present

numerical examples, considering various scenarios in information security.
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Table 1. Average amount and rate of information security
breach during a period

breach amount rate

breachl 1286 0.09
breach2 2111 0.072
breach3 30886 0.068
breach4 3314 0.099
breachS 3619 0.069
breach6 39050 0.074
breach7 5951 0.059
breach8 447 0.063
breach9 1064 0.036
breach10 1528 0.023

Table 2. Average operating cost for each countermeasure
during a period

control amount
ctrll 886
ctrl2 244
ctrl3 21
ctrl4 299
ctrl5 92
ctrlé 51
ctrl7 119
ctrl8 53
ctrl9 72
ctrl10 79
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Table 3. Filtering rate of a countermeasure for each orom HikE-S Zx|slgick
securty breach 742 23t w, 3w, el v} A Ao s
breach | cirll | ctrl2 | cirl3 | ctrld | clS | crle | 7 | cirl8 | ctr9 | cullo eAgL 22 ARRs e xeZEQ Asrlx
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breach10 | 0399 | 0.392 [ 0 0 0 | 0858|0799 | 0256 | 0.478 | 0.729
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Table 7. Distribution of the filtering rate under the
optimal portfolios (w; =w, =1, n =100, m =100)
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Table 8. Cost and run time of the proposed optimization
and full search according to the number of controls

m:zstergl()f cost-FS | cost-GA | time-FS | time-GA
10 566.31 566.31 0.07 0.09
11 790.35 790.35 0.14 0.08
12 882.27 882.27 0.27 0.11
13 1005.59 | 1005.59 0.61 0.09
14 1279.57 | 1279.57 1.42 0.13
15 1383.88 | 1494.41 2.64 0.13
16 1711.2 1711.2 5.65 0.11
17 1829.48 | 1829.48 12.46 0.12
18 1213 1213 26.51 0.15
19 880.91 880.91 56.57 0.2
20 897.15 897.15 121.89 0.17
21 1146.45 | 114645 263.7 0.16
22 1707.63 | 1787.56 588.62 0.19
23 1042.42 1079 1343.51 0.20
24 1120.3 1120.3 2896.83 0.34
25 1067.13 | 1067.13 6025.1 0.39
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Fig. 11. Accuracy of the proposed optimization according
the number of controls
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