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ABSTRACT

In this paper, we investigated a role of small cell in heterogeneous networks for physical layer security. We
assume that the small cell can be used for jamming to degrade an eavesdropper’s capability or for cooperative
transmission to enhance a user’s signal quality. When we consider multiple users and eavesdroppers, we analyzed
the effect of the number of users, eavesdroppers, and user selection on jamming strategies. We also verified the
effectiveness of the proposed user selection and jamming strategies in terms of secrecy rate through simulations.
Finally, we proposed jamming strategies at the small cell depending on the availability of the eavesdropper’s
channel state information (CSI). The small cell adopts an adaptive jamming if the eavesdropper’s CSI is available
otherwise it utilizes probabilistic jamming.
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Probabilistic Jamming Strategy
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