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ABSTRACT

In recent years, the production and dissemination of ransomware, a malicious code that encrypts users files
and systems and causes financial harm to users, has increased explosively. Ransomware uses malvertising
techniques as well as attaching malicious files to spam. In addition, if the victim’s system is connected to the
Internet, it can be infected. The latest ransomware has developed not only to steal cryptocurrency wallet
information, but also to install cryptocurrency mining tools to illegally mine cryptocurrencies for attackers. In this
paper, we analyze the latest ransomware reported in Korea and analyze them through characteristic classification.

In addition, we present a new trend of ransomware with the advent of cryptocurrencies.
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Table 2 Malware Analysis Statistics

Malware Type Collection count Rate
Ransomware 1,340 62.1%
g;’:;;g“on 336 15.6%
Remote Control 295 13.6%
Pharming 90 42%
Downloader 16 0.8%
Adware 15 0.7%
Injector 12 0.6%
DDoS 8 0.3%
etc. 46 2.1%

2,158 100%
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Table 1. Receipted ransomware damage complaints
2015’ 2016’ 2017’
Complaints 770 1,438 5,825
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able 3. Damage scale of ransomware

Number of
damages caused
by Ransomware

Amount of
damage

2015 53,000 About 100 billion

2016 130,000 About 300 billion

M. F2 2HA90]

el o1zl s ol-&-AlE ol 4] rdaigh 2017 K
Aol Aaid mauxlel] w2 2016%del] o]
A feld A dleleh Asl vl ok i 49} Rk

2016'delli= Locky @A 9lo19] clokgh WE5e] 5
Zk slg) 0w, shkrlell 543k A1 CERBER 2HA1¢]

www.dbpia.co.kr



E 4. =Mefof 24 dIg (20169)
Table 4. Ransomware Infection Ratio (2016”)

Ransomware Infection Ratio
CERBER(.random) 60.81
CERBER3 8.11
Locky(.thor) 6.61
Locky(.ordin) 6.46
Locky(.zepto) 5.71
Locky(.zzzzz) 3.00
Locky(.aesir) 3.00
CryptXXX 1.35
etc. 4.95
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Table b. haracterl@tlc Classification of Ransomware
File Payment
Inflow . File extension of | Encryption | extensions request
Ransomware Method Spread Time | Target OS Attack target algorithm | created after amount
encryption (BTC)

About 100
Lock 2016. 2 Jock 0.5~5.1
Y (hwp) Y

Locky(.zepto) 2016. 6 .zepto 2.0~3.0

Locky(.odin) 2016. 9 .odin 2.5~3.0
Locky(.shit) 2016. 10 .shit 0.8

—_——— Spam
Locky(.thor) 2016. 10 About 350 .thor 0.8~3.0
Locky(.aesir) 2016. 11 (hwp) .aesir 3.0
Locky(.zzzzz) 2016. 11 2272722 3.0
.. 2016.12, ..
Locky(.osiris) 2017, 4 AES-128, .osiris 2.5~3.0
Locky(.loptr) 2017. 5 RSA-2048 loptr 0.5
About 400
Locky(.diablo6 2017. 8 .diablo6 0.5
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