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ABSTRACT

In the Military IoT network environment, a reliable routing protocol is required to transmit huge amount of
data generated from various smart sensors and devices. In particular, the military environment emphasizes the
confidentiality, importance, urgency of data so that high mission-critical data should be transmitted more quickly
and safely. This requires a networking technology research that can detect and exclude nodes performing
malicious attacks that steal or discard confidential data to ensure the transmission reliability of the data. In this
paper, we proposed a novel trust guaranteed routing scheme to detect malicious attack nodes and select
highly-enough reliable paths for the mission-critical Military IoT data. We implemented our proposed scheme
through OPNET simulator and validate its performance, compared to the existing schemes, in terms of delay,
throughput, and so on.
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