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ABSTRACT

Automobile control unit CAN bus communication, which is widely used in industrial devices such as
interprocessor communication and elevator, is a communication method proposed by BOSCH, and is mostly used
without encryption. Autonomous driving in the fourth Industrial Revolution Unless the CAN bus communication
between automobile processors is encrypted, unauthorized access from the outside can lead to hacking damage.
Therefore, communication data must be encrypted to increase the security of CAN bus communication.

In this paper, we implement a CAN Bus communication system under embedded RTOS environment, and
propose a method to compare and measure the encryption time, decoding time, bus load, communication

performance, and communication performance according to standardized encryption methods such as AES, ARIA

and HIGHT.
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Fig. 1. CAN 2.0B Packet Structure
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3.1 CAN Bus System
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Fig. 2. Configuration of CAN Bus communication system
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Fig. 4. CAN Bus Communication Software Block
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Fig. 3. CAN Bus Communication Hardware Block

Fig. 5. CAN Communication Sequence Chart Diagram
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Table 1. Sequence chart Diagram Message

No. | Message Message 2™

1 pktl The first encrypted Sequence No
pkt3 and Checksum

2 pkt2 Second Encrypted Sequence No and
pkt4 Checksum
L2_pktl . .

3 L2 pki3 First Packet in CAN Layer2 format

L2_pkt2 Second Packet in CAN Layer2

4 L2_pkt4 format
dpktl .
5 dpke2 Plain Packet
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Fig. 6. CAN Bus Communication Protocol Stack

1528

Yes

Generate TX Data
Encryption{AES/ARIA/HIGHT)

Ready Transmit

Transmit CaN Data ]

=

Stop Testing ]

.

Fig. 7. Sender Activity Diagram
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Fig. 8. Receiver Activity Diagram

www.dbpia.co.kr



9] 2 Packet2 HAth

Packets A3l HAS 13 8.9 Activity
Diagramol|4] RefEr), $41 ZollA] Packet %1453}
7 CAN Controllerell4] CAN Packet= 1o} Packet
o] Aatolwl CPU®l Interrupts "HA¥sHA =k
Interrupt7} WFAJEPH SPI 418 o]&3le] CAN
Controllerel] Z#% 441 Packets Al5}>] Buffer
o] #3}3 Data®] Checksum=- Al4Fste] Ak ql
Data®™ F WA PacketS 7|tlsich 7} 7 WA
Packet= AAFHo|M F 719] Packeto 2 H33} 37
< At} 533513 Foll vix seke] HE2 Packets
©} CAN Bit S% BitrateS AlAlste] FH3Ic)

IV. HuEA
4.1 2A=3) X2 AlZH
tzst AeA7kE SAEE A3 a9 9,04 He
npe} 7ko] ARIA HHA]e] AES WM BT} guf o] mh
£ 4545 ¥glew, HIGHT ECB A 1ms A=
2 ARIAKT) 258 A= o 2qugich

5 45 16
45
4
35 33
3
25
2
15
1
1
05 I 0.4 043 0.48
0 m B
% o o o ® & ®
& & S o & $° ey
& & & & S & &
& ks ¥ ¥ & & &

Fig. 9.Encryption processing time
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Fig. 10. Decryption processing time

%
80
706
70
6156
60
50 452
40 326 345 341
20 276 272
20
10
0
i % S & S S ® &
& O o) o £ s
& & & F S
x © <& <& & N\ g A
< v v L

Fig. 11. CAN Bus Load Mean Value
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Fig. 12. Comparison of communication speed by
encryption method
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