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ABSTRACT

As traditional industries such as agriculture and manufacturing have been combined with advanced ICT
technology and networking, cyber security is no longer a concern confined to IT-based businesses. Currently, the
Korea government plans to build smart factories in 30,000 locations nationwide by 2025 to raise competitiveness
of small- and medium-sized companies (SMEs) through an initiative called “Spreading and Diffusion of Smart

”

Factories.” Cybersecurity is essential to the introduction of smart factories. Nevertheless the system investment

and response capabilities of SMEs in cyber security are very weak. Also, there is a limit in that some guidelines
only deal with industrial security in the smart factory. In this study, cyber insurance is suggested as a risk
transfer alternative for small- and medium-sized manufacturers who may be suffering from a lack of cyber

security capability.
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(Cyber Liability Insurance), ARk R ) w3
(Cyber Security Insurance), Ale]®| 2]~z W3]
(Cyber Risk Insurance), TA|E 2]l~= ¥ 8(Digital
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and Privacy Insurance) 5°] tFAo|n, o=
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Table 1. Risk Management Methods
Descriptions
Accepting current risks and taking the
Acceptance p. € &
potential cost of losses
Mitigation Implementing measures to reduce risk
Transfer or allocate potential costs to
Transfer third parties, such as insurance or
outsourcing
. Abandonment without performing a
Avoidance . . P 8
risky process or business
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Table 2. Cyber Insurance Survey Result for Domestic SMEs
Total Mean (N=141) Smart Factories (N=42)
Questions I don’t I don’t
Yes No Know Yes No Know
Fs information secu.rlfy. (1n.clud1ng cyber. se?unty) important 1% 23% 6% 86% 12% 2%
in management activities in your organization?
D<.)_y01_1 needs an 1rTsurances <?r deductions to minimize risk 95% 4% 1% 100% ) )
mitigation or reduction of accidents cost?
Have you .ever b'een or haYe been enrolled in f)ther 67% 1% 2% 67% 7% 26%
insurance (including cyber insurance) or deductions?
Do you know about cyber insurance? 25% 57% 18% 5% 90% 5%
Have you ever been or have been enrolled in cyber 4% 90% 6% 5% 90% 5%
insurance
Do you have any plans to join if you have government
supporF (partial insurance premium, etc.) when you join 59% 1% 30% 63% 10% 27%
cyber insurance?
% companies being enrolled cyber insurance are excepted.
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