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ABSTRACT

Recently, as the Internet usage rate has increased, the risk of malignant code exposure has increased. Malware
is equipped with analysis interruption/delay technology to make analysis difficult even if detected. The most
common analysis interrupt/delay techniques are Packing, Anti-VM and Anti-Debugging. In this paper, we design
and implement a malware automatic unpacking system in Anti-VM/Debugging disable environment for malware
analysis. The proposed system consists of initial analysis and static/dynamic analysis. In the initial analysis phase,
PE data is extracted to bypass Anti-VM/Debugging and to detect packing and type of packer. Static analysis is
performed using unpacking tool when packed with well-known packer, and entropy-based dynamic analysis when
packed with custom packer. Next, based on the system design, we implement the PE analysis, the packing
detection, the packer type detection, and the static analysis using the well-known algorithm-based unpacking tool.

This study is an attempt to design and implement a system that automatically performs unpacking of malicious
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code according to the types of packers of malicious codes detected in the initial analysis, in the environment

where Anti-VM / Debugging is disabled. This will be used as a resource to contribute to malware research.
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Fig. 7. System UL
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Fig. 8. System Execution Screen.
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Fig. 9. PE file data extraction result.
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Fig. 10. Unpacking result.
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Fig. 11. PE data extracted from Exeinfope.
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Fig. 12. PE data extracted from proposed system.
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Fig. 13. Registry data in Vitual Box, VMware before
and after change.
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Fig. 14. Static Anti-Debugging bypass.
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Fig. 15. Debugging detection result of program with
Dynamic Anti-Debugging.
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Fig. 16. Debugging detection result of program that
avoids Dynamic Anti-Debugging.
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Fig. 17. Detection rate of packing per each packer.
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Fig. 18. Packer type detection result.
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Fig. 19. Comparison of packing data before and after
unpacking.
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