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Analysis of Min-Entropy Estimation of
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ABSTRACT

Markov chain is a stochastic model for the phenomena where information about the present and past is given,
information about the future is determined only by the current information without relying on past information.
Cryptographically secure random number generators that generate important elements such as encryption keys in
cryptographic systems should use unpredictable noise sources with sufficient entropy. Among the various
min-entropy estimation methods for noise sources, an estimation method based on the Markov chain model is
designed to detect a dependency that may exist between output random numbers. In this paper, we prove that

the minimum entropy of the output bitstream under the first Markov chain model can be estimated by the
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bitstream that we have classified into three types. Based on the proposed theory, we experimentally confirm that

Markov estimator of SP 800-90B, which is a NIST standard for evaluating the min-entropy of a random number

generator, is suitable with the theoretical min-entropy.
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Fig. 1. The scheme of the analysis suitability experiment
for Markov estimator

Markov source Generator

input : 1,000,000 bytes {xy; - Tg9 g9}
(from real random source)

transition matrix : 7., 7,, 13, 13,

for i € 2, 400,000
t, =m,/255
if t) < 50/ ( 739 75) then y, =0
else y, =1
for i € Zyg9 999
if y,=0
if ¢, <7, then y,,, =0
else y,,, =1
else
if t,,, <7, then y,,, =1
else y,, ;=0

return {y, -, ?/ggg.sms}

q7) 2. 13 oheas Ajel v A9 Spbas
Fig. 2. The pseudo-code of the first-order Markov chain
source generator
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Fig. 3. Comparison of Markov estimators(second draft
and final) and theoretical min-entropy (x-axis : 7, y-axis

: min-entropy)
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