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ABSTRACT

Along with the recent explosion of malicious code, malicious code is becoming intelligent / advanced. One of
these trends is that most malicious code apply to the packing technique makes analysis difficult. In the case of
malicious code automated analysis systems adopting static analysis with low system performance constraints in
order to cope with a large amount of malicious codes in real time, analysis performance is deteriorated due to
such a packing technique. Various packer identification studies have been carried out. However, due to the
complicated mechanism, it is difficult cope with a large number of malicious codes. In this paper, we propose a
lightweight packing analysis system that can simplify and lightly construct while maintaining analytical
performance. This is possible by linking a static analysis technique with high-speed analysis capability to a
high-dimensional feature combination and Convolutional Neural Network with excellent performance similar group
classification. The results of this study can be operated as an independent module and it will be possible to
operate as a pre-filter system that identifies the packer group in advance by linking with existing antivirus or

automated malicious code analysis system through continuous research.
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Fig. 10. Byte Sequence model accuracy
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2-Dimension Model Accuracy
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Fig. 11. 2-Dimension model accuracy
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Table 4. Test results of CNN-based packing analysis
technique

Byte Sequence | 2-Dimension
Accuracy(Training) 93.8% 96.9%
Accuracy(Test) 87.0% 89.5%
Speed
(File/Second) 10.2s 1078
v.d
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Table 5. Examples of image by packing analysis technique

Byte Sequence 2-Dimension

unpack

upx

aspack

nspack

pecompact

msvisualC

borland

etc
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