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ABSTRACT

With the development of information communication technology and embedded technology, users can use
various services using low-power devices such as IoT, health-care, smart home at anytime and anywhere.
However, these services can be vulnerable to various attacks because transmitted information is provided through
a public channel, and an adversary can try to modify, eavesdrop, delete the transmitted messages in order to
obtain user’s sensitive information. Therefore, secure authentication and key agreement scheme have been needed
to provide secure services to legitimate user. In 2017, Tai et al. proposed an authentication and key agreement
scheme for wireless sensor networks. In this paper, we show that Tai et al. scheme cannot resist various attacks

such as smart card stolen, session key attacks and their scheme cannot provide secure mutual authentication. We
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also propose lightweight user authentication and key agreement protocol in WSN environment to resolve the

these security weaknesses. We demonstrate that our proposed scheme is secure against various attacks such as

smart card stolen, session key and user impersonation attacks using informal analysis. Furthermore, we prove that

our scheme provide secure mutual authentication sing the BAN logic. Therefore, our proposed scheme is efficient

and suitable to practical WSN environment.
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al.
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Proposed 97, 67, T 27
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5.3.1 BAN logic ¥7|¥

E 3. BAN logic %79
Table 3. BAN logic notation

Notation Description
Pl=X P believes a statement X
#X X is fresh
P<X P sees X
Pl~Xx P once said X
P=X P control X
Xy X is combined with the formula Y
X X is encrypted by the key A
P and () communicate using shared
K
s 0 key K
SK The.sesswn key used in the current
session
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Xomy
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Message 5.
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Xi
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Step 21. A,9} Al wle} freshness rule 453}
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Step 28. Sy ¥ Sy; ol W} nonce verification rule
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Step 39. Agell W} freshness rules #-§-3}e] c}
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Step 40. Sy Syeoll Wl nonce verification rule

& Agale] the A 45 Atk

(S4):U[=GWNI=(K, =K, R, T;,
, , 45)
(U, =25 GIWN), (S, « =52 GIWN))

Step 41. Sy, S5 2 S;oll w2} belief rules 44

3]

se] 4] @6)& iwk

(S4):U;

= GWN= (U, <=5 GWN)) - 46)

Step 42. S, 2 Ayl W} jurisdiction rules %

L3l A= A (DS ek

(S,):U|=U, <X sGWN) 47

Step 43. |43} el Message 83} F7]9 <l vz}
the A (@8)S derh

(Si3):U; <Ry, T, Ty, (U, <225 GWN),
43 i 1> 43> 44 i

U, <Zis 6wy, U, « K272 oy, U, K5 8 ,-)>
SK

(43)

Step 44. ST Aol w2} message meaning rule

2 Al e 4 (@9E trk
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49)
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(S4s) ZU;\E#<R1, Ty, Ty, (U; <2 GWN),
U; (L)GWN), U; %GWN), U; (S_K)Sj)>
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, D,
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Step 47. Sy, S5, 95 2 9yl e} belief ruleS-
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A8l o A (52)& etk

o) =((U,«%5S))) (Goal 2) (52)
Step 48. Sy, AypZ Al @7)el wWe} jurisdiction
rule A-83to] ok A (53)& =
(8):U|=(U,«*55)) (Goal 1) (53)
vi.d B

WSN Eol|4] ARgak= olA] oftjAu} lﬂﬂlﬁpﬂ
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Au|2E Al 4 ok ey oleldd *M**
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A el Azt Qs 4 ek webd gAsl
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%5 31 olF whje] wkEA Dasith wak WSN
A ellx] A= Ak wiEe] St it HE

AAEZ o) TelF B84 Q% o] 27
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AelA wrh BEH o2 A8 sPser 1% whlolr)
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