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ABSTRACT

As applications of network become popular and the number of the end devices increases, modern network
needs to cover more intensive demands compared to traditional networks. Since networks such as 5G that aim to
guarantee massive connectivity, high data rate, and ultra-low latency, have a limitation based on hardware-based
architectures, it has been proposed to deploy software-based programmable SDN and NFV architectures. By
deploying SDN and NFV, it has been proposed to adopt machine learning algorithms to automatically control
SDN and NFV, leading to intelligent networks. In this paper, we extensively review and summarize prior works
on machine learning based SDN/NFV network management and orchestration. Also, we discuss limitation of prior

works and direction for future research.
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Fig. 2. NFV architecture[7]
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o] 9= ddE 7= w3 Al (Recurrent Neural
Network)el] $13& #1738 4= Al Ao|EE =
7hete] Aes &2l "é"ﬂl*@bﬁ CNN-2 §19 dlo]

]S 34 FH(convolution) 2|3l EAS- FE3|a
PR 9l dae]Fel, GRUE= LSTMS] 3
£ wed & duelEe R, Ay Ay} 3LSTME] A
st M = AE F]lsisich

[28]= NFV 2HellA maleld, 5o] A535S
o]-g3to] oS AAFhE AlglS 2dAR el
Algksisich A WA wHl= ASD(Anomaly Symptom
Detection)e]xZ. = t©}g thHil+= NADWNetwork
Anomaly Detection)o]t}l. ASDollA= EE2 o]zl
HYl(stochastic binary unit)S ©]&3}e] B]A| =d<ro
2  FHW7}s=(maximum likelihood)E &&=
RBM(Restricted Boltzmann Machine)®] ™= 3%
avje) DBN3} AT el WA Eslrol} &
Z 325 3 uj 220|+= SAE(Stacked Autoencoder)
& AH3laL NADOA+= LSTM < o]43kt}. ASD=
U ES]FellA] o] ow FAE = S-S w2 A 2o}

r

r R

a1, A7k =9

3

r1r
>£ m
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o

e Aol F83p7| wlitel] & Zulelx <3t
55 Holi= DBNF SAEZ, ASDelA] ksl 24
< o]-831e] o|Zle] AA| o]akalA] opdA]el| elsl
k= NAD= ASDO] AHe|&er} 523] w2
= oA F=2 s Hojok & Hart 7] v
o Agtes o FAshs LSTMS AR8sle] shadt
t} 28] UM EY Y ZE(flow)S 7|Edh= T2 E
=9l NetFlows ©]83}9] RAN(Radio Access
Network)®] A4 #j7l2] 5.5 vlo|elE mo} St
ARgsleic). wix] =7)(batch size)2} DBNS] 27|
5] el whet A7k M| v} of g A deA|
=7kl disl Agssdck

[29]% [28]°l14] AQIstdE] Al2elS SAfsle] o
2 4%E Aok skdek (2915 CTU-13%e)eh=
Sl wlolelAlE AR8-sisldl, CTU-13 39l =)
A} ) B s s dolEe] EgE dlo]
EfAll(labeled dataset) 2.2, 13714]¢] Z}7] o}& Hl
A e dwlolelE 7 lek AlEHel oA =
DBN®| 54 24 Al 7o} whx] 716014 4153}
% zlelBelg]e} GPU/CPUS| whe A7 Ae|&=
£ Blasisich.

O

o b

4.2.2 QoD(Quality of Decision) &4t g

HEE HE =25t

NFVe] VNF& AT Ego{dgoz 3=y oz
ARAFES] T & QES sl S HRE 3P
uiel] ik o Fepere} 3he M w4l 9ol
whEe] zlck o] wl olygt FEi=E IS
CMS(Cloud Management System)+ MAlzd-S &
S3lo] g8H o7 Felpus el 4 9lrk A
W CMS®] QoDE IFA7I7] flsiME vES=ZE
Y 2 BUEE dof 3h7] witel] RuUER] vlgo]
Z7Fshe ©3le] EAlgich

[30]o14= olefgt A3ke SE83h7] $lsl CMS<]
QoDE 7= FAlel BmUEE B8-S FAs)
3= S]] z-TORCH(Zero Touch
Orchestration)©l] o3l ¢33}t CMS2] QoD 4}
< 98 ke K-means 733} dwE]|ES o] &3}
Aoz, BUE vE-S FHaslelr] e Adseke]
dFel QS o83tk AlEHAS S8 =
vl WES=E 7T £ e £zZEgQ
OpenEPCE- ©]&3}o] #HA| HAEWEE 53]
Agstolar 2 A3} AlKE z-TORCH7} ##2] ~45)
I 2 Aeg vehdcks A gelsiloh

to
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4.2.3 VNF Agj o=

NEVellr] Ao we} 7}4; w4l 9] uhge] A4
&= 7158 VNF(Virtual Network Function)z} gt}
o] wl VNF7} A& 53314 %= A5 dinlsie]
ol~E] VNF 9]o] #]g] VNFE uH5o] F7]|% sh=
dl, kB VNFO] 52} A o5 of|53le] wig]
VNF&] A4 o] -5 w|g] fwdsk 4= 9low NFV 3
2ol frefshA =k

[31]9l1M+= wk=E] VNFO] Al ol 55 9]sf A
o] Asfjel] thEk g7 ol e Algsigict. s
dlo]El Al VNF7F Adfishe AI7E 743 &5, 4%
7ke] Al gk dlofelAle]a, o] o]l AlS &
3}e] SVM, SVC(Support Vector Clustering) 2 =i
FH2E WALS o] gl F3le] VNF A& ¢
=R 3lod) SVCE SVME] AL 083 74
odwe|ES Witk 1 A3}, SVMS o]43) ¢S
< AE%7} 50.08% <] WA, Svee} Ay xHAEE
0|83} o= 77t 99.99%, 99.98%2] HEEE v}
el =2 A5 zelE Hlrh

f

Ay o ofe

o

4.3 MH|A FAR HE

4.3.1 o|Z2[A0|M Al

o] Z]Alo|A A& v ESFelA o)Fsh= %
o] ojul oZFlo]dE $I7 A UA] AHsk=
2 evlgitl vEQ| =z sizlER e B4 o) 5w
AlolAdell gk AR5 slelsle] s o] FelA o]l
A 28] g 3 5 9l o) AdEe] AZS
AN Folspr| folsln] ol EFe|A o]l ule} ofE
ARkl Qo) o] A g S gick

[321914+= 7+ H7le] A3 vES = 47,
7 77] 4 ZE W3 Sol g 7l 35 deolelE
o] g3le] 7 sjzlo] ofw ojZe]AloldS S1% A4l
2l ERshs cAtlas’zRe ZHUY2E Algteich
i duelEe s 44 B des ARkt
T2 Fo]laEe] JE 7 77 B o1E A
ol 307/ME APMEsH= AlEHO|AAS #ldYsiolEd],
H AFE7} 96% 2 T HEHES JepdE By
o},

[33]¢l4]+= SDN Alo]Hmiz} wlolegwie] 4l =
2 EZ4] OpenFlowell4] A& 5 9l= E&F dlo]g]
E ol 83l maleld daElEs sl R, S
o] 7|0 Bz Ao sizle] =], e el
=, 7l =AAE 7AW FA TP A 55
Z3le] AlMgslsln). 5 daelFoe Wyl 24

ot o o

P v
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E9} M5 E’_%‘ﬂ]/ﬂ 73’\} 3174 (gradient descent)

] S2 H4rdlele g 2xlo)
2~E)(gradient boosting) L E]Z2]
dzel FE AL H-E(stochastic  gradient
boosting)#} ~ER] A} H-1El(extreme gradient
boosting)& o]-&3te] Zbte] dwe|Evict 87| &
2] ] 4 (BitTorrent, Dropbox, Facebook 5)el ts
B s v, W xHAES] A AHE
b BeE s

4.3.2 VNF A= 9 s

SDN$} NFV7} 23k MES = 36l ook
3k VNF7} 2813, SDN2] Ale] o] 54 73]
o] _L/q oﬂﬁ /\/\] na 0]581— uq] o{a{ =5
AXA olE3h= Zlo] A Aol &) ks i
A et o] w) 54 Au|E AlFslr] fls] Ak
3= VNFE9] =98 SFC(Service Function Chain)
2 3

[34]°llA1= SFC 84l sl 2‘42494 VNF A=}
A g e sl UWE% A-g3tdeh AlS
3 = AZs}t A2

k<5 7|4ke] DBN &har
< &8 9 Eﬂ [&°] s+= H1<>1E1'45'46% o]-8-3}o]

A e 3 . AEeo]
G 1 Jﬂ R ] Z7Yol w2} FAsA A
) A|7ko] = ].3}»__ 7]|&2] uhal gy Z‘ﬂo]-ﬁ S
o YEYT Frd] 2w Lxe] Waly) 4] o

[35]= VNF—4 TRE S £ o 7188 A}
#2)2) A (reactive) AP e] thde mslslr] <5
AP ;‘qa/q(proacﬁve) Aoupe Al o]
&) w) Azkele} AAF S o)8sle] £AlE
Folt Ao o]Fel L2 AU L2}
742} 374 (online gradient descent)S -85}
2o SFC Eelst Yo, = 548 s 1
AFE VM Ao o]83}lrt. dlo]El 2= Amazon
Elastic MapReduce Trace £ ©]£3}o] -2 HTTP
24 T, A 1P Tk, el AR 29} 2
3 oS A8, 7)1 wAES) v ws)e]
o2 2Ask VM 2 A4S B weiat o o
P& A At A I

3

9 0

4.3.3 ZIEHX 2U|E o=
M4 (caching)o |2 2= = BlE7} =2 glo|e]<]
7o ulZ 7 Alel| AAE Fo rﬂr | 2Awde o wh

2 dolelE AlFE 4 Qe ks Adelch =

A= Helld] Aelzr) Ak Q7] QA &
wgo] HkeA] oSt Aol frelshr] wistel AA
HEZe] B840 Folalch

[36]= ZAR=S] V% &S fl&] HAaleldes
#-8315dek. ANNT} 144l ql2S- 03} 19] wad<:
A Feam vjgshe FE o83k BAl2Y 3

F e ‘:F’? el W

3l Softmaxe ©|-8%F SAE ¥ae]5s Algksla, Al
S slal FAE MES TN > 74 el o] 27}
AlZrel Azt HES EJF dloleHl R A=
Ao 2 72 Alslsledr) AlAuule o] fahs of
)&} 25 3] F(auto regression) T2 o] 3= <
e|ES A”KE darelEt vlaslel Ak A3t
A= bare]Fe] 7P =2 AEEE 7EIvE A
S H3ch

214 A8 AFES =2 AHEEhd % 19 2k

F(logistic regression) ¥+

£ =EollM 7148 2= 7] SDN/NFV 3ol
waley due|Ee HE3 Ve AFEE AT
shils] zlef=| 1 glrh %}Xl‘j& ole] A ATE
< SDN/NFV 730l 43 vjalely dae]Es A
243} o]l Hlo]E]e] & % A aesA] A o
Hg o g Ao Frly delxl dae]ES Aleste]
23l g} dlole] o] A4S mEshA] w2 Al
J Hgo] Anpe F7e] Axjely il ¢ glom,
o] dae]Es AWy $lalE 7ee BE
waley dae]ES ;ﬂﬁs}c’% 7%4%_’— °é-€— 9 A

[

+ s :“_?-}3}3— °l‘ﬂr —Z—, ‘df%‘ A5
SDN/NFV #HgellA] thefsl 545 gjal] mAlzds
A4 5 olvke 7FeE Hodge dAle M2
aL gick

olzigt SHAS =53] ¢4 SDN/NFV HE
A= vlely 5A4& aEsi 01315& dleele] 54
o e #A waleyd i
gk A Whgke] Hk=A] I g 3?“4, dlolEl= & v

Eflz Fxol o3t AAEHE 845 3 e
Eojof & Aolck #F F3xl AxE VIES = 3=
= 98} =A}s3E mAl2d(Automated Machine
Learning) 5= 83 4= 9l= 7= 3| zla=]o]

of & Zolc}
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Table 1.Machine learning algorithms adopted in prior works for SDN/NFV

Machine Learning

Purpose Reference | Data for Learning Mg Simulation Results
Data fi testbed L. . .
Traffic neat\;aforf?erj;se Decision tree, linear Decision tree and k-NN have
. [18] > .| discriminant, SVM, the best precision (100%) for
prediction collected by Zabbix e
. k-NN a specific feature
client
Back propacation Higher precision was obtained
[19] Not mentioned propag ’ by increasing the number of
SVR
layers of the neural networks
[20] | consumption under | SVR, ANN, PCA gether, igh precisio
Resource real traffic the shortest running time are
management obtained
The predicted bandwidth
21] Dataset from K-means, linear requirement by linear
MongoDB regression regression is similar to the
Infrastructure actual bandwidth requirement
Management Compared with existing static
[22] Not mentioned DQN scheme, the proposed scheme
has higher total utility
Real traffic load Random tree, J48,
data from ISP in REPTree, decision er:iisoil:n f:;ZStB};aiStiZi best
[23] the table, random forest, p Y
L . . . network has the worst
Atlantic(time-traffic | multi-layer perception, ..
. precision
Network load data) Bayesian network
autoscaling Dataset on the real Compared with existing
mobile network policies (static threshold and
[24] operator beta site Q-learning voting policy), the proposed
with traffic policy outperforms in SLA
scenarios guarantee
Best . i
admission Data from GEANT, Compared with existing FLA
[25] collected by SEA algorithm, the proposed SEA
control .
. NetFlow algorithm outperforms
tracking
Dl.lmp data with the SVM, decision tree, Ram.io.m forest has. .the best
mixture of normal precision, and decision tree
[26] bagged tree, random .
packets and attack has the best performance in
forest, k-NN .. . .
packets training and validation time
27] ISCX2012 intrusion | LSTM, CNN/LSTM, 3LSTM has the best precision
detection dataset GRU, 3LSTM (over 98.5%)
Network Anomaly Flow data from Processing speed is higher
Operation detection [28] RAN, collected by LSTM, DBN, SAE when the number of hidden
NetFlow layers of DBN is smaller
cuBLAS has the highest
processing speed when using
[29] CTU-13 botnet LSTM, DBN, SAE G?U and Tens?rFlow has the
dataset highest processing speed when
using CPU for every batch
sizes
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Machine Learning

Purpose Reference | Data for Learning e Simulation Results
D
Qo Compared with the existing
enhancement .
and instant placement method,
. [30] Not mentioned K-means, Q-learning z-TORCH has closer QoD to
minimizing .
Lo the optimum and much lower
monitoring o
monitoring load
cost
Open dataset about
the relationship
. SVM has the worst precision
A\ \Y
NF fal}ure 31] be'tween server SVM, SVC, random (50.08%) and SVC has the
forecasting failure and the forest ..
best precision (99.99%)
external
environments
Flow data with
k
open networ . Decision tree has 96% of
socket, packet size, .. .. . .

[32] Decision tree average precision for identify
port number, etc., 30 applications
collected by PP

Application OpenFlow
identification Traffic data with
packet size, packet | Random forest,

33] interval, MAC stochastic gradient Random forest has the highest
address, IP address, | boosting, extreme precision for all applications
etc., collected by gradient boosting
OpenFlow

Compared with the existing
Assurance Labeled data Graph Layering algorithm, the
. [34] collected by graph | DBN proposed algorithm has much
Malkmg layering approach lower execution time for the
opflmal large scaled network
selection and
chaining of Compared with the existing
the VNE Data with HTTP FTL and heuristic method, the
instances (35] request file, .source Online gradient proposed met.hod has better
IP address, time descent performance in terms of
stamp prediction error and VNF
scalability
Compared with the neural
Measure parameters
Content of content bein network only method and
popularity [36] & SAE, Softmax auto regression method, the
.. requested at some
prediction . proposed method has the
distributed nodes . ..
highest prediction accuracy
V.2 B =2 Ale] L eAxEH oo Ml dS X85t

Y ES] =0l 8-

ol upe} VEHIZE LZES Y] 7]
<+ 34 SDN3} NFVe| & aAlo] o

== Aleje] Ao, A7
Q

=
b 984l ol o)

sla) M=z AEse e

ul
=

% <A

O =D EE R R

o Alelg
ek, Tl

g

t}. o]ofl W} SDN/NFV Ag3lE 913k a7t &
3] o] FoR| 2 glo], B =4 SDN/NFV U E

AgeE AEd A8 ATE 2L SA6l w2}

BFaje] Balsjade) wak A Aol

wsta A Fue

sk
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