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ABSTRACT

Recently, the Internet of Things has provided services in a variety of fields. As a result, the number of small
start-up companies is increasing while providing IoT-related divers services. However, these companies have
difficulty investing in the time and cost of building IoT-related platforms, making it difficult to test the
feasibility of initial ideas. In addition, many companies nad organizations have established their own standards
and are building Internet platforms for thigs. If the platform can not be determined quickly, there will be a
problem in development. In this paper, we propose a platform that can process CRUD(Create, Read,
Update,Delete) requests of corresponding resources among various methods of HTTP by automatically generating
API based on REST when generating data. In addition, it is possible to process JSON type data, there is no
restriction on the format and size of data, and the property change of data for the orresponding resource is also
free. The proposed platform uses C++ and Redis to drive the platform at a low cost, which improves processing

performance, enabling rapid processing of vast amounts of data processed by IoT-enabled devices and sensors.

¢ First Author : Hanbat National University Department of Mobile Convergence Enginerring, tjgh55@gmail.com, ¥3]<d

°  Corresponding Author : Hanbat National University Department of Information and Communication Enginerring, phj@hanbat.ac.kr,
439l
* Hanbat National University, Ubiquitous Media Technology

=% 1 201811-370-B-RN, Received November 27, 2018; Revised March 18, 2019; Accepted March 29, 2019

895

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-05 Vol.44 No.05

I.M E

AFEle]Yl(Internet of Things)< QJE|UlS E3f
AR AFEEe] 219 75E Fistal 7AIE
AE] ARsAL, dlofelE 717], Ao Fell o]27]
7HA] el EokellA] ARGEITh AREIEYl 7]l
gk 7ol o] xE 3 ol ke, o' A
Wsto)] 2HEe] o] A 2 IoT AFuS, A7}
WEd 5o Z2 338 F8) oT 34 F, & 2
Eq] 71450l oy slar ToT 3 Aljde AHAt

=3

Al A9 FHke.z AaE Zelc). el loT
=
=

of Ags= tule]l~ 2 AXE AlFshs 719E>

A48 EES Aok 7] witell 7] olelr]

o] Adl 7FsAdel vigt dlaes Alesle o oleg
9‘1 [}

| lok =3k IoT Zeigelat Qlejule] 4% &
71715 shte] Alz=Hl glellA] A, Al E Y EL=
Qlzel, Au) QlE]so] 0] 8 7]EES FAH
2 878k 58 - 3] 28AAeItk oT Z9ES
tuto] 27} Al gl dlolel s 415l f18 ZHU%
= A FEIhe AR} vl AFgslal API 52
dlole] Aoz Qlgh it 7|7ke] x|ede] Al
oldd AFEL 2] T, &, 2ElEY] 7IES] olo]
ol s sitehs AN EA7E ek w3 7]E
RESTfulellA]i= URIe t&t 25 mlg] Aols) AH-
O URIE 53 A4 8Ao] w7tsich o]3lell 2
gksle] £ =M= dAl P F4l IoT S5}
HAZ JoToll A5 tuje]x 2 AXE w2
ElAEd 5 9l 48 FUE-S A’k kst
= FUES ToTell == viulelx 2 A7 A
2l dlo]E]S HTTPE At dlo]e] A% A A}
43 URIE ©o|$3] HTTPY wi= ZF
CRUD(Create, Read, Update, Delete)ol] 3l|td3}= 4
712 71l gk APIE 522 AAdRic. el o
ole] HAo] AFE RS HASP] Q18 ofudt P2
o] dloJe]E JSON el 2 Adsphd Ao 7Fsslar
455 3FA38E7] 413l In-memory Database?! Redis
AR CH+E T EZH 43 tinlo]selA
Fxto] 7hssle] A vlgo® Au|aE 9

<)
It

o

2o

4 Koo
%O o

Il 2o

2.1 REST API
REST(Representational State Transfer)«~ Roy
Fielding®] 2000 =H"el| 2] £4F slo]sv]Tie] A

896

2ElS 98 Az Ege] TREZ TR FF Ao
2 Algk=]glcl. RESTE HTTPE tlo]e| S Hdsla
FElo|AEMAH Zke] A 845 dF3] Fulshe]
T2 wesle) FAdS =2l o7 Aok REST+=
Lol A ALES FA o4 F = Y S
2 A3l e 20054 ©]F- F7i== REST API®]|
T7F #43] S7FstaL 9lrk ol2{d REST o794
2<eldof| weh A= o] &&= Au|at S8 =
278 RESTful ) Av|~eglx g}

RESTful ¥ Mu]2e= A8 5531 ARl F=
F72F WA gle] A A=A AA AR 87 e
A #|&-5= ROA(Resource Oriented Architecture) =
SOA(Service Oriented Architecture)} thu]=+= 7j
ol

REST] 7|84 2la vis, wA]R] 3717
47 FAEt) RESTful API AA A] BlarEs o
AFE ARE3te] Aol o wseakA| AdAIsh 2419
Agtol} gk Jle] xdS vpepdit). WA= HTTP
o o2 7k WA= ZF CRUD®| adsh= 4714 v
Zenk A3t} vhx|ete 2 WA 2]+ XML, JSON,
HIML, €2E o]u|x] 507 tiofgt HAloR 33l
e}

2.2 Redis

Redis(Remote  Dictionary ~ Server)+= 2009'd
Salvatore SanfilippoZ} 7|23l 2Z4~ ZRAER
wxz] 7|uke] Key/Value Storet}. DBMS<2| Sl7|%=
¢S %7}5l= DB-Enginesell w24 Key/Value
Store®] DBMS F 1915 7|28 Redis:
In-memory Database 2 UM} T~ HAAE A3}
£ Databasel] B]3)] w2 £ wAaksla ol 2}
23 Asle] delelg sk Held 4 9l
22 olxelz#@l o]y LINE, StackOverflow,
Blizzard 5 o8] & Afv]|zdl] deE] AMSE=
DBMStE 3 VMWaredl] Q1E|o] Al ¢]2#]
ol==]7 glem C, C++, Java, Node.js, Python %
o] dojella] ARS- 7hsstch

Redis+ In-memory Database®] SA34} A2~ =
o] Az 2E dHole7) £AEER wzei) d
OB t)2a= st 2 AAsla, A zHA)EF A] T~
3 def|4] dlelelE ¢oie} mlme|ite] ohA] 2=
sl HPHoR dlelHE raEgi,

2.3 JSON
JSON(JavaScript Object Notation)-> 7 =k3}%l d]

www.dbpia.co.kr



/A5 APLAA D dlele] A2l %

5 3AFS $]3F RESTful, Redis 714Fe] 43 API % A7

o

oe] w3t Wprlo|c). RLE HlolElE el AA s A}
23h= XML dlole] =)ol nvla] Ffo] Uw
DOM(Document Object Mode)S %3f w513 2
A| Parsingol] A|7te] 2= ZHel= A7} 9o o]&
tialet wlole] gk WAl o® JSONe] e et
JSON-& g3l qlofme] Hgixolel. &4A|wk C,
C++, Java, javaScript, Python 5 Z 2 17|50l
53 A55 AREShe HlaE YA oR o|akAal
DATA gkele]® W]

2.4 Crow

Crow+ 20143 390l Al2tEl Z2AEZ C++2
TH% web frameworko]tl®. Crow: Python?]
Flask web framework*3 41 Z3 o2 YW=
AR 4= oAl FRIEe] gloH,
frameworke} Bl ¢ ¢S AHEZ wE web
framework®|t}. Crow+= BSD-3-Clause Z}o|Al A~z
T Az E o= o} ARk 4= 9l AIgE A
< AlgE glo] vl 7ls3h g AT ESdE
R

me 2

E =TollA= [oT HolollA RHZoZ ALEE 1
S 9 ZEEZS] HTTPE o83t dlold 24&
212]5lH, In-memory Databaseq! Redis®} C++%-
web framework Crow ©]-83}o] dlo]e] x
SAFAIZ] ToT-E 48 ZHZ(API Thin Platform,
APITP)S Ak} A|9lsh= Platforme URIES %

API Thin Server

crow framework |

Router |

| Instance Controller | Element Controller

Persistence | | Database Connection Pool |

| Container Controller

C++ 11 |

!

| Database |

Fig. 1. APITP(API Thin Platform) Architecture

3 AFEC 2 APIE A43te] 7]#4 3l CRUD 52k
A2)ske] JSON el dHolel2 xelat &= g}

3.1 2UE oIEN

Ak EhE oI A= 18 19} 22 725
7%t} A& 2 APITP(API Thin Platform) 7-5-&
23+ Router, Database
Connection Pool, Ho]&] #AS £]|3F Database
Server, IoTeoll ¢1%5%+= tirlo]~ £-2 web browser

2 8= Client®= 25-%ch

Controller, Persistence,

3.1.1 Database Server

IoT API Serveroll4] A=l dHoJe] S A= A
W= In-memory Database % 7} RHZ o2 A%
3} RedisE A28k}, In-memory Database S434)
tlelel7} Solem wlme]ol] 27 7] wistel] AAE
HolEE odA FV|& v~z ddz #As)

3.1.2 Database Connection Pool

ZHE 2] T A AHESEE S $sEiA
Database Server2} 1745 vw|g] A AAs| F= =
5% Persistence 2Eo] &A% uf] 44 AAS AL
gt} 8l Persistence FEO| ARgo] Eipwl ubgut
o} tHA] Poolell A3l

3.1.3 Persistence

Database Connection Pool Z*E] Database Server
s} 7 AAE wole} Alels FAol B AT E
35l RER JSONLE Hol 2= do|E]E Redis
o A% 7he’t Hel® wH7u Redis®] dlolEE
JSON ¥ WalsF~= 2Eo|t} Hiredis 2lo]He
215 sl T3k

3.1.4 Controller

IoT API Server® 2% Fgsl= IZEo|th
Controller+ Container, Instance, Element 4] 7}X] &
£ A3tk Container= ZHEF AR}
Instance, Element Fﬂo]Eig ﬂﬂ]ﬁl—ﬂ 8k 71 EA R
£ 58t} Instance= ZYE ARSAPL AEsHA A
Sz tnfe] 2t AlA HlelElE 581 Instance 52
Z7re]l  dlolel=  Elements E3  AAEch
Controller+= Router2E] Container, Instance,
ElementE 2|34 1o 2 52k a5k S o

B3 Wele mEolth

897

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-05 Vol.44 No.05

3.1.5 Router

Router+= Crow web framworkS- o|-8-3 7313]o
vl URIS #43}e] &l%s= Controller2 HTTPS}
URIZ E0{2 Hlo]E]E JSON |2 Hghslo] A
S mEolt

3.1.6 Client

IoT API Server® H|o|E]E A3} 2Ash=
NAZ HTTPE AM-8ke AAE5& AA gt 1oT Y
Hlo] 28t oz} dulAsl pCut AnfEE lEs]
PCE Client® AH&sh= o] 7Fsslch

3.2 Message Sequence

B Aol|4|+= instance, element H|o|E]S 2]2]|3}7|
25k 7| 2A B E = containerol] HgF X2] EE-|
gk "aiel AAAQl dHelHE wHe
Instance/Element®l| 3t x]2] 3.2 gk Aa}= 1}
o] Al

3.2.1 Container Message Sequence

Container Message Sequence®] CRUD t}o]o]zL
B a5 29 Ak WA FES S Ad A
Database Connection Pool WEoll4] Z0E-S |3+
A=) el w2} connection AAE 83 5 gl WS
"k= 2] 34 Database Serverol|A] connection 7 A
= 84 o] A Zelnt Al&staL o] Fell=
Database Connection Pool ®-E°| Database Server
s AR

Client=-€] Containerl] ##g+ CRUD $£3°]
ZAESZ 5| 7$ Router ZES] URIQH
HTTP] body 2] H|o]|E]E JSON ez wh5o]
Z}¥7}ol| Bhi= Controller Z-E= X3 o). 84S

4. contianer CRUD
5. request conn

6. response
ainer chect

9 Reflect data

2 mome | |

14. response

15. response

Fig. 2. Container CRUD Sequence Diagram

898

Aebke 5o URIZE JSON FHefe] dHole=
Persistenceol|A] AEsle] 839 A7}t gkad A
7kA] 718t} Persistence+= Database Connection
Pool BEZE] connection AA|ZE Hbo]l &xj| So]&
£A4o] AE ¥ 8AQ1A| Database Serverol|4] 7]
ARgE 5ol 2] ool gl Wl dHelHE
Database Serveroll HF3dgle}l  uHiedo] 2E=w
Persistence+= connection 2|5 HIgHgkc},

CRUD®| Create 73-%- &3 URIZ Database
Serverel] A=l ko] ¢lejo} #s=|w Read,
Update, Delete?] 73-%-= Hl| 2 Database Serverel]
A= gho] olefok A=k

ol

3.2.2 Instance/Element Message Sequence

Instance/Element Message Sequence-"% CRUD t}
olo]zzzl-e 3 33 )l Containere} WA 2
WA ZE-S 42 A8 A] Database Connection
PoolollA] connection HAZE #AEF ¥ Database
Connection Pool X-E°] Database Server -3 %
AJghel,

Client24-€] CRUD £4°¢] TqFoR 5ol 7
- Router 2E°] URI2} HTTP9] body -3-2] dlo]
E]= Instance/Elemente]] JSON HEjZ wt5o] Zkzt
o] %= Controller &% %13} =t} Instance=
Create?t <=3]3}1 Element+= Read, Update, Delete
W 3ygie). 848 =2 Controller BE-2 URI
2} JSON 3 efe] dHlo]e]=- Persistence ZEoA A&
sto] sl 2] Ayt gkmE A7 W71k
Persistence F-&- Database Connection Pool F-&%
HE] connection ZA|E wrolel A S0l Qo]
A2 ¥ 224 <1A] Database ServeroilA] ZAFgkc)

Instance®] Create W& 7Z-¢ U3 URIZ
Database Serverol] AJA= glto] glofof sl glrpd

Client Router

. 1.CRUDrequest ,  2.Rol
c:

4. request conn

5. response

6. container check

[seq(fInstance Create |

11 Reflect data.

12. response

13. retur conn

14. response

15. response

Fig. 3. Instance/Element CRUD Sequence Diagram

www.dbpia.co.kr



/A5 APLAA D dlele] A2l %

T IS 913 RE 23 APl ZHYE AA

RESTful, Redis 7]1Fe]

Database Server €] &%} Instance?] serial> Wlo}
4] Database Serveroll HF33lc} Element®] 7-%-
Database Serveroll A& Fro| glofof wied=ic), 3
=} Element®] serialo|t} Instance % shjele &5}
Al fdom A o=

Zlgfo] SkEF|H Persistence ZE- Database
Connection Pool X-&% connection 4|5 vk&ks}ar,
A} 7k Clientell Al A2k

3.3 RESTful serviceE ISt API 44|
el 45 Es) RESTful Services Al33}7] ¢
A= URDF A1) Agfolv) shte] A1 231
T holef Eh, ARl EAo EA FefrlElE F
3 T 7l gk
Zde] AgS ZFEolA Containergl A3h=
ol M= 319 AR AR BRE vekd o
ARg8kc}. Conatiner®] W= 217 49} 2o} ZH4%
ARS- Al A WA URIS 91 A1%2] 540 Eo7l=
= AAPA, FAE AR AHREE 98
Container®] A2k ¢lv} =3k Container™ tl|o|E]E
A 4 J=E slglch
chel 21919 739~ ZelZol| 4] Instance, Element =
= o 240 gt T ddadel] gk e 2|
%94 %13t URI Foll Yepdc}. $k4] 4733} Container
E 5o E AMEE Aol ARgo] ik B4
-’JrEPU Bl 94| Containerx3 =% 28 o]&<l
E133} Aok 9A| Instance PO E Hlo|E]E A
)&t = ¢it} ulebx] /Container/Instance 7-%2] URI
£ Creatett 7153l ZeEol|A] 2522 Element
o gk IDE AJ4331] Instanceol] &t dHlolElE A
sl
Element?] 73-%- uji#zlez AXE IDE 3
Elementel] 45} Read, Update, Delete #]2]7} 7}
&3k} Element®] 73-%- 9% 4o A =]o]

O>~1

A AR ID7) R Wﬂ‘r. 150)%] ID7} URI
Platform IP Platform PORT Container
http://localhost port [data
/free_container

Fig. 4. Container Example

Flell #o] URIE &3l dlolelE AW 434
AAE 4= 9lek ol Bl 25k Al (dh22)E o]%-
3 2% dlo|e] A& A] ‘http://localhost:port/temperat
ure/dht22’ 72 URIZE 845 Wtk FeFelr =
Containert= temperature, Instancet= dht22 2 A1 =]
3L Element:= ID7} 1 & A=) 78] o]
Read, Update, Delete+= ‘http://localhost:port/tempera
ture/dht22/1° 2} 22 URIZ £4o] o]Fo]#Ick

3.4 Redis AA|

REST API®| AL $I8l4] ©1#] Redise] A=Al
gt A7} 9lefof ghe) B AHol|x= Redis9] Key
o} value®] #|Zblel] dhsf Ardgiel.

3.4.1 Redis Key &H|

Key+ Z9¥%22 == Container?} Instance
Z}2]¢] URIE AHE3lo] Keys AJAd&c) Container
WO 2 URIE AH3P URDF S0 2 Adsd
Container A}2]¢] 742 Key 2 AH8-31= HashesE A
Aglc}. ghH A3 Hashes2| Key+ WA 4= ¢la
Keys WAsH sl APIE 24| § oA A3
o gick

Element®] Key & AA317] $18 A5 FE2 = set
2 o]g3lt}. s|w dlo|E]= Container?} Instance”}
2] AH8-gF URIZ} 23522 POST 840 3l& 7
¢ AH-=]= dlo]E) & Key+ “Container:Instance:Serial”
2 3t} Serial< ElementE AAs17] 13 dloJg| &
“Container:Instance” %3} Keyell Serial2 F7}3}
o] A}83kt}. Container:Instance:Serial” o2 Key+=
7o) E7bs3kn Redis Server7} A2k 7-¢- ©|
olel= 7|3k oR ARl

3.4.2 Redis Value 4|

ValueE *A k= A} E8F-%+= HashesE A8-3kc}
Hashes 2 A57-35 493k o]f= JSON H|°o]ElE&
A7) S1gk 7 AR Alsgxe]7] wtelrh
JSON 3efe] &4 %= shb= name™} values 753}
o] ARMgsle Zlofth EFHRESE
body 2] Hlo|E}E FE3}e] JSON dHlo|e| 2 w3t
3l3 JSON dloJe] = nameel| #dsle FE
Hashes®] field 2 3}32 JSON d|o|E]2] valuedl]
6}-— LE-S- field2] value® #A3lIC) EE?& Hashes

= dlele] F7k WA A] A= fields F713AY

A field2] valueS W7d317 ] = 743"3}‘:]' dlo]g]
& 571 Z-9+= ISON dl°|E]2] name -3} 5

23] Solow

899

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-05 Vol.44 No.05
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Fig. 7. APITS test environment configuration
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Fig. 9. POST Request result
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Fig. 10. PUT Request result
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