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ABSTRACT

Today’s network environment has become faster and larger, and as a result, the individual network environment
is changing to an environment where the world is connected to a single network. Thus, the various and
complicated communications are being made and specific communications are using a private protocol. These
private protocols are generally unused and close, and the protocol specifications are not documented. If the private
protocol is not used for malicious behavior, it is not a problem for the network security. However, the private
protocol used for malicious behavior is difficult to detect or deal with malicious behavior because the specification
of the protocol is unknown To solve these problems, many studies related to protocol reverse engineering for
extracting specifications of a private protocol have been conducted. In this paper, we propose a method to

explicitly extract fields based on statistical analysis for extracting protocol message format and flow format.
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Input : Flows consisting of packets
Quiput : Delimiter Field

01: foreach Delimiter Field Candidates do
02: foreach Messages do
03: Calculate Offset;

03:  end

06: end

07: foreach Delimiter Field Candidates do

08: Caleulate Variance(Occurrence count);

09: end

10: foreach Delimiter Field Candidates do

11:  if{Variance of Occurrence count > Threshold)
12: delete Delimiter Field Candidates,

13:  else

14: foreach Messages do

15: Calculate Average of Offset;

16: Calculate Variance(Average of Offset);
17: end

18: end

19: foreach Delimiter Field Candidates do

20:  if(Variance of Offset is Maximum)

21: Extract to Delimiter Field;

22; end

04: Calculate Occurrence count in each Message;

2! 3. Extract Delimiter ©H4 A} 7=
Fig. 3. Pseudo code for Extract Delimiter Stage
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Table 1. Traffic Information
Traffic Info| Flow Pkt Message Byte
Setl 359 3841 1189 4674813
Set2 216 3391 859 4298405

A BAENE gelsisieh arb) B RS
ConcisenessTF, ConcisenessEF, Correctness®|t}l. 3
TR EE AL $1el HTTP Z2 &3 digh A5t
A& TAsKIth HTTP Z2EZo|A Static Field 2
FZallof 3 H-E-©F Method, Version, Status code,
Phrase, Header Name 5= AHolgly A3l o|&
True Field(f )2k g} o5 59, GET, HTTP/1.1
S°| 3t 282 True Fields Ze]~HH & AS
True Field Format(TF)o]2}z A o|gkc}, wgl & uhy
Zol|x] FZ3) Wl Static Field+ Extracted Field(EF)
2l A efgict.

4.1 HIX|®
a9 82 FrHAEE AXtelr] $18] e’k g0
< Aws] f1% JE‘OM TFE= 4] A °J3 TF
oA EHbEo|A F=3 W EFell 23H=o] Q=T
Z 9o|v]glt}. TENS TFZol|A4] EFell Z3H9#] ¢4
TFFE 97|t}
73t o & £, Content-Type, HTTP/1.1¢]2=
TFF7} 91 |0d||0a|Content-Type®|2h= £ HPH o
A FZ3l H EF7} 2121 Content-Type-> EFol| 3t
== TF o|=2 TFE”} =32 HTTP/1.1-S EFel| %3}
A ko w2 TENe] ¥t} EFT+ EFSolX TFE
¥3Fs5la g)= EFE V|8l EFVE EFEol4] TFS
F¥3slar QA = EFE 2Jvlglkc) True Field+ 27}
A& s 4 9= TFEC| 43k= True Fields f,,
TENel| 43h= True FieldE f, ol2kar A J3ich o
FALE ZF 7R gl gk Aok

of\

s

L
.

:f:iﬁ T “EF
A err // L () A A A A
A: EFV \j/ . . ‘ A

\ ° 0 A

J2 8. WHIE &9 i
Fig. 8. Concept of Terminology used for Evaluation
Metrics

910

, n(TFE)
=i re 1
Conciseness TF n(TF) (€)]
Conciseness EF = @ 2
n(EF)
n(f.)
Correctness = ———— 3
n(f)
ConcisenessTF= TF& % F&3F TFEQ] H[ES
ulgic], o] A e JHOoZ ARSH EfHofA
FET F 9= EE A TollM v w2 AT

F2ReA Bk Azele)

ConcisenessEF= EFE % A%<l EFTe| vl&S
gt} o] Frix| i FE3 uF FollA dvhd
B ARS FEIUA Frlehe Aol

Correctness= JH o2 283 Efjgofx] 58
T 9% EE True Field T4 dvht %2 True
Field® == H7lshe ##elch

T

E_ 2+ Extract Delimiter S|4 -84} =&
F=317] 94l 2 238t ThresholdE- 27| $]8l4] HTTP

setl Egf el tiste] A3t AFo|ck HTTP Z2E
-2 10d[|0a)7t TEALR = oloksl] wlstel] EAY
—rﬂ] gk BAF 7ke] Threshold: 14, Offset 2]
HAF 7k Threshold+ 0.2 A4 3}32 HTTP set2 Ezf
Zell Hgaix A AAssiet 3 35 2R |0d)0a)

I 2. HTTP Traffic setl A3 Az}
Table 2. HTTP Traffic setl Experiment Result

|0d||Oa] space ; =
variance of
Occurrence | 14.891 | 471.503 | 53.038 | 81.960 | 120.071
count
variance of
Offset 0.219 0.119 0.113 0.096 0.070
Average

¥ 3. HTTP Traffic set2 A3 A%}
Table 3. HTTP Traffic set2 Experiment Result

|0d||0a] space 5 =

variance of
Occurrence 5.863 |1077.381| 18.891 | 50.275 | 95.819
count

variance of
Offset 0.286 0.141 0.136 0.112 0.084
Average

www.dbpia.co.kr



A 7wl ZRERS TR U A4YE 33

=i/ EAA
¥ 4 TFe} EF
Table 4. TF and EF
TF

HTTP/1.1 HTTP/1.1|0d||0alHost:

Date |0d||0a|Date:Tue, 10 Apr 2018 07:0

GET GET /

200 |0d||0a|Server:

Server |0d||0a|Content-Type:

Host |0d||0a|Referer:http://

OK HTTP/1.1 200 OK]0d||0a]
7}-?LTZL‘%" F=% AL & Fsick

3£ 4 2 mweld] Ages A% TR 53

EF ZollA] supportZ} =2 o2 A3 dielck
3] 9= A3 Al dgt B EE el T3
Zolc}. | Zef et nle} %] ConcisenessTF=
25% A& 42|=, CocisenessEF2} Correctness
27t 88%, 19%9) F5 A% mor). A
e Bl 2 =Rl Algksls upiE o g ==3)
= ZO] ok 889 = 7(41}1—0]13;]’ zlo],o];rﬂ- .zh:.‘:_ =
80% 7W7te] F=3l Wk S o 4 Slck 31
AA 7HE 24 whe]7] witel] W2 BlER HF
Fe st Faek 2ol Faalol ¢ Ane
o 25% A= Yol 22 £33, A vl 4
gt ¥} Hx= 570(10d||0al, space, ;, = :) <ol
HTTP Z2EZold] TEAR geheli 0d|0a)S A
FA o7 ==y ulie] &% FEx] J=E AL
Sol % 1) Aaspl WoF Rk AL ohE

WAdE A=7F glekar ekl

O

[«
i

i‘-EFIF_I

i,
{n

(

A

ox L 18
°}m

Result
100 -
804
604
=
40+
1 B
0
& < o
,.;;& ‘,-{3’ &
© < &
o & &
o o ®
< &
a2l 9. AY Ax
Fig. 9. Experimental Results

ol vlE] oIt Fu B s
Hsle] 8} o] EAod e SAF o Al
A A A zeh THA 157 248
arzke FAM 2 WSl Statistics  Filter,
Position-value Filter TS 3834 A3} Static
FieldS 3=3)= vupi-S Aokl vl 2 ex
Esfs Y W) WA Bgstelsla b
o] £ HTITP EEEF]| tfisle] A3e zls)s}e]
3, AFER EAF HEe) Static Fields & %3}
ek A = H&H@H ol5.51¥l R BT A
SN RPN

12 Bsls e Qi) % e =
gk FEAL ES AMgsle] F o) AJwshl =9
Sub-DelimiterS FZ31= 172 21808 Aot} =
Moz, ¥ ATE BUE U W RO TR
Ef el dhsto] 32 zladsix] #*2] Threshold
ZHe 2= AFE z183t AlFo|t)

e
4
i
i
4
=2
H
119,
J&
It
=
5
2
%
=
>
d
f
2,
W

3

e tlo r{r
g

_1

References

[1] K.-S. Shim, Y.-H. Goo, S.-H. Lee, B. D. Sija,
and M.-S. Kim, “Automatic payload signature
update system for -classification of recent
network applications,” J. Inst. Commun. and
Inf. Sci., vol. 42, no. 1, pp. 1-10, Jan. 2017.

[2] Y.-H. Goo, S.-O. Choi, S.-K. Lee, S.-M. Kim,
and M.-S. Kim, “A method for tracking the
source of cascading cyber attack traffic using
network traffic analysis,” J. Inst. Commun. and
Inf. Sci., vol. 41, no. 12, pp. 1-9, Dec. 2016.

[3] J. Narayan, S. K. Shukla, and T. C. Clancy, “A
survey of automatic  protocol — reverse
engineering tools,” J. ACM Comput. Survey,
vol. 48, no. 40, 2016.

[4] N. Borisov, D. J. Nrumley, H. J. Wang, and C.
Guo, “Generic application-level  protocol
analyzer and its language,” in Network and
Distrib. Syst. Secur. Symp.(NDSS), San Diego,
CA, Feb. 2007.

[51 A. Tridgell, How Samba Was Written(2003),
Retrieved Aug. 17, 2017, from https://www.sa
mba.org/ftp/tridge/misc/french_cafe.txt

[6] Y.-H. Goo, K.-S. Shim, J-T. Park, B.-M.

911

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-05 Vol.44 No.05

[7]

(8]

[]

[10]

[11]

[12]

[13]

[14]

[15]

912

Chae, H.-W. Moon, and M.-S. Kim, “A
method of protocol reverse engineering for
clear protocol specification extraction,” KNOM
Rev., vol. 20, no. 2, pp. 11-23, Dec. 2017.
J. Caballero, H. Yin, Z. Liang, and D. Song,
“Polyglot: Automatic extraction of protocol
message format using dynamic binary
analysis,” in Proc. 14th Acm Conf. Computer
Secur.(CCS), pp. 317-329,
Alexandria, Virginia, USA, 2007.

W. Cui, M. Peinado, K. Chen, H. J. Wang, and

L. Irun-Briz,

and Commun.

“Tupni: Automatic reverse
engineering of input formats,” in Proc. 15th
ACM Conf. Computer and Commun. Secur.
(CCS), pp. 391-402, Alexandria,
USA, Oct. 2008.

P. M. Comparetti, G. Wondracek, C. Kruegel,
and E. Kirda, “Prospex: Protocol specification
extraction,” in Proc. 30th IEEE Symp. Secur.
and Privacy(S&P), pp. 110-125, May 2009.

J. Caballero and D. Song, “Automatic protocol

Virginia,

reverse-engineering: Message format extraction
and field semantics inference,” Int. J. Comput.
and Telecommun. Netw., vol. 57, no. 2, pp.
451-474, 2013.

M. Beddoe, The Protocol Informatics Project
(2004) Retrieved Jun. 4, 2017, from http://
www.4tphi.net/~awalters/PI/PL.html

M. Shevertalov and S. Mancoridis, “A reverse
engineering tool for extracting protocols of
networked applications,” in 14th Working Conf.
on Reverse Eng.(WCRE’07), pp. 229-238,
DOI:10.1109/WCRE. Jun. 2007.

Y. Wang, Z. Zhang, D. Yao, B. Qu, and L
Guo, “Inferring protocol state machine from
network traces,” in Proc. 9th Int. Conf. Applied
Criptograph and Netw. Secur.(ANCS), 2011.

C. Leita, K. Mermoud, and M. Dacier,
“Automatic protocol field inference for deeper
protocol understanding,” IFIP Netw. Conf., pp.
1-5, Toulouse, France, May 2015.

J-Z. Luo and S.-Z. Yu,

automatic

“Position-based
reverse engineering of network
protocols,” J. Netw. and Comput. Appl., vol.

36, no. 3, pp. 1070-1077, 2013.

[16] I. Bermudez, A. Tongaonkar, M. Iliofotou, M.
Mellia, and M. M. Munafo,
protocol field inference for deeper protocol
understanding,” in IFIP Netw. 2015, pp. 1-9,
Toulouse, France, May 2015.

[17] Y.-H. Goo, K.-S. Shim, M.-S. Lee, J.-T. Park,
and M.-S. Kim, “A study of evaluation and

“Automatic

validation method for protocol reverse
engineering,” in Proc. KICS Winter Conf., pp.

746-747, Jeju, Korea, Jan. 2018.

0| 8l M (Min-Seob Lee)

2018 : xSt eI R
st} sha}

20183~3A) : e uiisha

J B nska) Aafatz]

A%

<IlRel vESZ I 2
Hel Edy muEdE 2 *
/Kj'
[ORCID:0000-0003-4854-9521]
& 7 M (Kyu-Seok Shim)
2014 : st eta,  AHSREA

naksh shajlg
e 2016 : oz T ASrEA R
= SRR L
. 201641~3A) : w2 oata
g - EE LS QUALEY
: <FliEol vES= 2] 2
wek Ed mEY @
[ORCID:0000-0002-3317-7000]

A%

www.dbpia.co.kr



= SAA A b vl ZEEZS FiaL 2 AAEE 2 0y
T ¥ & (Young-Hoon Goo) £ = € (Ho-Won Moon)
U 20169 wHAEw HAFEA 2000 : ghefestaL 43t} 3}

Hekm) At
2016 ~3A) . mE s A5
B R & ApeialgelaAy

i

<R vED el Y
B, Eejs mey @
24

[ORCID:0000-0002-3013-7011]

4 o = (Ui-Jun Baek)

2018+ : aretishal AHFE|H R
st} shaf

2018 ~&A] - e 5
B R & Al

<Fltel UESZ e H
Heh EdY e 2

S|
A

[ORCID:0000-0002-4358-7839]

A 2 8l (Byeong-Min Chae)
a 20074 : et
A}
2012 : ek et
3} A}
20073~2008'd : AR} A1
2008 3~ A : g w] A7
<Iliel vESZ I 2
wek By muEE 2 34
[ORCID:0000-0003-3299-6693]

1

2]

o
X

d

[
3

AF
2000%3~20119 : AHAAA} AT
d
2011 3~&A) ; gEspA| 2 H]
d
<Ilel vESZ I 2
wek By mUEE 2 34, 2k
[ORCID:0000-0002-5668-7265]

AT

Z ¥ M Myung-Sup Kim)

W 19989 : kst ARMA|
Ak &3 At

2000+ : Zgkgstal A
Ak st Al

2004\ : IS HxA
Ak st} wpal

2006'd : Dept. of ECS, Univ
of Toronto Canada

2006:d~3AY : st FSFEI A Bek)

<AlEel vEYZ Fe] 2 Hel B 2uE

g 2 2, devte] vES=

[ORCID:0000-0002-3809-2057]

-.-‘

913

www.dbpia.co.kr



	통계적 분석 기반 비공개 프로토콜의 구분자 및 정적필드 추출 방법
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 관련 연구
	Ⅲ. 본론
	Ⅳ. 실험
	Ⅴ. 결론
	References


