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ABSTRACT

Recent advances in quantum computing technology have led to security vulnerabilities in symmetric keys and
public key cryptography that have been used by quantum computing algorithms such as Grover and Shor. Since
the first 128 qubit quantum computer with quantum annealing technique developed in 2011, a progressive
quantum computer is being developed. As a result, research on safe and reliable Post Quantum Cryptography is
underway in preparation for the era of quantum computing, and NIST is conducting a competition for standards.
In November 2017, 82 kinds of algorithms were submitted, and 26 kinds of algorithms were selected as
candidates after the first evaluation. We expect to select about four standard algorithms through internal
evaluation. Currently, evaluation of software implementations is underway in the Standards Competition, various
research results for effective hardware implementation are being published. In this paper, we compare and
analyze trends and performance evaluation results of Post-Quantum cryptography hardware implementations and
describe future research direction.
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Table 1. Type of 1 Round Candidates for NIST
Post-Quantum Cryptography Standardization

Algorithm En/(;?]gﬁon Sign Total
Lattice-based 23 5 28
Code-based 17 3 20
Multivariate-based 2 8 10
Isogeny-based 0 1 1
Hash-based 0 3 3
Other 5 2 7
Total 21 48 69
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Table 2. Types of 2 Round Candidates for NIST
Post-Quantum Cryptography Standardization

Algorithm En/(;?]::;ﬁon Sign Total
Lattice-based 9 3 12
Code-based 7 0 7
Multivariate-based 0 4 4
Isogeny-based 1 0 1
Hash-based 0 1 1
IZ)rt:)l(r)(;knowledge 0 1 1
Total 17 9 26
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ion: (S5x* +4x3 +3x2 +2x + D(x* —x3+x+1)
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i - Performing
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B=-1
—5 1.2 6= —x
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[ 52 —4x?—3x—2 i=4] ¥ = —x?

=8x* +x* +6x% +4x+3
(a) Conventional Polynomial Multiplication Method

A=(5x*+4x3 +3x2 +2x+1),B=(x* —x3 +x+1)

BixAIO] B,xAll] ByxAl2] BexA[3] BsxAl4]

(b Proposed Polynomial Multiplication Method

T8 1. 7129 ok FA ek whg E Aljkeke 1
Fig. 1. Conventional Polynomial Multiplication Method
and Proposed Method
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Fig. 2. RLizard.CCA hardware structure and polynomial multiplier structure
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Table 3. The Parameters of The Post-Quantum
Cryptography Encryption/KEM Algorithm

(5] : byte)

Algorithm Secret Public Plain | Cipher
Key Key text text
FrodoKEM-640 19,872 9,616 9,736
FrodoKEM-976 | 31,272 | 15,632 15,768
Lizard. CCA
N1088 557,056 | 6,553,600 | 64 3,328
RLizard. CCA 513 | 8192 | 64 | 8512
Category 5
Niederreiter 5,632 | 102,987 64 384
SIKEp503 434 378 402
SIKEp751 644 564 - 596
SIKEp964 826 726 766

E 4. SPHINCS-256 M9 dwz]&e] dejnle
Table 4. The Parameters of the SPHINCS-256 Signature
Algorithm

(<] : byte)

Signat
Algorithm | Private key | Public Key lgslilzeure
SPHINCS-
256 1,088 1,056 41,000

E 5. JAEEs 7] 58 deize) sl
Table 5. The Parameters of the Post-Quantum Crypto-
graphy Key Exchange algorithm

(8] : byte)

. Secret . Shared
Algorithm key Public Key Secret
SIDHp503 32 378 126
SIDHp751 48 564 188
NewHope 1,792 1,824 2,176
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Table 6. Performance evaluation of Post-Quantum Cryptography Hardware Implementation
Algorithm (gi?z') (fyfé;) LUTs FFs BRAMs | DSPs Z‘S‘)e
Encryption/KEM
KeyGen 167 3,276 3,771 1,300 6 1 -
FrodoKEM-640'"®" | Encaps 167 3317 6,745 3,528 11 1 -
Decaps 162 3,358 7,220 3,549 16 1 -
Keypair 167 7,620 7,139 1,800 8 1 -
FrodoKEM-976' "’ Encaps 167 7,683 7,209 3,537 16 1 ;
Decaps 162 7,745 7,773 3,559 24 1 -
. KeyGen 73,601 736.01
%;IZ;’SSSCA Enc. 208 3,166 578 70 - 2.08
Dec. 452 4.52
KeyGen 100 260 2.6
g;a;;:c;/; Enc. 520 3,072 2,106 6.5 - 5.2
Dec. 782 7.82
KeyGen 4,929 30
Niederreiter' '’ Enc. 160 10.228 - - - - 0.06
Dec. 2515 0.02
SIKE 751[21] KeyGen 1,798
(multilz)lier _ s Encaps 198 3,221 44,822 51,914 56.5 376 3335
Decaps 3,383
Sign
SPHINCS-256' %! ‘ 525 - 19,067 ‘ 38,132 ‘ 36 3 153
Key Exchange
sipH! ¢ p503 207 2,940 33,969 45,615 40 384 14.2
(multiplier = 12) p751 201.5 6,370 50,084 69,054 545 576 316
NewHope- Server 125 171.124 5,142 4,452 4 2 1.4
simple'®’ Client 117 179.292 4,498 4,635 4 2 1.5
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