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ABSTRACT

Recently, the number of personal information leakage accidents have been occurred. To solve these problems,
encryption of personal information have been strengthened, and personal information must be encrypted. Block
cipher algorithms such as AES are used to preserve the confidentiality of private information, but because of the
characteristics of the block cipher algorithm, there is a problem in that database can’t be used efficiently, since
the ciphertext can not maintain of plaintext format. To solve this problem, FPE that guarantees that format of
plaintext and format of ciphertext are the same is proposed. Of the various FPE, FE1 FEl is a cryptographic
algorithm based on the Unbalanced Feistel Network structure. Even if the domain is large, it can be used
without performance decline and various lengths of plaintext can be encrypted without padding. However, due to
the fixed range value of a plain text, there is a restriction that only plaintext corresponding to the range value is
encrypted, so it can not be applied to a program. In this paper, we analyzed the FE1 algorithm and implemented

it in Java to solve the restrictions and to input plain texts without restrictions.
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Table 1. Method For FPE
Method Description
When a domain to which encryption is
applied is given as an integer, a
Prefix pseudo-random weight is calculated and
Cipher sorted by wusing a block encryption
algorithm such as AES or DES for each
integer belonging to the domain.
Cycle Using the block encryption algorithm to
Walking continue the algorithm until the same
Cipher type of result as the original
. The method using Feistel network and
Generalized . .
. using the output of the block encryption
Feistel . .
. algorithm as the auxiliary key of each
Cipher
round
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Table 2. FE1 Algorithm Parameter

Parameter Description
Kevs The key space, a finite none empty set
y of binary strings.
The tweak space, a none empty set of
strings. Variable length of tweak allows
Tweaks L .
wea data to be used within a more flexible
range.
The round function, a function that
takes in a key K & Keys, a permitted
F
length n & Lengths, a tweak T &
Tweaks.
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Fig. 3. FE1 Algorithm Diagram
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Classification Specifications
(0N Window 10 64-bit
Intel(R) Quad Core i7 @
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Parameter Description
String input plaintext
long cnt plaintext’s length
BiglInteger Range of PlainText and
Modulus EncryptText
Biglnteger . .
1 Bigl
plaintextValue plaintext converted to Biglnteger
Secret key for
bytell key | j\fAC_ALGORITEM
byte[] tweak tweak
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