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ABSTRACT

Employment of devices such as WSN nodes, which have low computing power and limited memory size, has
been increased more in various IoT applications. In order to get those devices with limited capabilities connected
into Internet, IETF proposed light-weighted standard communication protocol, CoAP. However, reliable
communication is unlikely to be achieved with CoAP because it adopts UDP instead of TCP as the Transport
Layer protocol. To cope with this flaw, IETF proposed confirmable(CON) message type, where a recipient of
CON message type has to reply with response message. In addition, if there is no response from the recipient
within predefined time, the sender goes through re-transmission process. The timeout value is set into RTO
parameter of CoAP. Nevertheless, communication delay in the worst case is more than 10 times average delay
time. It happens during re-transmission process to deal with communication error, which can cause a serious

problem in real-time IoT applications.

i

First Author : Tongmyong University Department of Computer Engineering, yongjun86@tu.ac.kr, E33]%1
Corresponding Author : Tongmyong University Department of Computer Engineering, yychoo@tu.ac.kr, %34
= E 1 201904-046-D-RU, Received April 12, 2019; Revised May 27, 2019; Accepted June 10, 2019

OB e Ful Ay Rl A deke 2018 Aketeld® 7)e Akl (No.S2651983) 2] A ral o g olgh Axlaels wihch
*

15217

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-08 Vol.44 No.08

I.M E

A 58 ANANE o] F mE AR 7]
oo Zv = MAESE 2P AR dEM
(Internet of Things, IoT) 2.2 X} FA3}, A=<
o2 AbE Qe Yl nE QlEl B4l 7|&S g6
ARE, 2ol E FA FAl7IEe] a8k A3E o
Fetar slek 53] & vlE=ZY SAREs) At
A AlE] T g w8 ASEE Alke] 8
Holol| 4]+ WSN(Wireless Sensor Network)—= IoT<]
A 7o) =& Aol

dedl # %F3F 719l IETF(Internet
Engineering Task Force)ollA+= WSN 3} 722 J&
Aes Ze 7PIES el AES S8
6LoWPAN(IPv6 over Low power Wireless Personal
Area  Networks), CoRE(Constrained RESTful
Environment) 59 $17 15-& ZAsl] 253E Al
WSk CoRE 975 AAef wmFo] £lo
Em AgEe] e vED BN AuskE
Hom  ggAZ  FAZ 4+ 9l
CoAP(Constrained Application Protocol) 33r3}&
Alkslet. CoAPS] o 7342 RESTful Au]=E
2| dgch= Aol CoAP vAA|9] w|A=3= HTTP
9} 7ro] GET, PUT, POST, DELETEZ 7AJ%It}. &
w3= w3 HTTPS Akl AdAlEle] glofA]
HTTP Z&}o]3lE2} CoAPAIHA}e] HTTP-COAP W
AR HERS F3l 1Al A58 4 Qlek 3FA|RE HTTP
9} CoAPS 531515 wf 54l A2 F8 Q8<9lo]
a3 1.9] HTTPE 7[Hke2 sh= qlefyl wella]
ABR=A], F-2 CoAPo] T81%l WSN 7-7kellA] A
A AAl 345 B3l s B s 2 8sl

[4-8]

2 =Fox= HTTPEEle|dERIEY 37)

—

[e

(o3
norr

] 5
28& ke, wiAA| gt Bl e S8l A
2 S st AsEA 2 B4s 5
HTTP-CoAP 7F 521 FAIHR
c}. A|~Ee CoAPAIH], Border-router
JHTTP_Proxy, Client® A%l <lch  Client7}
HTTP  SAWA#2 3yl HTTP_Proxy,
Border-routerS £3l CoAPAHZ dloJE]E 233}
3, A¥} & HTTP SHAA R vk of 714] 48
%]+= RTT(Round Trip Time) A3k 453715
AAstsick

E o] A vt Rk 27l A] o] &)

o
o
1
o,
g
)
e

1528

73} P ATl s At 3%ellx] CoAP7|H}
1 Az A 2 A SAnbiel i) 7]
- 4gelx e S A E el disl s
i

>
[

2.1 CoAP HET=x 4 3l &% 7|&

CoAP+= ARl A5 2 A¥E Z+= AlMxce}
g Al 2 Azl £AEo] B2 UES = 374
REST(Representational State Transfer)o}7|8]x] 714k
2] Resource Discovery, HE|Z|AE X&), v]57] E
A 94 2SS A g A 22T
o]tk

8. 1™ 3= HTTPS} CoAP7} dA%xEe] Exlel=
IoT SAIA "] P35 vepdic) (a)9} ZEeo] Agt
3l 3ol M= FEo]dEL} M7} CoAPE A8
sled RESTful o2 BA1S 314 Hof a8|u =
FAE 53 712 Qe 35 AFE 4 olvh
()2} 70| CoAPAE-S HTTPAEN T} §ALgF 22
7HAaL gle] A5 wigke] go]3lth CoAP= WSN 3
73e] Aalef Al =Eol7] RESTful ¥ A4S
218dste] 7]Ee] Yl A dFo] Thssles
{ﬂ_q_U,S].

7. 2.5 CoAP2| 28 25 vehid] 319] A
%97 IEEE802.15.4 %50 2 AM-=u, Wi-Fit}
oltjul 5 oy AT XY} vEYIAZFOZE
IPv6 S AH3E) IPve 7122] el B4l 71522
aE gshaA dist T4 o] rhssithe
o] glek SRR IPv6= AARFe] Al = Eo]
Aol e AYY) 22 vue] s 52 8

TetEE AH3epr] vk ole]l W} IETF=

Fayiond Fayiond
HTT? Coa?
Tcp uop

3 3

Ethemnet link Constrained link

Constrained environments ®

a2 1. (HTTP9} CoAP 3 52tsl= 9] % (b)CoAP
el HTTPAH)

Fig. 1. (a)Web architecture working with HTTP and
CoAP together (b) CoAP stack and the HTTP stack

www.dbpia.co.kr



=/ AREEY 71719 4] AR ~E $13 CoAP Al A

olr

37}

User & Web App.
(Web browser, etc)

Request/Response layer

— CoAP
Message layer
UDP
IPve
IPvGE IPvGE 1PvE BLoWPAN
UMTS/ 802.2 80211
GPRS Ethernet WiFi 802.15.4

T2 2. CoAP ZREF ~d
Fig. 2. CoAP protocol stack

6LoWPAN(IPv6 over Low-Power Wireless Personal
Area Networks) 7] 152 Z43le] IEEES802.15.4
E 7HEe R Fh= AU ES Z A IPveE A5
3 255 Algksiich 13, 3.2 IEEES02.15.42]
PHY/MAC %% vtehfich IEEE802.15.4°] PHY
o] ZE4= 127byteo]™, o= MACZH|J2] =7]<}
Zt}l MAC Z#319] sc]i= 25ul0| ER o] & #|¢]3}
W 102byte?] Fo]|ETZ 7EAM, 102byte Ho|Z=
glolli= AFe] A=<l IPv6/UDP/CoAP7} E3tE|o]ok
gt

a7, 4. 9} 7] MAC H[o|ZX 102bytecilA] Bt
A Ho) ZH 21bytesS A<)3P 81bytes”F AR
7Fs38led, IPv6 3] 40bytes<} UDPH|E] 8bytesE Al
]34 33bytestt @A Eo] 33bytes ]| HlolEE
Aefsles hAst 2 227 o] FasA ¥k

I%. 5% 6LoWPANS| dtghES viehiich
6LoWPAN 3Tl 6LoWPANIZISS HAehH=
Dispatch 7=} IPv6 ARES F&gk
LOWPAN_IPHC,  IPv6 LS Hg
LOWPAN_NHC, UDPAIZA o2 A= n, 48u}o]

3~23bytes 0~102bytes 2bytes
MAC header MAC footer
(MHR) MAC payload (MFR)
Synchronization header PHY header PHY payload
(SHR) (PHR) (PSDU)
Sbytes lbyte 0~127bytes

7 3. IEEE802.15.4%] PHY/MAC
Fig. 3. PHY/MAC of IEEE802.15.4

MAC header
(23bytes)

IPv6 header
(40bytes)

UDP header
(8bytes)

MAC footer
(2bytes)

Link layer security
(21bytes)

Payload
(33bytes)

2| 4. IEEES802.15.42] IPv6 3l|t|EAl
Fig. 4. IPv6 header issues of IEEE802.15.4

MAC header
(23bytes)

6LOWPAN header
(6bytes)

MAC footer
(2bytes)

Link layer security
(21bytes)

Payload
(75bytes)

LOWPAN_IPHC
(1bytes)

LOWPAN_NHC
(1bytes)

UDP Port
(1bytes)

uDP Checksum—‘

Dispatch
(bytes) (2bytes)

% 5. 6LoWPAN<®| &tists
Fig. 5. Header compression of 6LoOWPAN

E3] IPv6/UDP3ITI S 6byte 2 3H5-5}9] 75byte] |
o|REg AMTFsEES Gl

AFATOE= UDPE AH3lth UDP 5412 &
ko] AFA gl Aol SHRHAAS] A&
BAE 2] =], CoAP= HIAIX|9] Al=]Ad-&
&st7] 13l 2l3(CON), HIZHRIF(NCON), 53l
(ACK), 2JA(RST) 47121¢] wX#] elqlE o] gich
S-8A1=3} HEAIS= Aol Request/Response A=,
Message AlS-S TdllA] WAEe] glom, Aw-Z
o]l E Fx7 FAIS gk

fe

2.2 CoAP A o7 %

oTE7E 75317 A& 2550 o= 971w
o o3 &= glek 1 FellA] A Aow
ol ZE]Alo]d Zell4E= CoAP, MQTT7} 93, <l
2}7-%ol|A]+= IEEE802.15.4, 6LoWPAN, LoRaWAN
Zo] ol MQTTE ISOXF9] TCP/IP7]4F 7]
+ WAAZZEZE CoAPo| FElo]AE-AH FAl
TZE5 zHe=d| Bl -5 (publish-subscribe) T
22 7Kz g [11elAE coAPS}
MQTT(Message Queue Telemetry Transpor)2] A5
S wlayEAsisich 20% 7] A Bl
MQTT7} CoAPH Y} 2 A& Hola, &
$£AFoll4E CoAP7F MQTTEE} W& A58 Bal

o= AL AYS &3 #9lslay, CoAPL} MQTTE
Z¥7+ UDP, TCP A Z 2 58 AM4-3}7] el

4
Z1EA el i AHFo] Adeatelel FEgs vIA=

2o (1219 Aol CoAP
Observe 2412 AH8-510] CoAPE Wa)-T572E5
TRk, HAk w72 E 1oTEH ol 2838l A%
=4S sk AeEA A, CoAPel vls) 2F 45%
o) A)Ae Al Ag Felspsiel [13]19] o7
4= CoAP2] EAHAIO1E $13F wbeks A3t
CoAPE UDP 7|ule]x|at &eld] wjAx]S o]-g5}o]
AL FrIE 5 glck #Fldy HAR=
RTO(Retransmission Time-Out)gtell ACKE 1] X
s XA 5 AH SIS Sl F4dolth CoAPS]
AMEE=7ke] RTTE A3l 7PpiH 22 RTOE

1529

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-08 Vol.44 No.08

W7dste] CoAP §Al2] E4ke Alojdemsm vES)

229 Aedre ol Ty,

shH, 2 oll= Wi-Figl 7o) vlaA xpedo] 28

g Aol taire Tzt Bale] AlA FRE ¢
TCP 7]Mke] AH<lefdl 541, CoAP 54l 59] ol

T AlgkE L e+ B =l 4= HTTP-CoAP
st B4l s 4%k, AsEds Slg

Feks AARH.

Rl

o

o:

o

I A5 &8 AlAg A

535S 98l 27l 6.3} ZEo] hdlo]A|el|A] ]
o]E1E 843P HTTP-CoAP Wghe- Faf 414l
ree] 28ls At Sk BAAARS 75
3kl

glzw|2]glo]3B+  WH-ol| nodejsE  ©]83}d
HTTP_Proxy S 7319l HTTP_Proxy+ 1. 7.
3} ZFo] HTTP A& 5418 HTTP-URLE FA)3}
o] CoAP-URLZE W33led AIMUES] =] CoAPA]
sl A dolels a3} CoAPAH] =
HTTP_Proxy 25€ 848 utow ggtsh= Al
AlrJeled  HTTP_ProxyellAl  $9&  Huia,
HTTP_Proxy+ %2 so|A 2 ulglgic.

CoAP+= er-coap-engine(CoAP-18 draft”|5)< ©|
8-319] CoAPAIH S F&8L3L Cooja Al E2lolE]=

3%

Cooja Simulator

CoAP Server
(Z1 Mote)

Desktop

Border-Router
(Z1 Mote)
HTTP_Proxy
(Node,js, HTTP<->CoAP)

) (e

J% 6. CoAP 54l A4
Fig. 6. Design of CoAP Communication

HTTP-URL = <HOST>":"<PORT>"/coap/" <PATH>"/"<CoAP_method>"/" <RESOURCE>“?"<QUERY>

X

CoAP-URL = “coap:""//"<HOST>[":"<PORT>]<PATH>["?"<QUERY>]

32| 7. HTTP-CoAP w|A#] w3k
Fig. 7. HTTP-CoAP message conversion

1530

B3 HelFoR S 75319k Cooja AlEH0]
E{+= Border-RouterE- 53] HTTP_Proxy<} Al2|d =
AAwo] BAS- 3l 78], 8 HTTP-CoAP A%
YELZNA] BAAEAE ek

597} QAR = RTTS AHE- 815132 CoAPAIH|
o i & F & Al F 3HNA ol el A

& 2tk

1) FefeldEe] allo]A]ellA AlM=e] ARS-
HTTP URLZE ez 8%

2) HTTP_Proxy®llx] HTTP URLE 3}45}o] CoAP
WA 2] 2 WgkelT CoAPAIH Y] AL 24

3) CoAPAH oA QAguke xjglel] oidh S92
HTTP_Proxy 2 A%

4) HTTP_Proxyollx] FefoldER A%l S5-8 <)
Flo]x]e] wkst

5) D~5)¢] #4-5 10,0003] =

6) Wiresharks &-43lo] B4l F7l& A

7) Wireshark®] TimestampZ 2}¢l3}e] RTT AKXt

R

Desktop HTTP_Proxy CoAP_Server

HTTP GET

CoAP CON

CoAP ACK

HTTP 2000K

A

T2l 8. HTTP-CoAP ¥4l Az}
Fig. 8. HTTP-CoAP Communication Procedure

s

V. M5 53 Zn

41 ot Fol M 4

@l & $ellA 10,0008 RTTE =333
CoAP2] ZW RTTE 8252.55ms, 4 RTITE
170.08ms, ¥+ RTT+= 203.79ms®|™, HTTP2| %[t}
RTTE 8256.17ms, Z 4 RTTE 173.6lms, T
RTT 208.10mse|c}. #H+ RTTe} #Ax} 71 &2 RTT
7} ZrdA o2 whAyslel o o RTT+= ¥+ RTT
o} oF 40m) o]AFe] A7t v S ISk

or

=5 21}

www.dbpia.co.kr



=/ AREEY 71719 4] AR ~E $13 CoAP Al A

ol
o,
N
N

CoAP RTT(Singlehop)

. -

1 1001 2001 3001 4001 5001 6001 7001 8001 9001

HTTP RTT(Singlehop)

2001 3001 4001 5001 6001 7001 8001 9001

. =9 & 3] RTT A4
RTT measurement result of singlehop

ZAsl5dch
CoAP2] Y RTTE 3176.81ms, 4 RITE
263.08ms, ¥ RTTE 300.23mso |7, HTTPL] o
RTT+ 3180.66ms, # 4 RTT+ 267.49ms, 3t
RTTE 304.66mse|cl. <+ RTTS} #Hx7} 2 RTT7}
7FaA o2 ksl 0w #Ho| RTTE I3 RTTSH
oF 10ufe )4t zte]7t vhe AS Flekoick

CoAP RTT(2hop)

|
g .

1 1001 2001 3001 001 s001 001 7001 s001 s001

HTTP RTT(2hop)

3500

1 1001 2001 3001 4001 5001 6001 7001 8001 2001

I3 10.F & 739 RTT 3445
Fig. 10. RTT measurement result of 2hop

43 M 2ol M5 &5 2t

Al Fe] #AelA 10,0008 RTTE S5kl
CoAP2| ZHv RTTE 6742.62ms, 4 RTITE
328.17ms, 3 RTT+E 378.65mso]™, HTTPL] o
RTT= 6745.57ms, # 4 RTT+ 331.39ms, S

CoAPRTT(3hop)

1 1001 2000 3001 4001 5001 6001 7001 8001 2001

HTTP RTT(3hop)

J2 11, A & 349 RIT 3443
Fig. 11. RTT measurement result of 3hop

RTT+= 383.11mse]c}. 4 RTTS} AAP} 2 RTTZ}

Z¥do g uhsigl o] o RTTE 3 RTT}
ok 170) o]ake] Aot vz AS )l

44 g5 58 20t 4

33t RTTS} A7} & RTTE] HHAY 11E Eels)
7] 218} Wiresharks 53l 743 A7l 5= 43}
ack 8. 124w Fo Fd RTT| d7ls A
kW gola, 27, 13,2 HF9] timestamp S &

of 7} ARER 0¥ AZke B Zolc)
RTTel4 CoAPHIAIA|2] AA1o] 2 Mhlslgl o ml,
BA1714e) Bhiio] CoAPS] A% Eleln]el RTO
2 Q8] sk STzl gEel A o S Sk

2

10 k& Obo m\é
o

A B C D E F G
No. [-[Time ~|Source [~|Destination _~|Protocol [-¥|Length [~ Info
198083 1960635172/19216801 192168060  HTTP 130/GET /coap/Sensor_2/get/test/hello HTTP/1.1

198085 1960638071 fd00:1 fd00:c30c0:0:2  CoAP 83 CON, MID:51422, GET, TKN:73 f7 79 a5, /test/he
198092 1960.836624 fd00:c30c:0:0:2d00:1 CoAP. 88 ACK, MID:51422, 205 Content, TKN:73 7 79 a5,
198093 1960.837803/192168.0.60 19216801 HTTP 225/HTTP/11 200 OK (text/html)

108094 106085189110216801 192168060  HITTP 130 GET t/test/hello HTTP/1.1
198096  1960.854066 fd00:1 1d00:c30c0:0:2  CoAP 83 CON, MID:1019, GET, TKN:2c d7 aa 88, /test/he)
198100 1963536767 fd00:1 fd00:c30c0:0:2  CoAP 83 CON, MID:1019, GET, TKN:2c d7 aa 88, /test/he]
198103 1968.9057 fd00:1 fd00:c30c0:0:2  CoAP 83 CON, MID:1019, GET, TKN:2c d7 aa 88, /test/he|
198110 1969.106619 fd00:c30c:0:0:2 fd00:1 CoAP. 88 ACK, MID:1019, 205 Content, TKN:2c d7 aa 88,
198111 1969.108058/192168.0.60 19216801 HTTP 225[HTTP/11 200 OK (text/html)

12 12, = F 2] A RTT A3 - 1
Fig. 12. Max RTT packet analysis of singlehop - 1

Desktop Raspberry Pi Raspberry Pi
(HTTP_Proxy) (CoAP_Server)

HTTP GET

= 217ms
CoAP CON

- 2682.7ms
CoAP CON

HTTP RTT I 5368.93ms | CoAP RTT
N (8252.55ms)
(8256.17ms,; CoAP CON

200.92ms
CoAP ACK

HTTP 2000K P 145ms

T2 13, & & @749 Hd RTT A7 - 2
Fig. 13. Max RTT packet analysis of singlehop - 2

1531

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-08 Vol.44 No.08

a7, 142 F &2 29 RTT] FH71& A Ul
Solx, I3, 155 FZ19] timestamp S g3} 7+
HFE 2 £ QE= A7RS 245 Aotk o] RTT
o4 CoAPHIAIA|2] Aol 11 Al oM, &
Azl t o] CoAPS] AA% Efe]n]el RTOR
sl e SRzl Zs o 5 slvk
a5 162 Al 2 2o RTTS] H7l& A3 ]
Solx, a7, 172 219 timestamp S g3} 7+
HAE R Q== A7k B8 Zlolrk ) RTT
|4 CoAPHIAIA|2] AFIFe] 21 WAYsIg] o, &

A B ¢ D E F G
No.  [-|Time [~|Source ~|Destingtion _[~|Protacol [-r| Length [ -|Info P
176850] 3373966/1921680.1 192168060  HTTF 130 GET /coap/Sensor_3/get/test/hello HTTP/1.1

176852 3373968 fd00:1 fd00:c30c:0:0:3  CoAP
176859 3374.245 fd00:c30c:0:03 fd00:1 CoAP
176900 3374.247 192168060  192.1680.1 HTTF
176901 3374.255192.1680.1 192.168.0.60 HTTF

176903 3374.258 fd00:1 fd00:c30c:0:0:3  CoAP
176906 3377.159 fd00z1 fd00:c30c:0:0:3  CoAP
176913 3377.435 fd00:c30c:0:0:3 fd00:1 CoAP

176914 3377436 192168060 192.1680.1 HTTF 225/HTTP/1.1 200 OK  (text/html}

J2 14, F & 2749 A RTT 7L - 1
Fig. 14. Max RTT packet analysis of 2hop - 1

&3 CCN, MID:43149, GET, TKN:d6 31 bd 22, /test/
&8 ACK, MID:43149, 2.05 Content, TKN:d6 31 bd Z

235 HTTP/1.1 200 OK (text/html}

130 GET /coap/Sensor_3/get/test/hello HTTP/1.1
&3 CCN, MID:18308, GET, TKN:18 7e 2: st/
€3 CCN, MID:18308, GET, TKN:18 7e 2: st/
€8 ACK, MID:18808, 205 Content, TKN:18 7e 23

Alx|ede] di o] CoAPS] 2|44 efo]n]2l RTOR
Qlsl sl SEHH7 Al s o = 9lck
Table 1.> = &, 7 & AlFellA A= A
RTT dH3& +4 Hgolck o RTTIA i
2] AJ7¥o] CoAPelA] AQ% 3 glon CoAP A%
FHol|4] RTOR Qlsl] WHAsh= -SH 7] A7k T
Fo] EAAAS 2A|8la glrk CoAPL] RTOE
ACK_TIMEOUT# ACK_RANDOMEFACTOR2}=
gietrlefe]] sl AA =k CoAPelA HAEIAL Q=
7|k ACK_TIMEOUT®] 2%,
ACK_RANDOMFACTOR7} 150t} 7l H5A]
7} #Zlei} RTOE  ACK_TIMEOUT(2X)<lA]
ACK_TIMEOUT * ACK_RANDOMFACTOR(3%)
2lole] 9lele] zrez MAEE CoAPS] I RTT
= Fo] A% 203.79ms, F 2] 75 300.23ms,
AlE2] 735 378.65msZE A=) ZF A3lEiA ol
A =A% FF RTTSF CoAPESollA] HAIBEL 9l
7|4 RTO%RS #fol7} who] var gick weha] H4
RTTS} A7} 2 RTTE CoAP AAEFA o4 D&

Raspb: Pi o
Peskrop g A (CoRP Server) o|Ake] A|7ke- ety A7k 2 A Q35 gtk A
HTTP GET
KR o]— )
2.83ms = )\r/}
CoAP CON
= 2900.83ms
HTTP RTT CoAP CON é‘i’?i :IT , It 1 JJDH RTT 3H7] —V‘/H é—‘%’
s
(Gr80.66m= Table 1. Result of Max RTT packet analysis
= 275.98ms
CoAP ACK
.02
FTTP 2000K l‘ m MaxRTT | HTTP | CoAP number of
(ms.) (ms.) (ms.) | Re-transmission
28 15, % & 4] Ao RIT A - 2
Fig. 15. Max RTT packet analysis of 2hop - 2 single
g 8256.17 3.62 8252.55 2
hop
A B C D E F G
No. [*]Time ~[Source _[+]Destination _[+]Protocol ¥]Length [~ Info two 3180.66 3.85 3176.81 1
113523 2715.2665 192.168.0.1 |192.168.0.60 HTTP 130 GET /coap/Sensor_4/get/test/hello HTU’/l 1] hO . . .
113525  2715.269505 fd00:1 fd00:c30c:0:04  CoAP 83 CON, MID:42754, GET, TKN:77 d9 08 c6, /test/| p
113532 2715.651568 fd00:c30c:00 fd00:1 CoAP 88 ACK, MID:42754, 2.05 Centent, TKN:77 d9 08 L thr
113533 2715.652862192.168.0.60 192.168.0.1 HTTP 225 HTTP/1.1 200 OK  (text/html) ce
113534 15.667031 192.168.0.1 192.168.0.60 HTTP 130GET 4/qet/test/hello HTTP/L1 | h 6745~57 2~95 6742~62 2
113536 2715.668906 fd00:1 d00:c30c:0:04  CoAP 83 CON, MID:29918, GET, TKN:45 66 c4 d1, /test)) Op
113539 2717.7850:9 fd00:1 d00:c30c:0:04  CoAP 83 CON, MID:29918, GET, TKN:45 66 c4 d1, /test/|
113542 2722.017793 fd00:1 fd00:c30c:0:0:4  CoAP 83 CON, MID:29918, GET, TKN:45 66 c4 d1, /test/|
113549 2722411522 fd00:c30c:00 fd00:1 CoAP 88 ACK, MID:29918, 2.05 Cantent, TKN:45 66 c4
113550, 2722412601192.268.0.60 192.168.0.1 HTTP 225 HTTP/1.1 200 OK  (text/html) V ,ﬂ E
| —
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Fig. 16. Max RTT packet analysis of 3hop - 1
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Fig. 17. Max RTT packet analysis of 3hop - 2
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