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ABSTRACT

This paper proposes an architecture that inferences a structure, logic and the status of the transport layer
protocol through the network trace-based reverse engineering. when communicating with protocols that are not
open or limitedly open to the public, various problems and security issues can rise because the protocol’s
information can’t be interpreted by an usual way. Hence, the proposed architecture in this paper uses clustering,
event analysis, and various other skills to extract syntax, semantic, and timing from protocols of which structure
or logic is not known. Our architecture, which is implemented with various prior technologies, shows high
performance in our experiment in identifying and verifying the structure of various protocols such as FTP(TCP),
UDP, QUIC and others with absence of any prior information. And the protocols’ FSM(Finite Stat Machine) was
exactly deduced through the automated automata. Based on these results, we also propose an application method
that can perform the error correction and the congestion control without modifying a non-reliable protocol such
as UDP.
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I. Introduction
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II. Related Works

2.1 Protocol Reverse Engineering
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I. Proposed Methodology

3.1 Proposed Architecture
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3.1.1 Kernel Bypass for Pre-Preparation
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Fig. 2. Kernel bypass environment used in the study
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3.1.2 Message Capture
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3.2 Protocol Clustering
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3.3 Message Event Analysis
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3.3.1 Message Field Extraction
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GET /t.php?

SC_project=86301808&java=13security=e646451 08 1=087B84B62C0CAFE33C48BCCCCI2BFCECEsC_random=0.1
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Host: c.statcounter.com

Connection: keep—alive

User-Agent: Mozila/5.0 (Windows NT 10.0: Win64: x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/71.(C
Accepti image/webp.image/apng,image/+,*/+a=0.8

Referer: http://www.op.gg/

Accept-Encoding: ozip, deflate

Accept-Language: ko-KR,ko:g=0.9,en-US:q=0.8,en:q=0.7

Cookie! __cfduid=d58ac154ce77e0aa77440651c97b561651533621126: is_visitor_unique=1533621126279206307:
is_unique=sc11696078.1533621126,0-9971065.1633711454.0-9275857, 1536734820.1-9971 064, 1533711592.0-7366¢
0.1-8630180,1546501362, 7-6390640,1540360828,0-8721945, 1545851001, 1-87001 77, 1946485394, 1
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User-Agent: Mozila/5.0 (Windows NT 10.0: #in64: x64) Apple'WebKit/537.36 (KHTML, like Gecko) Chrome/71.C
Accepti image/webp.image/apng,image/+,*/+a=0.8

Referer: http://www.op.gg/

Accept-Encoding: ozip, deflate

Accept-Language: ko-KR ko:g=0.9,en-US:g=0.8,en:q=0.7

Cookiet __cfduid=d58ac154ce77e0aar7440651c97b561651533621 126: is_visitor_unique=1533621126279205307:
is_unique=sc11696078.1533621126,0-9971065.1633711454.0-9275887. 1536734820, 1-9971 064, 1533711592.0~-7366¢
0.1-8630180.1546501576.7-6300640.1540360628.0-6721946,1545831001.1-87061 77, 16464853941
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Algorithm 1 : Keyword Extraction

1. Input : Messages msgs

def read_bytes(field, length):
data_byte = msg.read(length)
2. if len(data_byte) != length:
raise Exception(“error”)
return data_byte

temp_list, keyword_list = []
for msg in msgs:
for field in msg:
length = 3
for i in range(length, field.size):
keyword = read_byte(field, length)
if keyword in temp_list:
keyword_list.append(keyword)
else:
temp_list.append(keyword)

4.  Output : keyword_list
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3.3.2 Timing Inference
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3.3.3. Message Semantics Inference
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3.3.4 Verification through Fuzzing
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3.4 Protocol State Inference

3.4.1. State Inference through buffer
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Fig. 11. Architecture and principles Inferring the state of
network protocols

3 B = 9kx] E53) Timing RS 7Hke2 g}

A4 Aljlels AElSE o171 A= ol
WA RS tato ZrE $aEit) o] BE WAR|E
dlaho Apelge] o] FhsaA R, Aale 58]
she o) WAAE FESHE AL ur} gleka
gh=]7] wfEolcl.

HelEl S e, 853 Gue) 2ol
B ghkale] o S0} 2 ol) wHE A4l
W, Salapdel S8 s el shid

Azlel 27|15 vlashs WA og HEe] gk o
£ Z23It}. [Algorithm 2]& o]2g AHFE 7%
o gk AolE o|v]gich

Algorithm 2 : State Inference

1. Input : Message msg, Field_size fs, Buffer buf

buf = [sum(fs)]
state = False
while(msg):
if msg.arrive():
buf = [1] * msg.arrive_size()
if buf.is_Full():
state = True # Received
break;
else:
state = False # Receiving

3. Output : state (True/False)

3.4.2 Application method
B A= AR 7]4S B3 Ao
o] 58 AU Y TR EZXE ZEE

2 AAe) 54 glol, o1 AT F YEF T &
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Al Ld2lA =) qkek, Receiveroll Al A|gHAIZE Uloll &
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Time-oute] AT S0l = AR 2] AL 53
Shc}.

olelat AR 7148 UDPS) o] WI-ALEA =
REEF® A& ks, o5 Tl vlE el
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A= A7E Siek webA, Real-Time &2 523l of
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B B3l B8 2= 3ol SDN(Software
Defined Network) 59l 83z Ze] 2= &
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Send message & waiting Receive Message
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Re-send Y
request

Wait
For
Messages

Sender Receiver

Re-send
Request

Received ACK
sendACK .

Re-Send message & waiting

a8 12, AeEEs 53 S8kt
Fig. 12. Application method through state inference

IV. Evaluation Results and Analysis

4.1 Evaluation Targets

AelelMe ekt A aAs] 9,
TCP 7]4te] FTP Z2 &3} UDP Z2EF 183
Googleoll4] 7WHksl QUIC? Z 2 838 Agurle
2 gt} Aldo) 885 Trace:= 37| Z2ESS &
g FAle] FAlell raiEo] ExlEl Adatolt). FTP=
thekgh wedole] ARgalA ofe] sHe] Fhls Bl
= 2As #ﬁ“%}cﬂl UDP+ ©Hegh Ak (“text
data goes here”)2 EFZ3HA 5000718 sk
EAS 33ttt 18] QUICS YouTubeS 3l
Hlele sEelRe A4 Salshs FAle] sasgdck
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[Table 1]-&
oJwlglet,

olefd 5Htel ohgel ther AuE

E 1. A5t o] B4 ojd 2ok
Table 1. Summary of communication records for
performance evaluation targets

Trace | Protocol |Message Count Contents
FTP(TCP) 1,682 File Transfer
1 UDP 5,000 Text Transfer
QUIC 786 Video Stream

4.2 Discussion

4.2.1 FTP Protocol Analysis Results

[Fig 13]%= FTP =2 B3-S tjaro e a3 Av}
3L omgk}l aEe] Ake FTP ZE2 B9
Traffic Trace® ™2 Wireshark®™! =228
F3ll FEAIE spHe|ar, dleke Aljlsh= ol7]EA 2]
e stolct.

Wireshark®, Open-Source T2 18|02 tjolsl
ZEEZS 53 BAVIES s wsell %%
= ARl HF A 2ol o2gk ¥
2 ZEEF9 SpecificationS UL = 7HH ¢l :rL
Z FAE FstRE, AEgE Al 2R SR
1F B ol7]elx]= Specifications 2= AleljollA] o
FhE 53 olzldt #Ao] el ‘:]' s o}y
)2 20] s 3N ZREZS e o}
el 2] 2} Wireshark2] A3}E H]mﬁ]—ﬂ I AdE v

ojﬁ
K

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - ftp.pcap

220 ProFTPD 1,3,0a Server (ProFTPD Anonymous Server) [192,168,1,231]
USER fip

331 Anonymous login ok, send your complete email address as your passward,
PASE i

230 Anonymous access granted, restrictions apply.

SYST

215 UNIX Type: L&

FEAT

211 -Features

REST STREAM

SIZE

211 End

PWD

251"/ Is current directory,
EPSY

a8 13. FIP i A%5%7F 3849 ($1: WireShark =
278)9] A3}/ ofe) B of7|eAe] Ash

Fig. 13. Results of performance evaluation targeted for
FTP protocol (Top: Wireshark program result, Bottom:
Proposed architecture result)
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[Table 2]= FTPS o Asd7ks adt
Azt F olth ol TeS Bo 4o o
W A 719 EE APEslel e, 329 75 F
A& & 5 girk %9 Field Sizets WAIA]e] =
=75 ovlsh=d], 119 wAx]e] 2= =7]7} 500
Hrt A HH o5} whAlshes HS orlgit) o=
Fuzzings %3 755 Z3A|4k fragmentation}
reassembly & T35z Aol S W= Fo=
Eel= ek

il

=

o N,

E 2. FIP vAAE e o33t a4
Table 2. Result of Reverse Engineering with FTP
Message

Message Keyword Field Size

1 220 ProFTPD 1.3.0a Ser..| Range (0, 500)

2 USER ftp Range (0, 80)

4.2.2 UDP Protocol Analysis Results

[Fig 14]%= UDP Z2E29 tjakoz 4ag A%
7} Ajelr). a3l 8% ¢ Ewlel= UDP7} 3}
9] StateWhS 2=t HS ofvlgit) o]zgt A=
£ 935S 5 253} Timing?} Semantics B
7Mke 2 i}, gk, oS Avw, AEs] deo
FEollA dlolE] EAFE(“text data goes here”)Tt
23} 7S skelal 4 9k

[Table 3% UDPZ thato Aiswdrle Sag
A} F doleh AEs] wAA] W dlelele} Z7]E
T35 AL oF 2= ojt) WEe] 377} 1522 23peR=
73 Fuzzmgﬂw 257F AR s Eelsisie
4], o]+ wIZIX|E IP fragmentation®} reassembly
< sl ARlel 2 ABEE 2=t

TERMINAL

O3 14. UDP WAIRE oo Ays} st
Fig. 14. Result of Reverse Engineering with UDP
Message

F 3. UDP ZREeZo| g3 Azl o
Table 3. Part of reverse engineering result of UDP
Protocol

Message Data Field Size
1 text data goes here Range (0, 152)
2 text data goes here Range (0, 152)

4.2.3 QUIC Protocol Analysis Results

[Fig 15]+= QUIC ZREeFS& ttoz 33t A
87t Adtelet. =l 434% 2 ErlEl= QUICS]
13)9] S B 34(Zero-RTT)] 31, o] 53]
= UDP9} #o] dlolelE dupA o R AEihs ov]
gt olel3t Adke v R J3sks T8 d5
gt Timing®} Semantics AR E 7[Hko 2 353,

[Fig 16]-> QUICS %3l 5-34%l vt] e ~Exg]

E

v
o] Hzks] Fro] FxolA dlolelwt T AL 9
nlgic}. Syntax?] RS Ea Has] grE3 EAlo|
ST QI vlele] F & 5 “} QuIC
2 FFlo] A% F Wz IEEglS A AA v|E
= &3] 3<% v EES B8 FECE Al3sted[12]

°1F BTN E WARE DA Wb
715e] EelA A9ES Flsgick

J% 15. QUIC HAIAE WoRE 33t 34
Fig. 15. Result of Reverse Engineering with QUIC
Message

TERMINAL

37 16. QUIC "AAE dles st saAdaQ)
Fig. 16. Result of Reverse Engineering with QUIC
Message (2)

1543

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-08 Vol.44 No.08

V. Conclusion

B =rellde g = SREA] e 2w
EZS xgsle], ASAZTY BE ZEREZS Trace
7lHke 2 oFEh(Reverse Engineering)< 3§35}
Auel AHE FEI opIdAE ARBIICL
UDP, QUICH# b2 AeAZe] 2R eZS 53 3
T opFlElAe] e EE g A, wARIZE 2
= Syntax, Semantics, Timing 5-2] A 2.5 At}3] =
> AFER F23 4 9otk oL QUIC ZREF
o] Zk= Zul @ FAA FEC 5ol tgh BAollM= gt
1& Halek olzlgh 51 495 AlJstae A

)

e Satell 247 Aas A7) wiiell, - A
AR A8l 5 A8 AqT ool ®iA,

i)

Trace 7]4Fe] H3sto] Zh= EAIA ]l dlo]e]2] ool
gt 9=4L GANs“ Pl e ale B8 s} g
t}. =3k Clustering®} Event Analysisoll4] 2Hs=
AdE Fassle AR 75 AT AFH F e,
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