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ABSTRACT

This paper presented possible problems in the process of establishing a system for sharing threat information
that is being provided by external enterprises and institutions and drew up alternatives to overcome them.
Because of the nature of domestic institutions, sharing of new threat information is geared to the post-response
system, there are many difficulties in infrastructure and policies to secure real-time functionality and reflect it in
control work. Therefore, this paper presents a method of applying the US Cyber Threat Information Sharing
Standard (STIX /TAXI), which is intended to be introduced and operated by domestic infrastructure and
institutions in the future, to the domestic market, and is intended to be reflected in effective security system
work. In addition, through this paper, it is expected to be possible to use the prior knowledge required for the
new threat information sharing system.
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Table 1. STIX Use Cases

F 2. STIX 2.x SDOs ¥ SROs
Table 2. STIX 2.x SDOs and SROs

Use Cases Description

Name Description

A cyber threat analyst reviews
Analyzing | structured and unstructured information

Cyber regarding cyber threat activity from a
Threats variety of manual or automated input
sources.

SDOs(STIX Domain Objects)

A type of Tactics, Techniques, and
Attack Procedures (TTP) that describes ways
Pattern threat actors attempt to compromise
targets.

A cyber threat analyst specifies
Specifying | measurable patterns representing the
Indicator observable characteristics of specific
Patterns for | cyber threats along with their threat
Cyber context and relevant metadata for
Threats interpreting, handling, and applying the
pattern and its matching results.

Managing | Cyber decision makers and cyber

Cyber operations personnel work together to
Threat prevent or detect cyber threat activity
Response and to investigate and respond to any

Activities | detected incidences of such activity.
Cyber decision makers establish policy
for what sorts of cyber threat

Sharing information will be shared with which

Cyber other parties and how it should be

Threat handled based on  agreed to
Information | frameworks of trust in such a way as
to maintain appropriate levels of
consistency, context and control.

A Fh5s AZE] A8 WAUEE AFsh, STIX
= o].s.g}ui x] 3 /K]—O]tﬂ $]8(CTI, Cyber Threat
Qb I 71 o] FPsdh
Ao g M2 J—Tr;} glovg FAS wEY &
ez oSata e 5 Al ek

STIX 2xellAl= 344 #2je] XML(Extensible
Markup Language)°llX] JSON(JavaScript Object

Notation)©.2  WZA=Eglen],  “STIX  Cyber
Observables” &= A H (Cyber Observable

eXpression)”} Z3Hs 12719 Domain Object<} 27}
2] Relationship Object 842 FAJ=| v, Zkzke] 214
(Object)®] o5 W85 & 20 Asisich

2.2.2 TAXII

TAXII'"?= STIXZ Z@H Alold 913 AnS
HTTPSS 53l 3-fslr] S13 A FAo2A
HTTP®| A& #Hg &-43l= RESTful(REpre-
sentational State Transfer) API2} TAXII Z=}lo]|lE
2 Aol digh aakeke] Aghe Aelsla slck
TAXII= 2% 29} 72 hub-and-spoke, peer-to-peer,

A grouping of adversarial behaviors
that describes a set of malicious
Campaign | activities or attacks that occur over a
period of time against a specific set of
targets.

Course of | An action taken to either prevent an
Action attack or respond to an attack.

Individuals, organizations, or groups, as
Identity well as classes of individuals,
organizations, or groups.

Contains a pattern that can be used to

Indicator detect suspicious or malicious cyber
activity.
A grouped set of adversarial behaviors
Intrusion and resources with common properties

Set believed to be orchestrated by a single
threat actor.

A type of TTP, also known as
malicious code and malicious software,
Malware used to compromise the confidentiality,
integrity, or availability of a victim’s
data or system.

Conveys information observed on a
system or network (e.g., an IP
address).

Collections of threat intelligence
focused on one or more topics, such
Report as a description of a threat actor,
malware, or attack technique, including
contextual details.

Observed
Data

Individuals, groups, or organizations

Threat . . . ..

believed to be operating with malicious
Actor .

intent.

Legitimate software that can be used
Tool

by threat actors to perform attacks.

... | A mistake in software that can be
Vulnerabilit . .
y directly used by a hacker to gain

access to a system or network.

SROs(STIX Relationship Objects)

Used to link two SDOs and to
Relationship | describe how they are related to each
other.

Denotes the belief that an element of
Sighting CTI was seen (e.g., indicator,
malware).
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Source/Subscriber

@ Source/Subscriber is a sharing
- i : model where one organization

functions as the single source
of information and sends that
information to subscribers.

Hub and Spoke

Hub and Spoke is a sharing
model where one organization
functions as  the  central
clearinghouse for information,
or hub, coordinating
information exchange between
partner organizations, or
spokes. Spokes can produce
and/for consume information
from the Hub.

Spoke
Spoke (Producer
(Consumer | \_only)
only)

Peer to Peer

Peer to Peer is a sharing
model where two or more

organizations share information
Peer . .
A S directly with one another. A
\

oo Peer to Peer sharing model
\ 2 may be ad-hoc, where

) X information exchange is not
% coordinated ahead of time and
/ \ is done on an as-needed basis,
Peer may be well defined with

legal agreements and
established  procedures,  or
somewhere in the middle.

J2 2. TAXI Y3EAE 7 =24
Fig. 2. TAXII Threat Sharing Models

e,

source-subscriber 52| TieFelk 9J83-f 2dlg- |
gkt

U] 71433} 7)1 Fell 4] STIX/TAXIIS 35}
oFg Who R AW Ffr AlaElE 8ol
oM SIEAE A EE 5] SR
PES STIX/TAXIIE TR en &t Axn
#71ghe

o m L

—

-

3.1 =E AIAH

=7 BAl ] el A= STIX/TAXITS] 2.xHA
< o]83le] 13 39 Source/Subscriber B Fe]
o] AFAR AFALRTE At SEAEE 4,
A2, sk AR FRAREE TS5kl Al
SRARE BAele] 21 34 WAl Yool &
TR WA o AlEs A RS et

1608

Cyber Threat Intelligence

4“ Company A NIRS T Institution B }7

L L T T L
; M2M API M2M APl i

L sTIX STIX
DDetecta Threat |@Convert  threat 3 Storeincoming information and DApplying systems; © Threat
| information and forward information to of sharedthreat | Eimination and
| opess it to the particpants information | Preventive
! tnstagency | Acivites

D Detected a Threat: Cyber threat detection and
analysis by Company A

@ Transfer of NIRS (NARS) : The threat information
detected by A company is expressed as STIX and
delivered to the NIRS using TAXII.

@ Information  storage and delivery: NIRS stores
information received, identifies the authenticity, and
forwards it to a shared request agency.

@ Application of threat information: Shared information
request institution (Institution B) applies shared threat
information to the system

® Threat response and prevention: The Shared
Information Requesting Authority (Institution B) checks
shared threat information to remove threats and
conduct further prevention activities.

2 3. Al WA T4 B8
Fig. 3. Cyber Threat Information Sharing Flowchart
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F 3. AR5 STIX A4 %4 3t vl
Table 3. Compare Attack types with STIX Object
property values

Attack Ob
ac served | pelationShip | Object
Type Data
Malicious | email-message .
. . indicates attack-pattern
mail email-addr
domain-name
.. url
Malicious ipvd-addr indicates attack-pattern
UrLp | P malware
ipv6-addr
mac-addr
file
process
Malware windows-regist indicates malware
ry-key
directory
network-traffic
vulnerabil software .
. ) indicates attack-pattern
ity network-traffic

E 4. WHA B} STIX Indicator Pattern®] i3 e]o]&-
Table 4. Mapping table of internal Asset Info. and and
STIX Indicator pattern

Internal Asset Info. STIX Indicator
Pattern
P %pv4—addr
ipv6-addr
URL l.lﬂ
Asset domain-name
Field . email-address
Email .
email-message
Software Name Software
Software Version Software
ipv4-addr
Detected IP ipv6-addr
url
Security Detected URL domain-name
Log .
Field Attack Pattern network-traffic
Software
Filename File
Email Address email-address

3.3.3 Al fIEEE 3%
7|# 4= IPS, WES = W3l DDoS &AH] 5
Hokmol A 8% 2 @A ¥} A EEK]7]H}E_§:_E

3t 33 9 w7k X907)3 A 2 welsls 7))
A EH 1R RS - )1F 71l Bk 9
c}.
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2 W*AH, CVE(Common Vulnerabilities and
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Fig. 5. Threat Detection and Response Flowchart

E 5. HeEA A
Table 5. Security Notification Example

- Security Notification -
Cisco I0S XE Patch Update Advisory

] Description

o A vulnerability in the Web Services Management
Agent (WSMA) function of Cisco I0S XE
Software could allow an authenticated, remote
attacker to execute arbitrary Cisco IOS
commands as a privilege level 15 user.

o CVE-2019-1755

[J Affected Products

o This vulnerability affects Cisco devices that are
running an affected release of Cisco I0S XE
Software with the web server feature enabled.

[] Fixed Software

o Cisco has released free software updates that
address the vulnerability —described in this
advisory.

[J Contact
o NIRS Cert 118

E 6. 3fr AR} STIX AA] wjeo] £
Table 6. Mapping table of Shared Threat Information
and STIX Object

Security Notification STIX Object

Attack Pattern

Indicator
Description Vulnerability
malware
observed data
Affected Products Target
Fixed Software Course of Action
Contact Identity
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