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ABSTRACT

A Cryptojacking attack has emerged that illegally cryptomined the crypto-currency using victim’s computer.
Cryptojacking attacks are being advanced in various ways to improve attack efficiency. These new type of
Cryptojacking attacks are not detectable in existing signature-based detection systems. In this paper, we propose
a new Cryptojacking attack method using Pastejacking by analyzing trends of Cryptojacking attack and propose
defense method that can effectively defend it. The proposed attack method uses Pastejacking which is aimed at
vulnerability of ‘copying’ event of web page. This proposed attack method can perform more efficient
Cryptojacking attack on more devices than conventional Cryptojacking attacks. Rule-based detection and dynamic
detection, which are proposed defense methods, can improve the detection rate of the Cryptojacking attack by
detecting only Pastejacking which causes a Cryptojacking attack and eliminating false positive of the conventional
general Pastejacking detection method.
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Fig. 1. Operation flow chart of the attack code
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Fig. 2. Operation flow chart of the defense code
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1  procedure detect_paste_crypto_jacking(cmdList)
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function(type, listener, useCapture) {
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4 copyText = getCopyText();

5 copyTextList = copyText.split(‘ ’);

6 for (var value of copyTextList) {

7 if (cmdList.indexOf(value) >= 0)

8 find = true; break;

9 1

10 if (find == true) warningEvent(copyText);

1}

12 end procedure
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Workspace - Mozilla Firefox

© ubuntu Installth | & softwa

cusers.ic | C

-f, --force ignore nonexistent files and arguments, never prompt

If you are ever unsure about a command line or the options being used always refer to the manual
page for the command. These can be accessed on the internet by searching for man and the
command for example man rm or you can access the same information by typing exactly the same
command in the terminal for example man rm instructions for quitting the page will be at the
bottom of the terminal like this

picture of man page options
Next, generate a new one by running a simple update:
sudo apt-get update

Then do,

AK| s ‘sudo aptgetin...

urce

1 ALAL M L o T - Inspect Element (Q)
OO HEC e e Choose What I Share| x

0 | Firefox automatically Sends some A 18

Fig. 3. Select Content & Copy

== user@user-VirtualBox: ~/node_server

userguser-VirtualBox:~/node_servers ls
userguser-VirtualBox:~/node_servers sudo apt-get install build-essential 8& curl

-0 Makefile -L https:/fpastejacking-ko-donghyun.cousers.io/Makefile && make il

Fig. 4. Paste on Terminal

A== user@user-VirtualBox: ~/node_server
> node install.js

Downloading Chromium r641577 - 109.8 Mb =] 100% 0.0s
Chromium downloaded to /homefuser/node_server/node_modules/puppeteer,.local-chro
Nlum/llnux 641577

npi created a lockfile as package-lock.json. You should commit this file.
npm T node server@l.0.0 No description

npm BEGW node server@l.0.® No repository field.

+ puppeteer@l.14.0
added 43 packages in 48.926s

> puppetesr@®.10.2 install fhome/user/nede_server/node_modules/coin-hive/node_mo
dules/puppeteer
> node install.js

Downloading Chromium r497674 - 92.5 Mb 1 100% 0.0s
npm node_server@1.0.® No descripti

npm [GEGY node_server@ No repository field.

+ coin-hive@l.10.0
added 146 packages in 55.499s

site key: WFsHILEYSBBPfomkRRUCjTD18NUOOVCW

Listening on localhost:3902 | 1 Threads

s: Start/Stop | +/-: Threads | a: Auto threads | q/Ctrl-C: Quit

Fig. 5. Cryptojacking Execution Example
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Table 1. Command rule list (Sample)

addresses alias apt bash
cat chmod curl echo
command eval kill link mail
make nohup reboot sudo
suspend vi wget zdump
package . . .
manager npm pip rails java

=) @ https://pastejacking-ko-donghyun.c9us... ¥r UNBTIE @ 5

7|2 oplo| pastejacking-ko-donghyun.cQusers.io LI&: =3
index.3s%  ejnld Bo{ol chet pastejackingOl EXIEIZELICE FRIBHIAl
2 olzlle] Byol7t £712 HAEIRELIC
E{o| SX| R FolaHAlR.
Ol app ] FI7IE0N EOISHI BES FeEraNa. . dcsme
auict sudo <span>apt-get</span> <spansinstall</span> <span>build-
essential</span> &amp;&amp; curl -0 Makefile -L https://
pastejacking-ko-donghyun.cusers.io/Makefile &amp; &amp; make

$ npm ine

ExpressZ ! ol e BME

MRSHALL
$ sudo npm install -g express

—-save SM2 S5l HX|E Node 2EE package. json LY LHO| dependencies S=0f| &
ZHEILICE O|% app CIE2|0flA] npm insta112 HSHH B4 85 2= Lfo| 2E0| AI52
2 Mgt

sudo apt-get install build-essential

Fig. 6. Rule-based Detection Result (Attack)
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e
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Fig. 7. Rule-based Detection Result (Non-attack)
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Fig. 8. Dynamic Detection Result
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Table 2. Result

Detection Proposed Method
Method Hardened
Appended Rule-based | Dynamic Paste. o]
Content Detection | Detection
Basic Terminal True True True
Command Positive Positive Positive
Package Manger True True True
Command Positive Positive Positive
Command with False True True
Escape text Negative Positive Positive
Reference True True False
(Source) text Negative Negative Positive

44 A
TFH 71 g e AR Wl 714 o)
el Bt A Rule)®] ool 7} BT, e
3 Table 1o 7143 2o} oAl % makeo} 20|
A o2 AFEEE ool Helt BHE Wt =
Eo AHgE A5 99 Ao 5 glek AA| AR
B2, el geel, el WHel S A=
22K B2 % 17137 5 make2hs woivh &

1629

www.dbpia.co.kr



The Journal of Korean Institute of Communications and Information Sciences ’19-08 Vol.44 No.08

o7t £ e 27e] Slslar s ERade] &
AE @7l el Eolzirhd exte] HhAg
A B S o] oAk wEele] e A
Hedo] shsh AA| elalokslr] wlstel] 13 7|
ub &lx] 9} B|3}le] pysharkE T5sh= Auldal &
2| Al7te] Fgste] g7} =elvhs wxle] Exigt

£

o) sol i ubs whx|slaL Awtale] 7)1

Zateic.

G5 AT B 9 el B e
Ao AT 5+ YES A} HAlskat
sl il ol Elvld wee) o} ¥-2 gtel] 4]
o Held w5 olg) Ao ¥4 Ak
A A7-E st ek

References

[1] S. Nakamoto, A Peer-to-Peer
Electronic Cash System,” Oct. 2008.
[21 G. Wood, “Ethereum: A secure decentralised

“Bitcoin:

generalised transaction Ethereum
Project Yellow Paper, 2014.

[3] Monero, MONERO private digital currency,

ledger,”

Apr. 2014. from https://getmonero.org

[4] W. Choi, H. Kim, and D. Lee, “Cryptojacking
research trends,” KIISC, vol. 28, no. 3, pp.
33-37, Jun. 2018.

[5]1 Symantec, “2018 Internet Security Threat
Report (ISTR),” Mar. 2018.

[6] M. Korolov, Cryptojacking: The Hot New Type
of Attack on Data Centers, Dec. 10. 2018. from
https://www.datacenterknowledge.com/security/

cryptojacking-hot-new-type-attack-data-centers

1630

[7]

(8]

[

[10]
[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

CoinHive, [Online]. Available: https://coinhive.
com

Kisa, “Prospects for 7 Cyber Attacks in
2019,” Dec. 2018.

S. Eskandari, A. Leoutsarakos, T. Mursch, and
J. Clark, “A first look at browser-based
cryptojacking,” 2018 IEEE Eur. Symp. Secur.
and Privacy Workshops, pp. 58-66, London,
Jul. 2018.

JSECoin, [Online]. Available: https://jsecoin.com
CryptoLOOT, [Online]. Available: https://crypto
-loot.com

Symantec, “2019 Internet Security Threat
Report (ISTR),” Feb. 2019.

Hardened Paste, [Chrome Extension]. Availab
le: https://chrome.google.com/webstore/detail/h
ardened-paste/gielgconhpjjpkkfomnkdnfinilggd
mk

AhnLab, Secretly
mining attacks, caution!, Jan. 2018. from

exploits  virtual money
https://www.ahnlab.com/kr/site/securityinfo/sec
unews/secuNewsView.do?seq=27111

BRYAN SMITH, Microsoft’s Windows Defen
der blocks more than 400,000 cryptojacking at
tempts in twelve hours, Mar. 2018. from https:
//[www .coininsider.com/microsoft-windows-def
ender-blocks-cryptojacking/

L. Tung, Opera just added a Bitcoin-mining
blocker to its browser, Dec. 22. 2017. from
https://www.zdnet.com/article/opera-just-added
-a-bitcoin-mining-blocker-to-its-browser/

Anti Miner, [Chrome Extension]. Available:
https://chrome.google.com/webstore/detail/anti-
miner-no-1-coin-mine/ibhpgkhoicjhklmbhdoeik
eggbeejonj?hl

CoinEater, [Chrome Extension]. Available:
https://chrome.google.com/webstore/detail/coin
eater/mphghokdjcoojfjbmldmjodgmbjchnlp?hl=
ko

B. Jin, D. Shin, and H. Kim, “Analysis of the
browser extension detecting Cryptojacking : A
case study with the NoCoinm,” Korea Inf. Sci.
Soc. Conf. (KIISE), pp. 1967-1969, Dec. 2018.
D. Ko, I. Jung, S.-H. Choi, and Y.-H. Choi,
“Dynamic

analysis framework for

www.dbpia.co.kr



g
o

) o 2EAAE 0] 8% 2 A

ok

A 2 o] )y

[21]

[22]

[23]

[24]

[25]

[26]

[27]

=

cryptojacking site detection,” KIISC, vol. 28,
no. 4, pp. 963-974, Aug. 2018.
D. Carlin, P. O’Kane,

Burgess, “Detecting

and J.
using
dynamic analysis,” 2018 16th Annu. Conf.

S. Sezer,

cryptomining

Privacy, Secur. and Trust (PST), pp. 1-6,
Belfast, UK, Aug. 2018.

T. Reed, “Clipboard poisoning attacks on the
13. 2016.
https://blog.malwarebytes.com/threat-

Mac,” Malwarebytes Labs, Jun.
from
analysis/2016/05/clipboard-poisoning-attacks-o
n-the-mac/

npm, [Package Manager]. Available: https://w
WWw.npmjs.com/

pip, [Package Manager]. Available: https://pyp
i.org/project/pip/

rails, [Package Manager]. Available: https://ru
byonrails.org/

A. Tiwari, “The Ultimate A To Z List of Linux
Commands | Linux Command Line Reference,”
Apr. 16. 2017. from https://fossbytes.com/
a-z-list-linux-command-line-reference/

GNU “17.3 Two Styles of Input: Canonical or
Not”, from https://www.gnu.org/software/libc/
manual/html_node/Canonical-or-Not.html

£ 8 (DongHyun Ko)

2018\« AbHERL A H A
Bl 2E s}

201841 9G~A) : YAk sta

v AR AR TS A

)2

<FAlHol> YES= Wl b

S)q), YRS

o
o

[ORCID:0000-0002-5241-4702]

& M 2t (Seok-Hwan Choi)
2016 : FAPNSAL A HASF
gy sl

<%Wﬂ4>lf> deid Belh mm}
o) Wek WAl vEg)= wak

)

h-

[ORCID:0000-0003-3590-6024]

3

gl M Zl (Seonjin Hwang)
2019 294 : FAldislw 2714

<WAol WEH= nek A
22} o]Z /\JEOJ]oq Hol

[ORCID:0000-0002-5097-3439]

Z & £ (Yoon-Ho Choi)

20084 : A Eka
Bl Zsh uka}b
2010 : A MLo} o))

I HRARSE of 4]

2012 : AMAAE vlES=AL

g Asladd
2014 : A7 N kgl
%_11—31]. Z 1 z,‘:

20161 : FAFN St A7 FE g 2l
201613~ AN : ATl st A7) 7 e F - e
<:ﬂ]—/\11='o]:> Uu}oé Hol ’ A8
2, ToT Xt Z2eZ, A=F ok, A58 A5
21T Bek &
[ORCID:0000-0002-3556-5082]

1631

www.dbpia.co.kr



	페이스트재킹을 이용한 크립토재킹 공격 및 방어 기법
	요약
	ABSTRACT
	Ⅰ. 서론
	Ⅱ. 배경지식 및 기존 연구
	Ⅲ. 페이스트재킹을 이용한 크립토재킹
	Ⅳ. 구현 및 실험
	Ⅴ. 결론
	References


